How do | setup the Camera for Remote Viewing over
the Internet?

Overview

Please ensure you have followed the quick installation guide and have the camera setup and accessible
on your home/office network. The following instructions are going to outline how to make a TRENDnet
camera accessible over the Internet.

We will start by assigning a unique static IP address for the camera. We will then present information
regarding an option for a Dynamic DNS service. Following this we will be creating a firewall rule in the
router to allow access from the Internet to the camera.

For this example we will be using a Windows 7 computer and a TV-IP662PI with the TEW-652BRP router.

1. Setting Up a Static IP Address For The Camera

The camera should be configured with a static IP address. You will be required to setup a firewall rule
to forward a port in your router to the camera. If the camera’s IP address changes, the firewall rule will
no longer function.

We will set the camera’s IP address to a valid IP address within the subnet defined by the router. The
router defines the subnet based on the local network IP address and the subnet mask. You will find this
information on your router’s Network settings or Status page. Please contact your router
manufacturer for assistance if you are not familiar with accessing your router.
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We are using the TEW-652BRP, which has the following settings.
Local Area Network (LAN) IP address: 192.168.10.1, Subnet Mask: 255.255.255.0

This allows you to use any IP address between 192.168.10.1 ~ 192.168.10.254 in the router’s local
network, except those used in the router’s DHCP address pool (more to follow).

To access the TEW-652BRP’s configuration page, you would open a web browser (Internet Explorer) and
type in the router’s LAN IP address, http://192.168.10.1 into the address line. You will be prompted to
log in to the router. The default user name and password are both admin. After you have logged in to
the TEW-652BRP, click on Main > LAN &DHCP Server.

@ TRE“D nET 300Mbps Wireless N Home Router

TEW-652BRP

anmn

e — LAN & DHCP Server T help

= WAN
Host Name | TEW-652BRF
= Password
= Time IP Address || 152.168.10.1
- Dynamic DN5 Subnet Mask|[255.255.255.0

Wireless DHCP Server| ® Ensbled ( Disabled
Start IP||152.163.10.101
EEE S

End IF|[152.168.10.155

Routing |

Domain Name

Access Lease Time I 1 Week -I

Management Static DHCP| # Ensbled " Disabled

Tools

1Za!

Static DHCP List

T T TN

Dynamic DHCP List

182.168.10.128 00:18:11:18:11:18
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http://192.168.10.1/

The TEW-652BRP’s DCHP server uses the following:
DHCP Start: 192.168.10.101 DCHP END: 192.168.10.199

This means the DHCP address pool is 192.168.10.101 ~ 192.168.10.199. If a network computer or a
network device that is connected to the router and setup to automatically receive an IP address, it
would receive an IP address between 192.168.10.101 ~ 192.168.10.199 from the router.

@ TRE“D nET 300Mbps Wireless N Home Router

TEW-652BRP

e —— LAN & DHCP Server T help

- VWAN
Host Name | TEW-852ERP
= Password
- Time IP Address||192.168.10.1
= Dynamic DN5 Subnet Mask|[255.232.255.0

Wireless DHCP Server| ® Ensbled  Disabled
Start IP||152.163.10.101

End IP|[152.168.10.155

Domain Name |

Routing

Access Lease Time I 1 Wesk ‘I

anagemem; Static DHCP| & Enabled  Disabled

Tools

1Za

Static DHCP List

Dynamic DHCP List

182.188.10.128 00:18:11:18:11:18
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Note: each IP address can only be assigned to one network device.

The IP address you will set on the camera cannot already be in use on the network. You will want to
avoid using an IP address within the DHCP pool as well (any address between 192.168.10.101 ~
192.168.10.199).

In this example, you can use the following ranges for static IP address assignments.
192.168.10.2~ 192.168.10.100 or 192.168.10.200 ~ 192.168.10.254

We will set the camera up with the following IP address assignment.
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IP Address: 192.168.10.50
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.10.1
Primary DNS: 192.168.10.1

Note: The Default Gateway will be the router’s IP address as it is the gateway to the Internet. The
Primary DNS usually is also your router’s IP address.

First, insert the CD-ROM and select Install Camera. Follow the Wizard to install the camera on your
network.

@ Install Wizard Q]E\@
@ TRE”D"ET Select your language:

Install Camera

Install TRENDnetVIEW Pro Software
Quick Installation Guide

User’s Guide

Product How-Tos

Product Registration
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After completing the installation, you can click here to manage your IP camera.

@ Install Wizard 1

Local access from your computer

To access the camera now, click

Click icon to create a desktop shortcut. e

It will prompt you to log in. The default username and password are both admin. If you have changed

the username and password use the new values.

p
Windows Security

)

The server 192.168.10.30 is asking for your user name and password. The
server reports that it is from TV-IP662PL

| admin ’

V| Remember my credentials

l OK H Cancel J
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Click on Network, click Static IPv4 Settings on the left hand side.

TRENDNET

* Dynamic DN5

Audio/Video

LAN SETTINGS

IPvd Settings
€' DHCP Connection

Megapixel Day/Night Pan/Tilt PoE Camera

@ Static P Address
P4 Address
Subnet Mask

Primary DNS.
Optional Secondary DNS

Optional Search Domain

Default Gatewsy (Router)

[1ez1881080
[tezesio
[1ez1es100
—
E—

L PPPoE
IPvE Setfings
® DHCP Connestion

TV-IPEE2PI

© Static IP Address
PORT SETTINGS
HTTP Port

-

RTSP Port 554

Tools
Advanced UPnP

F uPnP

™ UPnP Port Forward
Apple

= Bonjour

Copyright © 2013 TRENDnet. All Rights Reserved.

Click on the Static IP radio button and enter the addresses below which were determined earlier.
IP Address: 192.168.10.50

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.10.1

DNS IP Address 1: 192.168.10.1

Click Apply when done and wait for the camera to save the settings. From now on, you would access the
camera’s configuration by going to http://192.168.10.50 in Internet Explorer.

Note: Additional cameras would require a unique IP address. For example, on another camera you
could use 192.168.10.51 as the IP address. The subnet mask, default gateway and DNS server addresses
would match.
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http://192.168.10.50/

Dynamic DNS Account Setup (Optional

Your Internet Service Provider has most likely assigned you a dynamic IP address for your Internet
access. This means that periodically the router’s WAN (Internet) IP address will change. You would
need to know the router’s WAN address to access the camera remotely over the Internet. However, if
you are at a remote location when this occurs you may not be able to find out what the new WAN [P
address is. This is where Dynamic DNS comes into play.

Dynamic DNS will map a host name that you create to your router’s WAN IP address. The router will
automatically update your Dynamic DNS record when it received a new WAN I[P address. In this fashion
the host name will always take you to the router’s current WAN IP address.

Check the router’s user’s guide for information regarding built-in support for Dynamic DNS.

Note: You are not limited by your router’s built-in Dynamic DNS support. Most Dynamic DNS providers
also offer software update solutions that allow you to manage and update the Dynamic DNS records
from your computer.

2. Create a Firewall Rule in the Router for the Camera

Your router receives an Internet (WAN) IP address from your Internet Service Provider (ISP) and allows
you to share it with network computers and devices on the router’s local area network (LAN).

The local area network of the router is not exposed to the Internet. The only interface accessible from
the Internet is the router’s WAN interface where the Internet IP address is assigned. When accessing the
camera remotely, the request of viewing the camera goes to the router’s WAN interface and must be
directed to the camera on the router’s local area network.

This is accomplished by creating port forwarding (virtual server) rules. In this example we will
demonstrate how to forward a port in a TEW-652BRP router to a camera’s IP address on the local area
network.

Log in to the router by opening a web browser, going to http://192.168.10.1. The default username
and password are both admin.

After logging in to the router, click on the Access > Firewall Rule page.
Select Enable, give the rule a desired name and set the action to Allow.

For the Source you will select WAN and place an asterisk (*) in the IP Range Start and End fields. This
will allow you to access it from anywhere on the Internet. The Destination is the camera. Previously we
assigned the camera a 192.168.10.50 address. Enter this address into the IP Range Start field.
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For the Protocol you will select TCP and enter in the port range from 80 to 80. The camera by default

uses TCP port 80.

@ TRE"DnET 300Mbps Wireless N Home Router

TEW-652BRP
Main

Firewall Rule
Wireless

Enable| ® Enabled O Disabled
Name | [TV-IP662PI

Status

Routing

Action| ® aliow O Deny
S —

Access Interface |IP Range Start IP Range End Protocol
* Filter [WAN v |[* *
* Virtual Server

* Special AP

. omz ination|[LAN v| |[192.168.10.50 192.168.10.50 B0 ]

* Firewall Rule

Add I Update “ Delete ” New | Prionity Up || Priority Down
Update Priority

Management

Tools = S
Action Name Source Destination Protocol

—_—
Wizard v Allow TV-IP662PI WAN: * LAN: 192.168.10.50 TCP,80

Deny Default WAN * LAN*

Allow Default LAN* WAN *
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Note: Additional cameras require that the port they are using be forwarded to them. Each camera must
be assigned a unique port as you cannot forward a port to more than one network device. To assign a
camera a different port you would log in to the camera by entering its IP address into your browser.
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As previously stated if we have a second camera at IP address 192.168.10.51 we can log in to it by going
to http://192.168.10.51. The default username and password are both admin. Click on Administration
and then click on the Configuration > Network. Change the HTTP port number to 81 and click Save to
save the settings.

TRENDNET Megapixel Day,/Night Pan/Tilt PoE Camera

TV-IPEE2PI

LAN SETTINGS

IPv4 Settings
' DHCP Connection
® Static IP Address

IPv4 Address W
Subnet Mask ’m
Default Gateway (Router) ’W
Primary DNS [eztezint

Optional Secondary DNS |

Optional Search Domain
Audio/Video [ PPPoE

? IPvE Settings

*Dynamic DN5

® DHCP Connection
' sStstic IP Address

FORT SETTINGS

HTTF Fort 81
Tools
RTSP Part [554
Advanced UPnP

™ Upne

I UPnP Fort Forward
Apple

~ Bonjour
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In the router you would create another firewall rule to forward TCP port 81 to the second camera at
192.168.10.51.
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3. Viewing Camera from Remote Location

To access a camera from a remote location you will open Internet Explorer and enter the WAN IP
address of your router into the address bar. If you setup Dynamic DNS you can use the hostname to
access the camera. Your router will then forward the connection to the camera.

Note: Depending on the router you have, this may not work if you are viewing the camera with a
computer that is connected to the same router as the camera. Not all routers support loopback
features. Please use a remote network to test remote viewing. You could give the router’s WAN IP
address or the Dynamic DNS hostname to a friend at a different location to test this.

@ INTERNET CAMERA LIVE VIDEO - Windows Internet Explorer

@i\v (2 http://65.33.2.66:81 ,OEI (32| X| (2 INTERNET CAMERA . xl
File Edit View Favorites Tools Help

TRENDNET Megapixel Day/ Night Pan/Tilt PoE Cemera
TVPEE2P!

BHEANAECE IoBA TR s le

For additional cameras you must append the port number to the WAN IP or hostname address. In our
examples we had a second camera using TCP port 81. You would access this camera by using the
following examples assuming the WAN [P address of your router is 65.33.2.66 and your hostname was
trendnetddns.dyndns-at-home.com.

WAN IP Address: http://65.33.2.66:81

Dynamic DNS hostname: http://trendnetddns.dyndns-at-home.com:81
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