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Overview

The TEW-212APBO is a standalone wireless client, which provides IP
routing functionality between a Local Area Network (LAN) and a Wide
Area Network (WAN). It uses an Ethernet interface to connect to LAN, and
wireless 802.11b-based interface to connect to a Wireless Networking
System, which provides miscellaneous WAN access.

Wireless Networking System

TEW-212APBO is part of the Wireless Internet Service Provision System. It
provides access for locally connected computers to WAN, such as the
Internet. In Figure 1 shown below, the client devices are connected to the
access points (please refer to TEW-212APBO specification).

Figure 1: TEW-212APBO Solution




Features

TEW-212APBO is based on indoor-outdoor architecture. An outdoor unit
with 2.4 GHz antennas is placed on the mast or roof of construction
elements. It is connected to the indoor unit viaaUTP cable. An individual
computer or an entire local network can gain accessto the Internet by simply
connecting the TEW-212APBO indoor unit to the switch/hub. TEW-
212APBO isafull featured | P router with extensive firewall capabilities and
auser-friendly web interface.

Wireless Access Point or Client (configurable)
Router/Bridge (configurable) and Firewall
Telecom features Built-in

Web management Interface

TEW-212APBO can be managed via
FTP

Telnet

WWW

SNMP (v1, v2)

It is possible to modify the following information through aweb interface:

General information

Network LAN and WAN interfaces settings
Wireless device settings

DHCP server configuration

|P Firewall

Port forwarding

Static routing




5 Operating M odes

The TEW-212APBO supports 5 different kinds of operating modes. AP-
Router, AP Bridge, Station Bridge and Station Router.

AP-Router Mode
In this mode, the TEW-212APBO wireless unit plays the roles of the

wireless network Access point and arouter.

Wireess
g~ 4
Computer

Laptop

Figure 2: AP-Router mode




AP Mode
In this mode, TEW-212APBO acts as conventional wireless Access
point. The routing function is disabled. Local Network Area is
automatically set up to Wireless.

A &

Laptop Laptop

Figure3: AP mode




Bridge Mode
When operating in this mode, one TEW-212APBO device can
connect with another TEW-212APBO device and form wireless
“bridge” interconnecting two or more local networks. Note that al
these devices must work in the same frequency channel and must have
the same SSID string. Please also note that wireless “bridge” DOES
NOT retransmits packets.
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Figure 4: Bridge mode




Note: The following operational modes need to be configured, refer to
upgrade page for more information.

Station — Router mode
In this mode, TEW-212APBO wireless interface works as wireless

network client (connects to the Access point). Router part is active.

It must be defined which interface will be dedicated to the Local Area
Network  LAN, and which to the External Network. Routing is
done by forwarding packets  to the default gateway, which is set up
to External Network, soitismandatory to define Local Network
Areainterface.




Client-Bridge mode
In this mode, TEW-212APBO acts as wireless card (associates to the
access point)

Computer

j /M/ deoess Point

Station Bridze




Sarting Up

To setup TEW-212APBO for the first time can be performed
through a web browser on a computer connected to the local
network. The administrator can use one of standard browsers
available (e.g., Netscape Navigator, or Microsoft Internet Explorer
versions 4.0 or later). Once the setup process is completed, TEW-
212APBO can be managed from any computer on the network that
has aweb browser.

The stepsto setup TEW-212APBO using aweb browser are listed
below:

1. Launch a standard web browser on a computer connected to the
network.

2. Enter the TEW-212APBO | P address given to you from the | SP
into the URL field of your web browser (the default setting is
192.168.2.2). TEW-212APBO provides SSL (Secure Sockets
Layer) feature, so use https://192.168.2.2 to connect.

&1 repe i 168,224 v| EY e



https://192.168.2.2/

If local network settings were configured correctly, then a login
screen should appear:

‘Connect to 192.168.2.2  |2]E3
2
iR

Iser narme; |_ﬁ root ! vl

Password: 1T

[ |remember my password

[ Ok, ][ Cancel ]

Input the username (the default username is “root”) and correct password
(the default password is “pass’) and click the “OK” button to pass the
security control screen. Once the correct username and password
combination is entered, a TEW-212APBO welcome screen should appear as
below:
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3510 Uptime Axe. load Clients
|u.c-nt | |IZI dayrs] 00:02 | 253l 1]

B0Z.11b = READY e Lis ]

Outdoor Router
setup wizard

This is thee area whera the essential dewvice configuration

advanced settings

Firewall and Device password settings are configured here.

syster tools

setting, upgrade fir mware, resst

Figure5: Welcome screen

Click on the “Setup Wizard” button on the menu bar to begin TEW-
212APBO device configuration (described in the following section).
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Device Satus page

Device status page displays all information includes system, interface and
network status.

5510 Uptime Axe . load Clirnts
||1c-nt | |EI dayrsl O0:25 | |2.12 | |IJ

(N ATl || SETUF WIZARD |[ AOUANCED SETTIMGS |[SYSTEM TOOLS
802.11b = READY

DEVICE STATUS

y n Status
Wersion "WHT.2.01 2003.02.09"
Lpti rie 0 d=y{s) 00:22
Arerage Losad 218
Systam Mermory Total 14 B8 ME
Swystem Mamory Free 5.34 MB

Servicalrterface Status

IP Firesw=all Ois=bled

Dewice Mode AP
Hostna e [glalal=}
Wireless Interface IF 192168822

MNetwork Statistics
Interface Metwork Type T D=ta Ts Errors R Data R Errors Collisions
Wireless LAN 306.73 KB 5] 433.03 KE a a

Figure 6: Device Statustable
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The Device Status page isdivided into to four parts:

System Statustable - Thistable shows TEW-212APBO softwar e version,
system uptime (after last reboot), average load, memory usage and
radio signal strength (RSSI).

System service and interfaces statusis shown in “Service/l nterface
Status’ table - Thistable shows wireless interface and system services
state. Possible valuesin this table can be Enabled/Disabled for
appropriate interface/service state.

Network status is shown in the “Networ k Status’ table - Thistable
shows operating mode of the device, which can be “Router” for AP-
Router mode, “AP’ — for access point mode and “Bridge” for bridge
mode.

Network statistics are shown in separate table - This table contains
statistics for both interfaces of the TEW-212APBO — wired and
wireless. The wired interface is called LAN, and the wireless interface
is called WLAN. Each column corresponds to the statistics value of the
interfaces.

TxData — amount of data transferred
TXErrors—amount of transmit errors
RxData — amount of datareceived
RxErrors—amount of receive errors
Collisions — amount of network collisions
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Setup Wizard
Operation Mode Settings Page

The first page of the TEW-212APBO configuration wizard is dedicated to
the device operating mode selection:

OFPERATION MODE SETTINGS
Select the operating mode.

® AP Router
O apP
O Bridge

[FEsET JIHERT |

Figure 7: Device Mode Settings page

This enables a user to select the operating mode of the device.

Click on the “Reset” button to reset the page fields to their default values.
Select one of the three device modes and click on the “Next” button to
continue the configuration wizard (For a detailed explanation of the wizard
settings, please refer to the TEW-212APBO Quick Installation Guide).
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General Configuration Settings Page

Various general device parameters can be set in this page. All of those
parameters are optional.

3510 Uptime Ave. Load Clients
|n.ont | |I:I dayrs] 00:30 | |2.45 | |l

‘HERU LIST |[DEVICE STATUS |IESVEN Claanll|| ADUANCED SETTINGS || S¥STER TOOLS
802.11b = READY

OFERATION MODE | GEMERAL | METWORK | WIRELESS |

GENERAL CONFIGURATION SETTINGS

Flease enter the host name and other information.

Host Hame Ir'II:II"IE

OMS Server Address ID.D.D.D

System Idertification |identiﬁcatinn
Serial Mumber EDQD4EI11DAEEI
Address |address
Coordinates |cnnrdinates
Custarmer Name ICUSTDFI"IEI’_FIEFFIE

Figure 8: General Configuration Settings page
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These parameters include:

Hostname — a genera network parameter returned in statistics routines
DNS Server address — this Domain Name Server address is assigned
to the PCs requesting DNS address through DHCP (Dynamic Host
Configuration Protocaol).

System | dentification — free form system identification code for easier
deviceidentification by the service staff.

Serial Number — A unique seriad number of the TEW-212APBO
device.

Address— Thelocation of the device.

Coordinates — GPS coordinates. Service staff fills this field when
deploying device.

Customer Name - customer name, which is used for easy
identification of TEW-212APBO

Click on the “Back” button to go to the previous page, Operating Mode
Settings. Click on the “Reset” button to reset all page fields to their previous
values and click on the “Next” button to continue the configuration wizard.
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Network Configuration Settings page

+»» Router Mode

In Router mode, LAN (Local Area Network) and WAN (Wide Area
Network — For TEW-212APBO, this can be the enterprise networks on the
Internet) configurations can be modified using the LAN Settings and the
WAN Settings tables shown as followed:

2310 Uptine Ave . load Clients
|u.c-nt | |IZI dayr=] 00:30 | |2.26 | |1

MEHU LIST |[DEVICE STATUS |ESENIH-G0E | ADUANCED SETTINGS |[SWSTEM TOOLS
802.11b - READY

OPERATION MODE | GEMERAL | METWORK | WIRELESS |

NETWORK CONFIGURATION SETTINGS

WAN Interface Setting: The IF setting required from your [S5F,

Irterface @ Enabie € Disable
IF Address assigned by ISP |192.1EE|.5.5

Subnet Mask 255,255 255.0

ISP Default Gateway |192.1EE|.5.5|

OHCF Cliert " Ensble % Dicable

LAMN Interface Setting: The dewvice |F address and subnet mask settings.

IF Address [192.166.2.2
Subnet Mask 255,265 2550
tasquerade * Enzble © Disabie

Figure 9: Network Configuration Settings page -1 (Router mode)
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WAN settings must be set up according to the information provided by the
ISP. Thereisno such restriction on LAN settings. WAN access can be
disabled to restrict LAN users access to this network.

The masquerade setting enables the users to use the NAT (Network Address
Trangdlation) feature of TEW-212APBO. When this option is enabled, TEW-
212APBO “hides’” LAN addresses to the “external world”. Access to the
services, such as web services, provided by servers in the LAN, can be
achieved by using the port forwarding feature.

@® Hint: Use known private IP addresses for the local network, because if
you use public addresses, you will not be able to connect to WAN. It is
recommended to use IANA (Internet Assigned Numbers Authority) reserved
private address space (10.0.0.0/8, 172.16.0.0/12 and 192.168.0.0/16) .

s AP Mode

In AP and Bridge mode, TEW-212APBO does not require an active WAN
(Wide Area Network) interface, so the “WAN Interface Settings’ table is not
displayed.

NETWORHK CONFIGURATION SETTINGS

LAN Interface Setting: The IF setting reguired from wour 15F.

IF Address assigned by 5P I19215822

Subriet Mask |255.255 2550

ISF Default Gatewsy |192.1EB.2.2

OHCP Clisnt ' Enable & Disable

Figure 10: Network Configuration Settings page -2 (non-Router mode)

Click on the “Back” button to go back to the previous page, which is
Genera Configuration Settings. Click on the “Reset” button to reset all
current page fields to their previous values and click on the “Next” button to
continue wizard.
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Wireless Configuration Settings page

Wireless device is configured as shown bel ow:

Enter Access Point 55I10.

Acocess Point 5510 nane

Regulatory Domain.

Darm=in |WC|R|_D *i
WEP - Wired Equiwvalent Privacy. These seftings help prewvent unauthorized users from accessing
data.

Ercryption Algorithim IND Encryptiunj

Key = 8] |

Key { 1 |

Kew i Z |

Key { el I

Wireless Settings page (Station)

In Station mode, essential wireless device parameter is Access point SSID -
Service Set Identifier (Wireless Network Identifier) is the group name that
will be shared by every member of wireless network. In Station mode device
will only be able to connect with an Access Point, which has the same SSID.
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In AP, AP-Router or Bridge mode, additional parameter setup is provided:
WIRELESS CONFIGURATION SETTINGS
Warning

EBefore changing radio settings manually werify that these seftings comply with goeernment
regulations. At all time, it will be thie responsibility of the end-user to ensure that the install=tion

complies with local radio regulstions. Flease refer to the user manual for more detail=s

Eriter Access Point SS510.

Access Point 5510 noneg

Selaect channel .

Dorzin IWORLD 'I
Channeal | 11 vl

Client separation setting=s. Select thi=s =etting if wou vwant clients not 1o be able to communicate
betveen themselwves

2 5 Enabl=
User Isolation

% pisable
Wireless settings page (AP)
This parameter is called Radio frequency channel. In Station mode, this
setting is set up automaticaly, but in AP (or AP-Router) mode it can be set
up manually or selected automatically.
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WEF - Wired Equivalent Privacy. These seltings help prevent unauthorized users from accessing
d=at=.

Encryption Algorithm INI:I Encrj,rptinnj
Key * g I
Fey iy I
Ky i I
Fey i3 I

Select the Radio output povver of wireless LAN card.

=

1
Artenna Gainin dBi E}

Totsl Output Poweer [EIRP]in dBm IED vI

| | | | | SETTINGS
Figure 11: Wireless Configuration Settings page
At lease two essential parameters are required to setup:

— Access Point SSID (Service Set Identifier): This is a case-sengitive
parameter to uniquely identify your radio network.

— Default Channel for BSS: It can be set up by selecting a fixed
channel or have the channel automatically assigned.

@® Hint: Use the site survey utility in System Tools to verify a fixed channel

selection. This utility will help the administrator to discover unused channels,
or to check the signal strengths of other Access points of the selected

channdl.

21



In Bridge mode, there is a column field called " Bridge ID". This value
should be assigned with different for all bridges connected to the same LAN
as a bridge ID. The value itself has no meaning if it's less or greater than
other's bridge ID. It can be from 0 to 255. For example, it could be assigned
value"20" to thefirst bridge and "25" to the second.

You may desire additional security on your wireless network, which can be
achieved by using WEP (Wired Equivalent Privacy) encryption. TEW-
212APBO offers 64/128 bit WEP securities on wireless transmissions.
Encryption keys are combined by 5 (for 64 bit WEP) or 13 (for 128 bit WEP)
pairs of hexadecimal digit and separated by colon (e.g., 01:23:45:67:89 for
64 bit WEP encryption keys). WEP encrypts each frame transmitted from
the radio using one of the keys from thistable.

When an encrypted frame is received, it will only be accepted if it is
decrypted correctly, therefore the receiver must have the same WEP key
used by the transmitter. Each key must consist of hex digits, which is
composed of digits 0-9 and letters A-F.

® Hint: Network traffic encryption requires a significant amount of
resources, so its usage is recommended only when security is crucial.
Usually it is not used in simple commercial networks transmitting everyday
data. Also usually is more efficient to protect sensitive documents before
transmitting over network eg., use archive program with password
protection, than encrypt all network traffic.

The Power Output, in dBm, is the strength of the RF radio signal transmitted
by wireless card. A larger number represents a stronger signal.

~ Note: Excessive signal strength may lead to higher power consumption
and resulting in the device operating at higher temperature. Also it may
disturb operation of the wireless device in the same radio frequency channel.

Click on the “Back” button to return to the previous page, the Network
Configuration Settings page. Click on the “Reset” button to reset al page
fields to their previous values. Click on the “Save settings’ to save and to
close the configuring window.
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Redirection Service

If anew IP was assigned and the “ Save Settings” button was click to save
the network setting, a waiting and redirection message pops up as shown
below:

Changes were saved. Now rebooting. Please wait 15 sec..
Click here if nothing happens after specified time has elapsed.

Figure 12: Waiting and redirection message

It indicates that the browser will be redirected to a new site (new 1P). If the
new siteisin adifferent subnet from the old one (e.g., from
192.168.2.218/24 to 168.20.1.10/24), the redirection function will not work.
The IP of the local connected computer must change to the same subnet of
the new site (168.20.1.x/24) first. And then re-click the redirection message
above or re-enter the new |P of TEW-212APBO into URL field of browser,
to reconnect to the site.

If the new siteisin the same subnet asthe old site (e.g., from 192.168.2.218
to 192.168.2.100), and the redirection function did not redirect to new site
automatically, please re-click the redirection message or refresh button in the
browser.
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Advanced Settings

Setting up advanced TEW-212APBO settings requires some advanced
knowledge of the TCP/IP network structure and functionalities. It is
recommended that only skilled network administrators should use these
settings.

Firewall configuration

Warning: Once enable the Firewall Settings, please do not apply
“Anywhere” on Source |P AddressMask to DROP or Reject this unit on
Destination IP AddresssMask because you will be restricted while you
would like to make a configuration with this unit.

IP firewall configuration page provides user firewall services control. User
can add, modify or delete customized firewall rules. Main firewall page view
IS shown as followed:
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(NS G (e S0 | ADVANCED SETTINGS |[ERE
802.11b = READY l |
[FIREWALL | ACL | ROUTES | DHCF | PORT FORWARDING | ADHINISTRATOR |

FIREWALL SETTINGS

v Enable Firews=ll Functions. Firewsall seftings are saved st once sfter enabling the firewsll
functions.

INFUT rules.

Source Fort

Rule Source [P Destination IP Destination :
Mo =l AddressiMask EI_Syi:ECMP AddressiMask Part[=) Bl el
1 ACCEPTZI0669733 Al 192168510 Al o Bl Aew

Figure 13: IP Firewall Settings page

~ Note: In AP and Bridge mode TEW-212APBO has no active WAN (Wide

Area Network) interface, so the “Firewall configuration” page is not
displayed

This page shows service state and firewall ruleslist. Rules are divided in two
parts — Input rules, which apply to the incoming packets, and the Output
rules, which apply to the outgoing packets. User can change these rule lists
by editing existing rules, deleting unnecessary ones, and adding new rules.
Modification and addition of the rulesis shown below:
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3510 Uptime Ase.load Clients
|I10I1t | |IZI dayr=] 00:06 | |2.l3 | |IZI

502 11b « READY 0 e | S R | ADVANCED SETTINGS |

[FIREWALL | ACL | ROUTES | DHCF | FORT FORWARDING | ADHINISTRATOR |

FIREWALL SETTINGS

Add nevwr rule

Rule Mo, 1

Chain FREROUTING

Target & sccert € oRop
Source IF Address |21|:|559?33

Source Metrmask I

Y

C FPart range

Source Port(=s]

Destination IP Address |192.1EB.5.1EI

Destination Metmask |
LOR

Destination Port(=] -~ I
Fort range B

ICMP Type | ~
Protocol I TCP = |

Figure 14: Firewall rule edit
The main firewall rule parameters are:

Target — this implementation of firewall control supports only two
types of rules— ACCEPT and DROP. The appropriate policy defines what to
do if packet matchesrule.

Source | P Address— source | P address, can be specified as any
Sour ce Netmask — source subnet, can be specified as any

Source port(s) — can be specified in two ways. All or a given port
range
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Destination | P Address — specified the same as Source | P
Destination Netmask — specified the same as Source Netmask
Destination port(s) — specified the same as Source port

Network protocol — network protocol which the rule affects. Can be
specified as one of TCP/UDP/ICMP or any

@® Hint: If an exact port is specified, use of “ any” protocol setting makes no
sense (different protocols use their own port ranges). Use exact protocol, or
use several rulesto specify traffic filtering on required ports.

X Note: When defining rules, avoid DENY type rules using “any” as the
address class, which can cause loss of web management connection (e.g.,
deny traffic from any to any IP address).
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ACL Configuring

All clients MAC are set by acceptable as default in Access Control List
function. To deny the MAC address, just click “Add New Rule” button to
add the new record. Access Control List setting is shown below:

ACL SETTINGS

Default ACL policies
Default ACL policy for wirelass network: O Aocept . Damy
Default ACL policy for ethernet: w Accept . Deny

Rule Ha MALC Address Target Action
1 0004 B:0B21:00 deny LR
z 00030052148 dry 25

Figure 15: ACL Settings page

Static routing configuration

Static routing service lets user specify static routes, which is present in
system routing table form system startup. This service is needed, when local
computers are divided into different subnets, using external router, etc. Static
routing page is shown as followed:
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STATIC ROUTING SETTINGS

Routing tahle

Interface  Destination Gateway Netmask Metric Action
wireless  255.255.255.255 default host route 1] k4
wireless  192.168.5.0 default 2552552550 O b 4
ethernet  192.168.2.0 default 2552552550 O b~ 4
ethernet default 192.168.2.1 0.0.0.0 1] i 4

Figure 16: Static Routing Settings page

® Hint: above figure shows default system routes, which are added
automatically, and restored after any network configuration. However these
routes can be edited for temporary needs.

This page provides a user static route list (present on the system), and ability
to edit, delete and add routes. Rule editing and adding is done in the
following page:

~ Note: In AP and Bridge mode TEW-212APBO has no active LAN (Local
Area Network) interface, so the “ Static Routes’ pageis not displayed
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STATIC ROUTING SETTINGS

Please edit the routing table and click "Save route’ button to add a router
record.

Interface ethernet V
Destination 210.245 54 34
Hetmask 255 255 2550
Gateway 192.168.2.105
Metric 13

i Ii\ 2 I

Warning: If route is specified incorrectly, no warning is provided, and no
route is added to the system.

Figure 17: Route editing table

Each rulein the route list consists of Device (interface) selection (can be
wireless or Ethernet), Destination address (depending on netmask, can be a
host or subnet), Gateway address (if not specified, program uses default
interface gateway), Metric (route priority), and Netmask. If netmask is
specified as 255.255.255.255, then routing program assumes that it is the
“host” route type; otherwise route specifies “net”. Note that routes are
automatically enabled when the “Save Route” button is pressed. If aruleis
specified incorrectly, no warning is provided, but rule is not added to the
system. Only skilled network administrator with in-depth knowledge of the
network topology should use the static routing feature.
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DHCP Service Configuration

The Dynamic Host Configuration Protocol (DHCP) provides |P
configuration parameters to hosts in a client-server model. DHCP servers
assign network addresses and deliver the configuration parameters to other
(client) hosts.

DHCP server feature is offered only in AP Router mode. This server set up
is done in the DHCP Settings table, which is shown below.

DHCP SERVER SETTINGS

Please specify the range of available IP addresses DHCP server will
allocate to requesting clients.

DHCP Server () Enable & Disable
IP Address Pool Range 192 168.5.0 _ (192 168.5.265

[RESET || SAUE SETTINGS |

Figure 18: DHCP Server Settings page

DHCP server service can be enabled or disabled from this page. Service
state is altered, and new configuration is loaded after “ Save Settings’ button
is clicked. The IP Address range entered must be in the same subnet the
LAN interface of TEW-212APBO.

@® Hint: Remember to set up local computers as DHCP client, when the
DHCP server is enabled. If the server detects that some computers already
have addresses from the defined range, the address is not given to the
computers.

~ Note: In AP and Bridge mode TEW-212APBO has no active LAN (Local
Area Network) interface, so “ DHCP Settings’ page is not displayed.
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Click on the “Reset” button to reset al page fields to their previous vaues
and click on the “ Save Settings’ button to save the DHCP server setting.
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Port forwarding configuration

Port forwarding service provides access to locally connected computers with
dedicated services by overriding the firewall’s NAT (Network Address
Trangdlation) feature. Example of such services can be chat programs, online
games, etc. Port forwarding administrator can define local computer, to
which data from specified ports of firewall are automatically redirected to
ports of thislocal computer. Port Forwarding Settings page is shown below:

PORT FORWARDING SETTINGS

Enable Port Forwarding Functions. Port forwarding settings are saved
at once after enahling port forwarding functions.

Port forwarding table
Port Type Local Port Destination IP Address Destination Port  Action

TCP 76 192.168.5.30 88 2R
UDP 55 192.168.5.40 76 SR

Figure 19: Port Forwarding Settingstable

~ Note: In AP and Bridge mode TEW-212APBO has no active LAN (Local
Area Network) interface, so the“ Port Forwarding Settings’ pageis not
displayed

From this page, administrator can modify port forwarding rule list by adding
new, delete and edit existing rules. Also the service can be enabled or
disabled from this page. When editing existing rule, or adding new one — the
following page is displayed:
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PORT FORWARDING SETTINGS

Add new rule

Port Type ® upP O TCP
Local Port 55

Destination IP Address 192.168.5.40
Destination Port 76

[ReEseT B[ 5AVE RULE |

NOTE 1: Port forwarding service provides local connected computers use
some dedicated services overriding NAT (Network Address Translation)
feature.

NOTE Z: Port forwarding define the connection with the specified port of this
router device will be automatically redirected to the port of the destination
computer.

Figure 20: Port Forwarding Rule editing table

As shown in Figure 20, a port forwarding rule consists of protocol
specification — UDP or TCP protocol, port on the TEW-212APBO needed
for application, the local IP address and port to which arriving datawill be
redirected.

@® Hint: Sometimes games, chat programs and other applications may need
to change their network settings to something like “ Use Firewall” or “ Use
proxy” to work properly. This setting may and sometimes should be used
with Port Forwarding service. When remote server desires to define IP
address to communicate, you should specify not your local IP address, but
|P address of TEW-212APBO.
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Setting up administrator password

Administrator password is a key used to access TEW-212APBO
configuration functions in administrator security required login screen
(please refer section “Starting Up”). It will be requested when setting up or
maintaining TEW-212APBO. This password is set up in the Administrator
Settings table shown in following:

ADMINISTRATOR SETTINGS

The new password will be used to authenticate the user when configuring

the device.
Old Password
Hew Password
Retype New Password
| r B[ SAVE SETTINGS

Figure21: Administrator Settingstable

To change the password, you must enter the current password in “Old
Password” field, then enter a new password in the “New Password” field.
Re-enter the same value in the “Retype New Password” field. Use hard-to-
guess password, i.e. more than five characters, containing both letters and
numbers, and is not a dictionary word. Be sure to remember this password
(or write it down at a safe location) to access the TEW-212APBO
management administration features in the future. Default factory password
setting is “pass’ (password is case-sensitive). This password should be
changed frequently to prevent unauthorized user accessto TEW-212APBO.

Click on the “Reset” button to reset al page fields to their previous vaues
and click on the “ Save Settings’ button to save the administrator settings.
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System Tools
Clients page

Connected Clients page shows connected wireless clients list (AP and AP-
Router modes only). Thislist is shown in the form of atable:

COMMELTED CLIENTS

Connicted clions table

Ho, Client MAC Address Signal Huoisa Ratae Mb's
1 ()4 B i T i T} 110

P |

Figure 22: Connected Clients page

In the“Client MAC address’ column, connected wireless card MAC
(hardware) addresses are shown.

Signal and Noise columns show radio signal and noise levels.

The column, “Rate”, shows connection bit rate (connection speed) in
hundreds of kilobits. This rate can be easily converted in to megabits by
dividing this number by 10. For example 110 corresponds to 11Mbits, 55
correspond to 5.5Mbits and so on.
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L oopback Test

LOOPBACK TEST SETTINGS

Brwpaud the endpaint P address and click ihe "Stan” burien to stan and
Stap' button 1o stop. The tramsfer rate s measured by sendlng ICMP
shream.

Endpaind IP address 1%, 163.2, &

11Mbs

oMns

Lasd value: (4 SOMbds] Lasi ime: (200258 £F 10:45-54) Hop |

MUTE: Fhe test dats is stored (s the welh browsar applat area. Heiresh or
‘Back® buttoms will stop the test and clear collected test data.

Figure 23: Loopback Test page

Loopback test is used for wireless link diagnostics. This page shows data
transfer rate between TEW-212APBO and endpoint device. This transfer
rate is measured by sending ICMP (Internet diagnostics protocol) stream to
the end point device. Datais refreshed every second.

To start Loopback testing, enter endpoint |P address in the “Endpoint |P
address’ field and click on the “Start” button in the lower right corner of
the page. Status line will show last measured data transfer rate, and the time
when this data was received from the endpoint. To stop loopback-testing,
click on the “ Stop” button.

A Note: Due to the nature of this test, test data is stored in the web browser
applet area. Clicking the “ Refresh” or “ Back” buttons when test is running
will stop the test and clear the collected test data.

37



Configuring SNMP management

SNMP (Simple Network Management Protocol) service is configured in the
SNMP Settings page. This page is used for setting up read-only and read-
write communities:

SNMP SETTINGS
Please enter the community strings and allowed access IP.

Read-Only Community String | public

Allow Read-Only Access from
P

ReadWrite Community String |private

0.0.0.0432

Allow RBead -Write Access from

ip 0.0.0.0432

Figure 24: SNMP Settings

Community strings are used for SNM P authentication purposes. It is
possible to allow or deny IP address groups from accessing TEW-212APBO
using SNMP. | P address and netmask combination 0.0.0.0/32 means “ANY”
| P address. It could be setup by a specified IP, ex 192.168.2.100/32, or by a
group, ex 192.168.2.0/24.

@® Hint: For security purposes, use only local 1P addresses for Read/Write
access

Click on the “Reset” button to reset all page fieldsto their default values and
click on the “ Save Settings’ button to save the SNMP setting.
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Site survey page

AVAILABLE ACCESS POINTS

focess Points table

Channel AP MALC Address 5510 Signal
1 00:05:25.08:32:7B DatAliveZ 39%
1 00:90:4E:0E:09:CA 1890 51%
1 00804 B:21:BCE sparklan-g 5304
=] o001 24 F2:EC:AB Fujiun 1590%40
E 00:80:96:28:3E:26 nass ZEYn
=1 00904 BOB20:AC 2211 4%
11 00:06:F4.00:17:4C DatAlive 18%4

Figure 25: Site Survey Test Results page

Site survey test shows the load situation in the wireless network. Using this
test, user can scan for active Access Points; check the operating channels

and their respective signal/noise levels.

® Hint: Because wireless card is scanning through all radio frequency
channels, the page loading time is much longer when compared to the other
TEW-212APBO management pages. Use the rescan button to check
signal/noise levels when deploying new Access Pointsin the existing

wireless network.
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Monitoring page

omay o A FiA A
T G0 1200

Figure 26: Monitoring page

The Monitoring menu shows TX/RX statistics graph. These statistics show a
five-minute average traffic rate over the last 24 hours period. RX (green)
indicates incoming (Received) traffic and TX (red) indicates outgoing
(Transmitted) traffic.

The TX/RX monitoring is restarted on every TEW-212APBO reboot. The
reason is that TEW-212APBO has no real time clock, and thetime used is
relativeto TEW-212APBO restart. The first statistics appear as 2 points after
5 minutes after TEW-212APBO. Normal view is acquired 10 minutes and
later after TEW-212APBO reboot. Click on the 'Show' button is needed
when first time the TX/RX statistics applet appears in browser window.

Next time click 'Refresh’ button which appearsinstead of 'Show' button to
get newer TX/RX statistics.

Y ou can also manipulate on TX/RX graph time interval. There are two drop-
down menus used for this purpose. The first oneis used to choose the
interval starting hour. It is possible to choose any hour from the last 24 hours,
but choice can be limited to fewer hours because of TEW-212APBO reboot.
The second drop-down is used to choose time interval duration in hours. The
possible choices are from 1 to 25 hours, but it aso can be limited to fewer
hours because of TEW-212APBO reboot. Sometimes you can get 24 instead
of 25 hours limit because relative timeis even to hour range.
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X Note: On older firmware versions, only 'Refresh’ or 'Show' buttons are
available, but they have the same behaviour.
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Upgrade page

A~ Important! Do not enter this page if there is no need to upgrade TEW-
212APBO. Smply click on the “ Reset” button, if no upgrade is necessary.

Entering this page will put the device into UPGRADE mode. All of the
device functions will be SUSPENDED. Once the device enters the
UPGRADE mode, it can only be upgraded or rebooted.

® Hint: Because upgrade is done using the WEB management screen, all
management pages still work, so it is still possible to configure TEW-
212APBO before rebooting it.

X Note: Upgrade function on WEB-base management supports ONLY from
previous version firmware to later one which provide the same operational
modes. |.e. Upgrade from 2.00 AP version to 2.01 AP version, or 2.00
Sation version to 2.01 Sation version.

TIEND LI5T || DEUICE STATUS || SETUP WIZARD || FOUANCED SETTINGS | ISR

CLIENTS | LODPEACK TEST | SHMP | SITE SURVEY | MOMITORING | UPGRADE | REBOOT | RESET DEVICE

B02.11b = READY

UPGRADE SETTINGS

Flezse input the walid firmware file to upgrade.

Current “ersion "WWHT.Z2.01 2003.02.03"

A DAy Documertsir Biouse_

MNOTE: Writing flash image maytake sewveral minutes. Do not switch off the dewvice and do not plug
out metweork cable. B no activity iz shown in the boftom of the page, wait at least § minutes, then
reconnect to the device using web browser, § message about successfully write appears in the
bottam of the page - you can reconnect to the device vathout waiting. See users manual for more
irfor mation.

Figure 27: Upgrade page

TEW-212APBO firmware is upgraded using the “Upgrade” page. In this
page, the current firmware version is shown. If there is a need to update this
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firmware, avalid firmware file must be selected first. Click on the “Browse”
button to do this. After clicking this button — a file selection dialog should

appear.

i I -
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Figure 28: Firmwar e file selection dialog

When firmware file is s ected, its name is shown in the “Firmware” field.
Then click on the “Upgrade”’ button to upgrade firmware.

A “System Firmware Upgrade Process’ screen will be displayed and
firmware should be upgraded as shown below:

&llocating o=aory
Op=ning dala conmeciion
Startlee transfer
Transfer coaplete
Eraziangz !lash.

Eraszing 'desicllashl.
Procraming ‘devicl ekl

O

¥earifsing.

Wepifaing FdewicFlachl
Tranzfer coaplete
A=boct ing.

e LA R L AT AT TR R il et

Figure 29: System Firmwar e Upgrade Process Status




A percentage will be showed on the status bar to indicate the upgrade status.
After completed the firmware upgrade, the TEW-212APBO device will be
rebooted automatically.

X Note: The new firmware file overwrites the old one completely. All
custom TEW-212APBO configuration settings will be reset to the default
values. Write down all configuration settings to be preserved, and set up
them, when TEW-212APBO starts after firmware upgrade. Initial TEW-
212APBO setup is described in the “ Sarting Up” chapter of this manual.

Upgrade Utility

TEW-212APBO can also be configured as a wireless station, but the unit
requires full firmware upgrade, which can be done ONLY with Upgrade
utility.

Therefore the TEW-212APBO comes with an upgrade utility,
“upgrade.exe’, to allow the user to perform the task. The program runs
under M'S Windows 2000 family and MS Windows XP. Before the program
Is executed, the firmware should be located first. It can be found under the
root directory in the CD.

When executing the program, the following screen should appear:

x|
— Connection
Hozt addrezs: Pazsword;
192168 _2_ 2
— Uparade Type
{ Software upgrade
= Firrimare File
fimage __l
— Upgrade Log
KR ;I_‘
Upgrade | E xit |
[Statuiz:

Figure 30: Upgrade utility
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Step 1 Inthe Host address field; enter the TEW-212APBO |P address for
which the firmware is to be upgraded.
X

Upgrade

- Connection
Hozt address: Pazsword:

192168 _2_ 2 |

- Ll.pgrau:lé T_I,Ipe

" Software upgrade

Firrrmare File -

firmage J

Ilpgrade Log

Upgrade ‘ E xit |

-‘St'étus:

Figure 31: Fill inthe P address
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Step 2 Enter the root password and choose Full upgrade to switch from AP
modeto  Station mode or viseversa or Software upgradeto perform
version’s upgrade i.e. AP 2.0to AP 3.0 or Station 1.0 to Station 2.0.

- Connection
Hozt address: Pazsword:

192168 _2_ 2 e

- Ll.pgrau:lé T_I,Ipe L\\S
i+ Full uparade

" Software upgrade
* Firrnware Eil.e =

firmage J

Ilpgrade Log

Upgrade ‘ E xit I

Status:
Figure 32 root password isrequired

Step 3 Specify the TEW-212APBO firmware file, before clicking on the
“Upgrade” button.

Select Firmware File @@
Laok irc | (b Outdoar_Router_1 (1) ~| « @ g E-

|=fimage_wHta.2.01
fimage_WHTs.2.00

File name:  |fimage_WHTa.2.01
Files aof type: ]Firmware filez [fimage™) LJ Cancel

Figure 33 Specify firmware locations.
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Step 4 When the processis completed, it will be indicated in the upgrade log
window.

Upgrade ﬁ|

Connection
Hozt address: Pazsword:

192168 _2_ 2

PR

|lporade T upe
{(+ Full upgrade

" Software upgrade

Firrrsare FEile -

I:\fimage_WHT 2.2.01 J
Ilpgrade Log

Werifuing Adewv/cflash. A

Werifuing Sdevdcflashz.
226 Tranzfer complete.
221 Goodbye.

Upgrade ‘ E xit |

Status: Disconnected

Figure 34 Upgrade finished.
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Reboot Page

Rehoot function will ST OP all working functions and the device will

take around 15 seconds to restart. Please make sure you want to reboot
the device and please click 'Reboot’ button to proceed.

[ FEBo0T |

Click on the “Reboot” button to reboot TEW-212APBO device viaweb
management. All functions will be stopped while the deviceis rebooted.

Reset page

To reset the TEW-212APBO device to the factory setting, click on the
“Reset” button. A waiting & redirection message should be shown as below
(for the redirection service, please refer to the redirection service section for
detail):

RESET DEVICE

Hesetting function will reset the device setting value to factory setting. All

of the user setting data will he ERASED. Please make sure you want
to reset the device and click 'Reset” button to proceed.

[ FESET |

X Note: All customized TEW-212APBO configuration settings will be reset
to the default values. Write down any configuration changes to be preserved,
and set up them, when TEW-212APBO starts after reset. Initial TEW-
212APBO setup is described in the “ Sarting Up” chapter of this manual.
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Specifications

Hardware

CPU ETRAX-100L X
RAM 16 MB

Flash Memory 4 MB
Ethernet 10/100 Mbit
Wireless |EEE 802.11b

Operating system
Linux version 2.4.14.

Network Subsystem

TCP/IP protocol suite

Firewall

Packet filtering
Masquerading (NAT)
Port forwarding

DHCP
DHCP server for one interface (Ethernet)

SNMP
802.11 MIB support (read write)
MIB-I, MIB2 support (read only)

Routing
Static routing only

Wireless

Wireless client mode support.

Wireless access point mode support

Wireless bridge mode support

WEP-64bits, WEP-128bits encryption support
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Administration

Web

Access to all user functions through web browsers (Java Script must be
enabled)

Dynamic configuration changes (no reboot necessary)

Telnet
All console features

Scripting
User script support (available on the Pro version)

SNMP

802.11 MIB support (read write)

MIB-1, MIB-11 support (read only)

Separate community strings for read and write support, standard SNMP trap
support.
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Glossary

Symbols:

10BaseT 10 Mbps/baseband/twisted pair. The |EEE standard for twisted
pair Ethernet.

| EEE 802.11b The |IEEE standards for the definition of the Wireless high
speed (11Mbit) protocol for wireless communication.

A

Authorization the process of determining what types of activitiesauser is
permitted to undertake. Usually, authorization isin the context of
authentication: once you have authenticated a user, they may be authorized
for different types of access or activity.

B

Backbone The primary connectivity mechanism of a hierarchical distributed
system. All systems, which have connectivity to an intermediate system on
the backbone, are assured of connectivity to each other. This does not
prevent systems from setting up private arrangements with each other to
bypass the backbone for reasons of cost, performance, or security.

Bandwidth Technically, the difference, in Hertz (Hz), between the highest
and lowest frequencies of atransmission channel. However, astypically
used, the amount of datathat can be sent through a given communications
circuit. For example, typical Ethernet has a bandwidth of 100M bps.

bps bits per second. A measure of the data transmission rate.
D
DHCP Dynamic Host Configuration Protocol. A servicethat lets clients on

aLAN request configuration information, such as IP host addresses, from a
server.
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DNS Domain Name System. The distributed name/address mechanism used
in the Internet. It comprises distributed online databases that contain
mappings between human-readable names and | P addresses, and servers,
which provide trandation services to client applications.

Domain A part of the DNS naming hierarchy. Syntactically, an Internet
domain name consists of a sequence of names (labels) separated by periods
(dots), e.g., “machine.company.com”. See DNS.

E

Ethernet A common, 10Mbps local area network technology invented by
Xerox Corporation at the Palo Alto Research Center. Ethernet is a best-effort
delivery system that uses CSMA/CD technology. Ethernet can be run over
thinwire coaxial cable (1OBASE?2), thickwire coaxial cable (LOBASES),
twisted pair cable (10BASET), or fibre optic cable.

F

Filter Within the router, afilter is a process used to select which packets
will be processed by the router, and which will be ignored or discarded.
Selection may be based on addresses or protocol type.

Firewall A system or combination of systems that enforces a boundary
between two or more networks.

FLASH A new memory technology, which combines the nonvolatile
features of EPROMs with the easy in-system reprogramming of
conventional volatile RAM. See EPROM.

G

Gateway The original Internet term for what is now called router or more
precisely, IP router. In modern usage, the term “gateway” and “application
gateway” refersto systems, which perform trandation from some native
protocol, or physical dataformat to another. Examples include electronic
mail gateways, which trandate between X.400 and RFC 822 mail message
formats. See router.

H
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Host An (end-user) computer system that connects to a network, such asa
PC, minicomputer of mainframe.

|CMP Internet Control Message Protocol. The TCP/IP protocol used to
handle errors and control messages at the IP layer. ICMP is part of the IP
protocol. Gateways, routers and hosts use ICMP to send reports of problems
about datagrams back to the original source that sent the datagram.

I nter face One of the physical ports on the router, including the Ethernet and
asynchronous ports.

I nter face type The type (Ethernet or Point-to-Point) of one of the interfaces
on the router.

Internet A collection of networks interconnected by a set of routers, which
allow them to function as asingle, large virtual network.

I nter net (note the capital “1”) The largest internet in the world consisting of
large national backbone networks (such as MILNET, NSFNET, and CREN)
and amyriad of regional and local campus networks al over the world. The
Internet is a multiprotocol network, but generally carries TCP/IP.

I nternet addr ess See | P address.
I nternet Protocol SeelP.

| SP Internet service provider. A company that provides Internet - related
services. Most importantly, an | SP provides I nternet access services and
products to other companies and consumers.

| P Internet Protocol. The network layer protocol for the TCP/IP protocol
suite. It is a connectionless, best-effort packet switching protocol.

| P address A 32-bit address assigned to hosts using TCP/IP. The address
specifies a specific connection to a network, not the host itself. See dotted
decimal notation.
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L

L AN Local Area Network. Any physical network technology (such as
Ethernet) that operates at high speed (typically 10 Mbit per second or more)
over short distances (up to afew kilometers). See WAN.

LED Light Emitting Diode. A luminous indicator.
M

M AC address. The hardware address of a device connected to a shared
media. For example, the MAC address of a PC on an Ethernet is its Ethernet
address.

Metric A concept used to describe the cost of aroute across a network, the
distance to the destination at the remote end of the route, or the capacity of
the route.

N

Name resolution The process of mapping a name into the corresponding
address. See DNS.

NAT Network Address Translation, an Internet standard that enables alocal-
areanetwork (LAN) to use one set of |P addresses for internal traffic and a
second set of addresses for external traffic. A NAT box located where the
LAN meets the Internet makes all necessary |P address translations. NAT is
used for two main tasks — to provide atype of firewall by hiding interna |P
addresses and enable a company to use more internal |P addresses. Since
they're used internally only, there's no possibility of conflict with IP
addresses used by other companies and organizations.

Network A computer network is a data communications system which
Interconnects computer systems at various different sites. A network may be
composed of any combination of LANs or WANS.

Networ k address The network portion of an |P address. For aclass A
network, the network address is the first byte of the IP address. For aclass B
network, the network addressis the first two bytes of the |P address. For a
class C network, the network address is the first three bytes of the IP address.
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In each case, the remainder isthe host address. In the Internet, assigned
network addresses are globally unique. See | P address.

Node An addressable device attached to a computer network. See host,
router.

P

Packet The unit of data sent across a network. “Packet” isa generic term
used to describe units of data at all levels of the protocol stack, but it is most
correctly used to describe application data units. See datagram, frame.

Policy Organization-level rules governing acceptable use of computing
resources, security practices, and operational procedures.

Port The abstraction used by Internet transport protocols to distinguish
among multiple simultaneous connections to a single destination host. A port
Isatransport layer demultiplexing value. Each application has a unique port
number associated with it. It is also used to refer to one of the physical
network connectors on the router.

Protocol A formal description of message formats and the rules two
computers must follow to exchange those messages. Protocols can describe
low-level details of machine-to-machine interfaces (e.g., the order in which
bits and bytes are sent across awire) or high-level exchanges between
allocation programs (e.g., the way in which two programs transfer afile
across the Internet).

Q

QOS Quality of Service. Transmission system qualities measure in terms of
reliability and availability.

R

Route The path that network traffic takes from the source to the destination.
It may include many gateways, routers, hosts and physical networks.

Routetable A table listing information about routes to other hosts or
networks, such as the remote network or host address, the interface down
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which the route exists, the distance to the remote address and the cost of
sending data over the route.

Router A system responsible for making decisions about which of severd
paths network (or Internet) traffic will follow. To do thisit uses arouting
protocol to gain information about the network, and algorithms to choose the
best route based on severa criteria known as “routing metrics’.

S

Server A network device that provides services to client stations. Examples
include file servers and print servers.

Service A term used with the router to refer to a connection to another port
on (another) router, used to access dialup modems, hosts that do not support
TCP/IP and other asynchronous devices.

SNM P Smple Network Management Protocol. The Internet standard
protocol developed to manage nodes on an IP network. See MIB.

Subnet A portion of a network, which may be a physically independent
network segment, which shares a network address with other portions of the
network and is distinguished by a subnet number. A subnet isto a network
what a network is to an internet.

Subnet Address The subnet portion of an |P address. In a subnetted network,
the host portion of an IP addressis split into a subnet portion and a host
portion using an address or subnet mask. See subnet mask, |P address and
network address.

Subnet Mask A bit mask used to select bits from an Internet address for
subnet addressing. The mask is 32 bits long and selects the network portion
of the Internet address and one or more bits of the local portion. Sometimes
called address mask.

T
TCP Transmission Control Protocol. The TCP/IP standard transport layer

protocol in the Internet suite of protocols, providing reliable, connection-
oriented, full-duplex streams. It uses |P for delivery.
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TCP/IP Protocol Suite Transmission Control Protocol over Internet
Protocol. Thisis common shorthand, which refersto the suite of transport
and application protocols that runs over IP. See IP, ICMP, TCP, UDP, FTP,
Telnet, and SNMP.

Telnet The virtual terminal protocol in the TCP/IP suite of protocols, which
allows users of one host t 0 log into a remote host and interact as normal
terminal users of that host.

Topology A network topology shows the computers and the links between
them. A network layer must know the current network topology to be able to
route packets to their final destination.

U

UDP User Datagram Protocol. A transport layer protocol in the TCP/IP
suite of protocols. UDP, like TCP, uses IP for ddlivery; however, unlike
TCP, UDP provides for exchange of datagrams without acknowledgements
or guaranteed delivery.

URL Uniform Resource Locator. A standard format for specifying the name,
type and location of documents and resources on an Internet. The syntax is
type://host.domain[: port]/path/filename, where type specifies the type of
document or resource (e.g. http isafileon aWWW server; fileisafileon
an anonymous FTP server; telnet is a connection to a Telnet-based service).
See WWW.

W

WAN Wide Area Network. Any physical network technology that spans
large geographic distances. WANS usually operate a slower speeds than
LANSs. See LAN.

WWW World Wide Web. A hypertext-based, distributed information system based on
client - server architecture. Web browsers (client applications) request documents from
Web servers. Documents may contain text, graphics and audiovisual data, as well as links
to other documents and services. Web servers and documents are identified by URLSs
(Uniform Resource Locators). See URL.
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