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1. Introduction

TL2-FG142 supports 14 fiber ports SFP type with 100/1000M bps and 2 RJ-45 Copper
port with adaptive 10/100/1000M bps.

TRENDNET

1.1 Introduction of the management functions

The Switch supports in-band management function from Http/Telnet/SNMP interfaces.
Consoleis supported for local command-linesettings. It supports network configuration
functions, like VLAN, Trunking, Port Mirror, QoS, spanningtree and software
backup/update. Users can configurethese functions for different network applications.
The followingis a briefintroduction aboutthese functions before the detail operation
sections.

1. VLAN (Virtual LAN)

VLAN candividethe switchto several broadcastdomains to prevent network traffic
between different user groups. This switch supports 802.1Qtag-based VLAN andPort-
based VLAN. Users with the same VLAN ID cantransfer data to each other. The

network traffic will be blocked if they have different VLAN ID. VLAN Stackingfunction for
802.1Qtag-based VLAN is supported. ItallowstwoVLAN tagsina packet for 802.1Q
VLAN tunnellingapplication through a central network.

2. Trunk

Iftwo switches arecascaded together, the bottleneck will happenatthe cascading
connection. Ifmore cables could be used for the cascading connection,itwill reduce
the bottleneck problem. In normal case, switches will become unstablebecause of
traffic looping when more than one cableis connected between them. Ifthe switches
supporttrunk function, they cantreat these cables as oneconnection between them.
The traffic looping will nothappen between these cables and the switches will work
stablewith bigger bandwidth between them.

Notes: About redundant application

The trunk connection supports redundant function. If anytrunk cableis broken, the
traffic going through that cablewill betransferred to another trunk cableautomatically.
For example, if traffic of user port6isassignedtoPort1inaTrunk and Port 1
connection breaks, Port 2 will take over the traffic for Port 6 automatically. (Itcould be
used for redundant application.)

3. Spanning Tree Protocol / Rapid Spanning Tree Protocol

Spanningtree is a protocol to prevent network loop in network topology. If network
loop happens, itwill causeswitches inthe network unstablebecause more and more
traffic will loopinthenetwork. If network loop happens, spanningtree protocol will
block one connectioninthe loop automatically.Butit will alsocausea period of delay
(30 seconds for STP and shorter time for RSTP) if any network connection is changed
because of the network topology detection operation of the protocol.

Because there could be more than one switch inthe network, users can configurethis
function for their network spanningtree application.

4. Port Mirror

This switch operates instore-and-forward algorithmsoitis not possibleto monitor
network traffic from another connection port. But the port mirrorfunction can copy
packets from some monitored port to another port for network monitor.

5.QoS

For Quality of Service request in a network, packets could be classified to different
forwardingpriorities. For real-timenetwork traffic (likevideo,audio), it needs higher
priority than normal network traffic. With the definition of packet priority,itcould have
8 prioritylevels (from0 to 7). This switch supports eight priority level queues on each
port. Itcould be configured for port-based, 802.1P tagged based, or DiffServ of IP
packets priority. User can define the mapping of priority values to the priority queues.

6. Static Mac IDin ARL table

The switch canlearnthe Mac address fromuser’s packets and keep these Mac address
inthe ARL tablefor store-and-forward table lookup operation. But these Mac addresses
will bedeleted from ARL tableafter some time when users do not send any packets to
the switch. This operationis calledagingandthetime is calledagingtime. Itisabout5
minutes normally (itcould be changed by users.) If users want to keep a Mac address
always in ARLtable on some port, they canassignthe Mac address to ARL table. These
Mac ID are called Static Mac address. This switch supports static Mac address
assignment. The static Mac address assignmentwill also limitthe Mac address could be
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used on the assigned portonly with the port security configuration function. For
example, assigning “00-00-e2-11-22-33”to Port 5 will always keep this MacID aliveon
Port 5 but alsolimitthis Mac address could workon Port 5 only.

Note: About Static Mac Address Filter-in (portbinding) function

There is a Mac Security function for port security. 1fMac Tablelearningis setto
“Secure”, onlythese static Mac addresses canaccess network through the assigned
port. The other Mac addresses will beforbidden for network access through that port.
This function can be used for port bindingsecurity application. Pleaserefer to Section
6.3 for the details of the Mac address filter-in operation of the switch.

7. Dynamic Mac ID Number Limit

Beside Static Mac ID Limit, there is another Dynamic Mac ID Number Limit function for
Mac address security on port. This function canlimitthe MacID number to access
network through a port. For example, five Mac ID are allowed for Port 2. That means
up to fiveusers are allowed, but don’t care who the users are. Itis done by “Limit
Control” functionin “Security - Network” function.

8. |EEE 802.1x Port Security Function

Ifthe 802.1x functionis enabled, the switch will actas an authenticator for users
accessing network through the switch. It will need a RADIUS server for the
authentication function. Users will beasked for username and password before network
access. If the RADIUS server authenticates it, the switch will enablethe port for
network access. This functionis very useful for network security application to prevent
illegal usersaccess network through the switch.

9. Rate Control

This function canlimitthe traffic ratefor physical ports. The traffic could be ingress
traffic or egress traffic. This function can limitthe network bandwidth utilization of
users.

10. IP Multicastwith IGMP Snooping

IP multicastfunction canforward packets to a group of users connected on different
ports. The user group is learned by the switch from packets of IGMP active router with
IGMP snoopingfunction. Itis often used for video applications

11. MVR (MulticastVLAN Registration)

VLAN function will isolatetraffic between VLAN groups. Butitwill alsoisolatelP
multicasttraffic for subscribers in different VLANs. The MVR function allows one

multicastVLAN to be shared by subscribers in different VLANs. That canreduce the
multicasttraffic for VLANs.

12.IP Source Guard

This function canlimitthe |P address for accessing network from switch port. That can
prevent illegal IP problemin network.

13. ACL (Access Control List)

This functionis used to define network access control policy -a listof packet filtering
rules. The filtering conditions arelayer2 ~ Layer4 - including Mac address, VLAN ID,
Ethernet Type, IP address, ARP Packets, ... If conditions arematched, the traffic could
be discarded, forwarded, loggingor rate limit.

14. LLDP (Link Layer Discover Protocol)

LLDP protocol is used by network devices to advertisetheir identity, capabilities,and
interconnections on a LAN network. This switch can advertiseits system information,
and show the information of the connected network devices by LLDP protocol.

15. Software Backup/Update

This switch supports backup and update functions for its internal softwareandits
network configuration. Itcould be donein two ways.

a. From web browser : doingby http protocol and by web browser for run-time code
and configuration backup/update.

b. From telnet or consolecommand : doing by tftp protocol for run-time code and
configuration backup/update.

1.2 General Features

| All 1G Ethernet ports are tri-speed 10/100/1000 Mbps ports for RJ-45 port
Fully non-blocking wire-speed switching performance for all framesizes
Eight priorities and eight queues per port

Dual leaky bucket policing per queue and per port

DWRR scheduler/shaper per queue and per port with a mix of strictand weighted
queues
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| | 256 TCAM-based egress tagging entries

| | Up to 256 TCAM-based classification entries for Quality of Service (QoS) and VLAN
membership

Up to 512 hostidentity entries for source IP guarding

Energy Efficient Ethernet (IEEE 802.3az)is supported by both the switch core and
the internal copper PHYs

1.3 Layer-2 Switching

8,192 MAC addresses

4,096 VLANs (IEEE 802.1Q)

Push/pop/translateup to two VLAN tags; translationoningress and/or on egress
Up to 256 QoS and VLAN TCAM entries

256 VLAN egress tagging TCAM entries

Link aggregation (IEEE 802.3ad)

Provider Bridging (VLAN Q-in-Q) support (IEEE 802.1ad)

Rapid Spanning Tree Protocol support (IEEE 802.1w)

Multiple Spanning Tree Protocol support (IEEE 802.1s)

Jumbo frame support up to 9.6 kilobytes with programmable MTU per port

.4 Multicast

8K IPv4/IPv6 multicastgroups

| |
| |
|
|
|
|
| Independent andshared VLAN learning
| |
| |
| |
|
1

Internet Group Management Protocol version 2 (IGMPv2) support

Internet Group Management Protocol version 3 (IGMPv3) supportwith source
specific multicastforwarding

1.5 Carrier Ethernet

| Provider Bridge (Q-in-Q) switch 8K MACs, 4K VLANs

| Per port per queue Dual Leaky Bucket ServicePolicers with PCP or DSCP remarking
per Service Point

u Statistics and Tagging options per Service Point

[ | OAM hardwarefor generating CCM messages, CCM checking is done by software
[ | Software for OAM and protection switching

1.6 Quality of Service

[ | Eight QoS queues per port with strict or deficitweighted round-robin scheduling
(DWRR)

256 QoS and VLAN TCAM entries

DSCP translation, both ingress and/or egress

DSCP remarking based on QoS class and drop precedence level

VLAN (PCP, DEI, and VID) translation, bothingress and egress

PCP and DEI remarking based on QoS class and drop precedence level

Per-queue and per-port policingand shaping, programmablein steps of 100 kbps
Per-flow policing through TCAM-based pattern matching, up to 256 policers
Full-duplex flow control (IEEE 802.3X) and half-duplex backpressure, symmetric
andasymmetric

1.7 Security

[ | Generic storm controllers for flooded broadcast, flooded multicast, and flooded
unicasttraffic

| Port-based and MAC-based access control (IEEE 802.1X)

u Per-portingress and egress mirroring

1.8 Standard References

This switch uses the followingindustry references.

Document  Title Revision
IEEE

IEEE 802.1ad 802.1Q Amendment 4: Provider Bridges -2005
IEEE 802.1Q Amendment 5: Connectivity Fault Management Evolving
P802.1ag (CFMm)

IEEE 802.1D Media Access Control (MAC) Bridges -2004
IEEE 802.1Q Virtual Bridged Local Area Networks -2005
IEEE 802.3 Local and metropolitan area networks — Specific -2008

requirements Carrier sensemultipleaccess with collision
detection (CSMA/CD) access method and physicallayer
specifications
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|EEE 802.3az |Standard for Information Technology —

IEEE 1588

MEF
MEF-9

MEF-10.1

MEF-14

MEF-16
ITU-T

Y.1731

G.8261
IETF

RFC-2236

RFC-2710
RFC-2819
RFC-2863
RFC-3376

Telecommunications and Information Exchange Between

Systems - Local and Metropolitan Area Networks -
Specific Requirements Part3: Carrier Sense Multiple
Access with Collision Detection (CSMA/CD) Access

Method and Physical Layer Specifications - Amendment:

Media Access Control Parameters, Physical Layers and
Management Parameters for Energy-Efficient Ethernet

Precision Clock Synchronization Protocol for Networked
Measurement and Control Systems

Abstract Test Suite for Ethernet Services at the UNI

Ethernet Services Attributes Phase?2

Abstract Test Suite for Traffic Management Phase 1

Ethernet Local Management Interface (E-LMI)

OAM Functions and Mechanisms for Ethernet Based
Networks

Timing and Synchronization Aspects in Packet Networks

Internet Group Management Protocol, Version 2
(IGMPv2)

MulticastListener Discovery for IPv6 (MLDv1)
Remote Network Monitoring (RMON) MIB
The Interfaces Group MIB

Internet Group Management Protocol, Version 3
(IGMPv3)

-2010

-2008

October 2004

November
2006

November
2005

January 2006

5/22/2006

12/14/2006

November
1997

October 1999
May 2000
June 2000
October 2002

TL2-FG142

RFC-3635 Definitions of Managed Objects for Ethernet-like September
Interface Types 2003

Other

ENG-46158 |Cisco Serial GMII (SGMII) Specification 1.7

EDCS-540123 Cisco QSGMII Specification 13

JESD79 DDR2 SDRAM Specification 2B

1.9 Front Panel LEDs Indicators

The LEDs provide useful information about the switchandthe status of all individual ports.

LED Color State Indication
ON -Poweron
Power Green
OFF - Power off
OFF - System failed
Run Green
Blinking [ -Systemisready
Green ON -Connection (orlink)at 1000Mbps
Amber ON -Connection (orlink)at 100Mbps
Fiber(Link
iber(Link) OFF -Disconnection
Blinking | -Sending & Receiving data

1.10 Rear Panel Connectors

The rear panel is provided the power connecter.
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2. Hardware Installation
This chapter provides unpackingandinstallation information for the Switch

2.1 Unpacking

Open the shippingcartonand carefully unpackits contents. Please consultthe packing
listlocatedinthe User Manual to make sureall items are present and undamaged. If
anyitem is missingor damaged, please contactyour local reseller for replacement.

| One GigabitManagement Switch

| One AC power cord (*for AC power model only)

u One consolecable

| This user's manual

Ifany item is found missingor damaged, pleasecontact the local reseller for
replacement.

2.2 Switch Installation

For safeswitchinstallation and operation,itis recommended that you:

u Visually inspectthe power cord to see thatitis secured fully to the AC power
connector.

| | Make surethat there is proper heat dissipationand adequateventilationaround
the switch.

| | Do not placeheavy objects on the switch

Desktop Installation

When installing theswitch on a desktop, make sure that there is enough ventilation
spacebetween the device andthe objects aroundit.

RackInstallation
The switch can be mounted inanEIA standardsize 19-inch rack, which canbe placedin
a wiringclosetwith other equipment. To install, attach the mounting brackets to the

switch’s side panels (one on each side) and securethem with the screws provided
(pleasenote that these brackets arenot designed for palm size switches).

Then, use the screws provided with the equipment rack to mount the switchinthe rack.

Pleasebe aware of followingsafety Instructions when installing:

1. Elevated Operating Ambient - Ifinstalledina closed or multi-unitrack assembly,
the operating ambient temperature of the rackenvironment may be greater than
room ambient. Therefore, consideration should begiven to installingthe

equipment inanenvironment compatible with the maximum ambient
temperature specified by the manufacturer.

2. Reduced Air Flow - Installation of the equipment inarackshould be such that the
amount of air flowrequired for safe operation of the equipment is not
compromised.

3.  Mechanical Loading - Mounting of the equipment inthe rackshould be suchthata
hazardous conditionis notachieved due to uneven mechanical loading.

4. CircuitOverloading - Consideration should be given to the connection of the
equipment to the supply circuit,and the effect that overloadingof the circuits
might have on overcurrent protection and supply wiring. Appropriate
consideration of equipment nameplate ratings should beused when addressing
this concern.

2.3 Adding Module

This switch supports SFP (for 100/1000SX/LX/...modules) connectors for fiber optic
connection. Because the SFP slots support hot-swap function, you can plug/unplug
SFP transceiver to/from the SFP slotdirectly. The switch can auto-detect the fiber optic
connection from SFP slot.

3. Console

The TC-224T Switch allows hyper terminal to perform configuration and monitoring by
usingthe Command Line Interface (CLI) via consoleportor telnet.

3.1 Console Setup

Step 1: Connect computer to the device through the consoleport.

Step 2: Open the terminal emulator software (like Hyper-Terminal on Microsoft
Windows machine, or “ Minicom” on Linux machine), then selectthe proper COM port
for the connection. Set the terminal and port to the following parameters:

- Terminal Mode: VT-100

- Baud rate : 115200 bps
- Data bits : 8
- Parity : None
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- Stop bits -1 ([ serisl-coM4 - SecurecRT SEe)
Eile Edit View Options Transfer Script Tools Help
- Flow Control  : None DD B| QA BES FHTY| 2|
| Serial-COM4
+ A
Turning on the switch, then after few seconds of machineinitialization, the system RedBoot (tm) version ¥1.16 - built 15:42:57, Nov 18 2013

management terminal will display thelogin screen as show below. —- Executing boot script in 3.000 seconds - enter ~C to abort

RedBoot> fis load -d managed
Image loaded from 0x80040000-0x80a59048

. RedBoot> go
3.2 Login
[B Serial-COMA4 - SecureCRT = | & o) press ENTER to get started
File Edit View Options Iransfer Script Took Help u - admi il
IPRAN Re](BES EFHT |2 pociiote admn
+|SemerOM4 . # co
RedBoot(tm) version V1.16 - built 15:42:57, Nov 18 2013 configure copy
# configure terminal
== Executing boot script in 3.000 seconds - enter “C to abort (config)# interface vlan 1
RedBoot> fis load ~d managed (config—if-vlan)# ip address 192.168.1.240 255.255.255.0
Image loaded from 0x80040000-0x80a59048 ( Fia—if-vlan)#
RedBoot> go contig=ift—vian
press ENTER to get started
Username: admin
Passuword: E
# L=
h Ready Seria: COM4 18, 19 24 Rows, 80Cols WT100 MNUM
JI B # configureterminal
\ B (config)#interfacevlanil
E u (config-if-vlan)#ipaddress 192.168.1.240255.255.255.0
Ready Seriah:COM4 13, 3 24Rows, 80 Cols _ VT100 NUM

u (config-if-vlan)#
4. Configuring with WEB
You areableto manage the switch with Http Web Browser. The defaultIP

m Withoutthe Password. settingis192.168.0.1 and Net Mask 255.255.255.0. The default Gateway is 0.0.0.0.
m Youcansee“H# ”. Before http connection, IP address configuration of the switch should be changed first.

m Enter “ admin” for the switch.

If youwantto set|P address of switch, you can enter configuration mode to setup the P

addressasthebelow. Pleasefollowthe instructionin Section 3.1 to complete the consoleconnection.

Login with “admin” (passwordis also noneby default.)

Use “show” command to check IP address of the switch first.

Enter “show running-configinterfacevlan 1” command, and the prompt will show
the IP address of the switch as the below.

H W N -
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# showrunning-configinterfacevlan1
Building configuration...
interfacevlanl

ipaddress 192.168.0.1255.255.255.0
end

#.

5. IfIP address needs to be changed, pleaselogin to the configuration mode as the
below setps...

# configureterminal

(config)ttinterfacevlan 1

(config-if-vlan)#ipaddress 192.168.1.240 255.255.255.0
(config-if-vlan)#

After IP address configuration doneand the switchis connected to network, you are
ableto startHttp connection by entering IP address of the switch inthe web browser as
the below section.

4.1Login

When connected, the Switch has the following pre-configured switch IP addresses
“192.168.10.200 “as shown below.

TRENDNET

12GbE SFP Ports+2GbE combo managed Switch
TL2-FG142

@ TL2-FG142 LOGIN

User Name:

Password:

To access theWeb Utility,

B Configure your PC to the same network segment as the switch. For example, you
couldsetthe PCto IP address 192.168.10.x with a subnet mask of 255.255.255.0.

B Connect the PCto any of LAN portdesignated 1 to 24 on the Front Panel.

B Open the Web browser.

B Enter the IP address of the GSHDSL.in the address field of the browser as example:
http://192.168.10.200 and then press <Enter> to connect.

B There is a default User Name “admin” for the GSHDSL.

B Without password.

Then the management home page will be showed as the below.

TRENANNET
12GbE SFP Ports+2GbE combo managed Switch
TL2-FG142

Monitor
Port State Overview

Auto-refresh ® [ Refiesh |

Configuration

Diagnostics

' ETCHERT

4.2 Web Menus

This sectionintroduces how to use web browser to manage the switch. There are 3
areas of the web-based management screen.

Left part of the management screen is a function list. Users canselectone of them for
status monitoring or switch configuration.

There are four operation groups in the functionlist.

1. Configuration: provide configure switch.

2. Monitor: get the functionstatus and statistics of the switch.

3. Diagnostics: providesometools for testing the switch

4. Maintenance: provide the maintenance features, for example firmware upgrade,
configuration backup/restore, system reset,...

Middle part of the management screen is the main operation area for each function.

There are to icons logoutand help menu at the Right part of the management screen.
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. Logout icon, click to exit the switch.

~»

Help icon, click to get the on-linehelp menus

4.3 Configuration

The features and functions of the Switch can be configured for optimum use through
the Web-based Management Utility.

4.3.1 System

The System Setting allows the user to configurethe IP address and the basic system
information of the Switch.

4.3.1.1 Information
The switch system informationis provided here. Inthis menu, user cansetup the system
contact, system name and system location, as belowfigure.

System Information Configuration

System Contact
System Name

System Location

Items Description

System The textual identification of the contact person for this managed node, together with
Contact [information on how to contact this person. The allowed string length is 0 to 255, and
the allowed contentis the ASClI characters from 32 to 126.

System | An administratively assigned namefor this managed node. By convention, this
Name isthenode's fully-qualified domain name. Adomain nameis a textstring drawn
from the alphabet (A-Z a-z), digits (0-9), minus sign (-). No spacecharacters are
permitted as part of a name. The first character must be an alpha character.

And the firstor last character must not be a minus sign. The allowed string
length is 0 to 255.

System The physical location of this node (e.g., telephone closet, 3rd floor). The
Location allowed string length is 0 to 255, and the allowed content is the ASCII
characters from32 to 126.

Button

Save
LSz | Click to save changes.

Reset
|Reset | Clicktoundo anychanges made locally and revert to previously saved values.
43.1.2 IP

Configure IP basic settings, control IP interfaces and IP routes, as below figure. The

maximum number of interfaces supported is 8 and the maximum number of routes is
32.

IP Configuration

Mode
[0 BRI No DNS server v _

DNSProxy B
IP Interfaces

IPv4 DHCP IPv4 IPv6
Delete VLAN Current Mask Mask

Enable Fallback | 7°7 Address Langth Address Length

= [ 192.168.0.211 24
o | 192.168.10.211 24

|Add Interface|
IP Routes
Delete Network Mask Length Gateway NextHop VLAN

|. Add Route \

| Resst |
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IP Configuration

Items Description

Mode Configure whetherthe IP stackshouldactas a Host ora Router. In Host mode, | P traffic
between interfaces will not be routed. In Router mode traffic is routed between all
interfaces.

DNS This setting controls the DNS name resolution done by the switch. The

Server following modes aresupported:
From any DHCP interfaces. The first DNS server offered from a DHCP leaseto a
DHCP-enabled interface will beused.
No DNS server. No DNS server will be used.
Configured. Explicitly provide the IP address of the DNS Server in dotted
decimal notation.
From this DHCP interface. Specify from which DHCP-enabled interface a
provided DNS server should be preferred.

DNS When DNS proxy is enabled, system will relay DNS requests to the currently

Proxy configured DNS server, and reply as a DNS resolver to the clientdevices on the
network.

IP Interface

Items Description

Delete Select this optionto delete anexisting|P interface

VLAN The VLAN associated with the IP interface. Only ports in this VLAN will be able
to access the IPinterface. This field is only availablefor input when creatingan
new interface.

IPv4 Enable the DHCP client by checking this box. If this option is enabled, the

DHCP system will configure the IPv4 address and mask of the interface using the

Enabled DHCP protocol.The DHCP clientwill announcethe configured System Name as
hostname to provide DNS lookup.

IPv4 Enable the DHCP client by checking this box. If this option is enabled, the

DHCP system will configure the IPv4 address and mask of the interface using the

Fallback
Timeout

IPv4
DHCP
Fallback
Timeout

IPv4

DHCP
Current
Lease

IPv4
Address

IPv4
Mask

IPv6
Address

IPv6
Mask

Button

TL2-FG142

DHCP protocol.The DHCP clientwill announcethe configured System Name as
hostname to provide DNS |ookup.

The number of seconds for trying to obtain a DHCP lease. After this period
expires, a configured IPv4 address will be used as IPv4 interface address. A
value of zero disables the fallback mechanism, such that DHCP will keep
retrying until a valid lease is obtained. Legal values are 0 to 4294967295
seconds.

For DHCP interfaces with an active lease, this column show the current
interface address, as provided by the DHCP server.

The IPv4 address of the interfacein dotted decimal notation.

If DHCP is enabled, this field is notused. The field may also beleft blankif IPv4
operationon the interfaceis not desired.

The IPv4 network mask, in number of bits (prefix length). Valid values are
between 0 and 30 bits fora IPv4 address.
If DHCP is enabled, this field is notused. The field may also beleft blankifIPv4
operationon the interfaceis not desired.

The IPv6 address of the interface. A IPv6 address is in 128-bit records
represented as eight fields of up to four hexadecimal digits with a colon
separatingeach field (:). For example, fe80::215:c5ff:fe03:4dc7. The symbol ::
is a special syntaxthatcanbeusedas a shorthand way of representing multiple
16-bit groups of contiguous zeros; but it can appear only once. It can also
represent a legallyvalid IPv4 address. For example, ::192.1.2.34.

The field may be left blankif IPv6 operation on the interface is not desired.

The IPv6 network mask, in number of bits (prefix length). Valid values are
between 1 and 128 bits for a IPv6 address.

The field may be left blankif IPv6 operation on the interface is not desired.

Add Interface

IP Routes

Clicktoadd a new IPinterface. Amaximum of 8 interfaces is supported.
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Items

Delete

Mask
Length

Gateway

Next
Hop
VLAN
(Only for
IPv6)

Button

Description

Selectthis option to delete anexisting|Proute.

The destination IP network or host mask, in number of bits (prefix length). It
defines how much of a network address that must match, in order to qualify
for this route. Valid values arebetween 0 and 32 bits respectively 128 for IPv6
routes. Only a default route will have a mask length of 0 (as it will match
anything).

The IP address of the |P gateway. Valid formatis dotted decimal notationor a
valid IPv6 notation. Gateway and Network must be of the same type.

The VLAN D (VID) of the specific IPv6 interfaceassociated with the gateway.
The given VID ranges from 1 to 4094 and will be effective only when the
corresponding IPv6 interfaceis valid.

If the IPv6 gateway address is link-local, it must specify the next hop VLAN for
the gateway.

Ifthe IPv6 gateway address is notlink-local, system ignores the next hop VLAN
for the gateway.

Add Interface . . .
—————""" Clicktoadd a new IP route. A maximum of 32 routes is supported.

Save

=" Clickto save changes.

Reset

= Clicktoundo anychanges made locally andrevert to previously saved values.

4.3.1.3 NTP

NTP is anacronymfor Network Time Protocol, a network protocol for synchronizingthe
clocks of computer systems. NTP uses UDP (datagrams) as transportlayer. Configure
NTP on this page.

TL2-FG142

NTP Configuration

Mode

Server 1
Server 2
Server 3

Server 4

Server 5

ltems

Mode

Server #

Button

Disabled

Description

Indicates the NTP mode operation. Possible modes are:
Enabled: Enable NTP client mode operation.
Disabled: DisableNTP client mode operation.

Provide the IPv4 or IPv6 address of a NTP server. IPv6 address is in 128-bit
records represented as eightfields of up to four hexadecimal digits with a colon
separating each field (:). For example, 'fe80::215:c5ff:fe03:4dc7'. The symbol
"' is a special syntax that can be used as a shorthand way of representing
multiple 16-bit groups of contiguous zeros; but it canappear only once. It can
alsorepresent alegallyvalid IPv4 address. For example, '::192.1.2.34",

Save
=== Clicktosave changes.

Reset

" Clicktoundo anychanges made locally and revert to previously saved values.

4.3.1.4 Time
This page allows you to configurethe Time Zone.
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Time Zone Configuration

Time Zone Configuration
Time Zone
Acronym ( 0 - 16 characters )

Daylight Saving Time Configuration

Daylight Saving Time Mode
Daylight Saving Time JEEEED]

Start Time settings
Month
Date
Year
Hours
Minutes

Month
Date
Year
Hours
Minutes

Offset settings

Offset (1 - 1440) Minutes

Time Zone Configuration

Items Description
Time Lists various Time Zones worldwide. Select appropriate Time Zone from the drop down
Zone and clickSave to set..

Acronym User can setthe acronym of the time zone. This is a User configurableacronym
to identify the time zone. ( Range : Up to 16 characters)

Daylight Saving Time Configuration
This pageis used to setup Daylight Saving Time Configuration

Items Description

Daylight This is used to set the clock forward or backward according to the configurations set

Saving |below for a defined Daylight Saving Time duration. Select 'Disable’ to disable the

Time Daylight Saving Time configuration. Select 'Recurring' and configure the Daylight Saving
Time duration to repeat the configuration every year. Select 'Non-Recuning' and
configure the Daylight Saving Time duration for single time configuration. ( Default :
Disabled)

Start time settings

Items Description

Week Selectthe startingweeknumber.
Day Select the starting day.
Month  Select the starting month.
Hours  Select the starting hour.
Minutes Select the starting minute.

End time settings

ltems Description

Week Selectthe endingweeknumber.
Day Select the ending day.

Month  Select the ending month.
Hours  Select the ending hour.
Minutes Select the ending minute.

Offset settings

Items Description

Offset Enterthe numberofminutes to add during Daylight Saving Time. ( Range: 1 to 1440)

Button
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Save .
=== Clickto save changes.

Reset X .
=== Clicktoundo anychanges made locallyand revert to previouslysaved values.

4.3.1.5 Log
Configure System Log on this page.

System Log Configuration

Server Mode Disabled
Server Address
Syslog Level Info

. save ||

Items Description

Server Indicatestheserver mode operation. Whenthe mode operationis enabled, the syslog

Mode message will send out to syslog server. The syslog protocol is based on UDP
communication and received on UDP port 514 and the syslog server will not send
acknowledgments back sender since UDP is a connectionless protocol and it does not
provide acknowledgments. The syslog packet will always send out even if the syslog
serverdoesnotexst. Possible modesare:

Enabled: Enable server mode operation.
Disabled: Disableserver mode operation.

Server Indicates the IPv4 host address of syslog server. If the switch provide DNS
Address feature, italsocanbea hostname.

Syslog Indicates whatkind of message will send to syslogserver. Possiblemodes are:
Level Info: Send information, warnings and errors.
Warning:Send warnings and errors.

Error: Send errors.

Button

Save
= Clicktosave changes.

Reset
== Clicktoundo anychanges made locallyand revert to previously saved values.

4.3.2 Green Ethernet

Green Ethernet is afeature that reduces energy consumption on the switch. This way,
the switch is more environmentally friendly, and your costs to run the switch are
reduced. This section explains howto configure Green Ethernet on the Managed Switch.

4.3.2.1 Port Power Savings
Before introduce this feature, let us talk about EEE.
Whatis EEE?

EEE is a power savingoption that reduces the power usagewhen there is lowor no
traffic utilization.

EEE works by powering down circuits when there is no traffic. When a port gets data to
be transmitted all circuits are powered up. The time ittakes to power up the circuitsis
named wakeup time. The defaultwakeup time is 17 us for 1Gbitlinks and 30 us for
other link speeds. EEE devices must agree upon the value of the wakeup time in order to
make surethat both the receivingand transmitting device has all circuits powered up
when trafficis transmitted. The devices can exchange wakeup time information using
the LLDP protocol.

EEE works for ports in auto-negotiation mode, where the portis negotiated to either 1G
or 100 Mbit full duplex mode.

For ports that arenot EEE-capable the corresponding EEE checkboxes are grayed out
and thus impossibleto enable EEE for.

When a portis powered down for saving power, outgoing trafficis storedin a buffer
until the portis powered up again.Becausethere aresome overhead inturning the port
down and up, more power canbe savedifthe traffic can be buffered up until alarge
burstof traffic can be transmitted. Buffering traffic will givesome latencyin the traffic.

This page allows the userto configure the port power savings features.
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Port Power Savings Configuration

Optimize EEE for

Port Configuration

EEE Urgent Queues
Port ActiPHY PerfectReach EEE

12 3 4 5 6 7 8
" |} " EEEEEERESR

Port Power Savings Configuration

Items Description

Optimize EEE for The switchcan be set to optimize EEE for either best power savingor
leasttraffic latency.

Port Configuration

Items Description
Port The switch port number of the logical port.
ActiPHY Link down power savings enabled.

ActiPHY works byloweringthe powerfora portwhenthereis nolink. The portis
powerup forshort momentinorderto determineif cableis inserted.

Perfect Reach Cablelength powersavings enabled.
Perfect Reach works by determining the cable length and lowering the power for
ports withshort cables.

EEE Controls whether EEE is enabled for this switch port.

For maximizing power savings, the circuit isn't started at once transmit data is
ready for a port, but is instead queued until a burst of data is ready to be
transmitted. This will give some traffic latency.

If desireditis possible to minimize the latency for specific frames, by mapping the
frames to a specific queue (done with Q0S), and then mark the queue asan urgent
queue. When an urgent queue gets data to be transmitted, the circuits will be
powered upatonceandthelatencywill be reducedto the wakeup time.

EEE Urgent Queues set will activate transmission of frames as soon as data is awailable.
Queues Otherwise the queue will postpone transmission untila burst of frames can be
transmitted.

Button
Save
Reset

4.3.3 Port

This page displays current portconfigurations. Ports can also be configured here.

Clicktosave changes.

Clicktoundo anychanges made locallyandrevert to previously saved values.
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Port Configuration (Refresh ] 2.5Gbps FDX - Forces the Serdes portin2.5Gbps full duplex mode.
Speed Flow Control Maximum Excessive
Port Link Current ConGaure Current Current Configured Frame Collision . .
2 Rx 2 g Size Mode SFP_Auto_AMS - Automatically determines the speed of the SFP. Note:
’ : — There is no standardized wayto do SFP auto detect, so here itis done by
2 [ reading the SFP rom. Due to the missing standardized way of doing SFP
3 - auto detect some SFPs might not be detectable. The port is set in AMS
4 » i i
5 o mode. Cu portissetinAuto mode.
° - 100-FX - SFP portin 100-FX speed. Cu port disabled.
8 [ ] 100-FX_AMS - Port in AMS mode. SFP port in 100-FX speed. Cu port in
9 -
— . . Auto mode.
L] 1000-X - SFP port in 1000-X speed. Cu port disabled.
- . . .
s 1000-X_AMS - Port in AMS mode. SFP port in 1000-X speed. Cu port in
Auto v (] Auto mode.
| ]

Auto

<

Ports in AMS mode with 1000-X speed has Cu port preferred.
Ports in AMS mode with 1000-X speed has fiber port preferred.
Ports in AMS mode with 100-FX speed has fiber port preferred.

Port Configuration

Flow Control 'When Auto Speed is selected on a port, this section indicates the flow

LB Ll Configured control capability thatis advertised to the link partner.

Port This is the logical portnumber for this row. When a fixed-speed setting is selected, thatis what is used. The Current
Rx column indicates whether pause frames on the port are obeyed, and

Link The current link state is displayed graphically. Green indicates the link is P P Y

the Current Tx column indicates whether pause frames on the port are
transmitted. The Rx and Tx settings are determined by the result of the
Current Provides the current link speed of the port. last Auto-Negotiation.

up andred thatitis down.

Check the configured column to useflow control. This settingis related to

Configured Selects any available link speed for the given switch port. Only speeds
'gu Y P 8 P ysp the setting for Configured Link Speed.

supported by the specific portis shown.Possiblespeeds are:

Disabled - Disables the switch port operation. Maximum Enter the maximum frame sizeallowed for the switch port, including FCS.
Auto - Port auto negotiating speed with the link partner and selects the Frame Size

highest speed that is compatible with the link partner. Excessive Configure port transmit collision behavior.

10Mbps HDX - Forces the cu portin 10Mbps half duplex mode. Collision Discard: Discard frameafter 16 collisions (default).

10Mbps FDX - Forces the cu portin 10Mbps full duplex mode. Mode Restart: Restart back off algorithmafter 16 collisions.

100Mbps HDX - Forces the cu portin 100Mbps half duplex mode.

100Mbps FDX - Forces the cu port in 100Mbps full duplex mode. Button

1Gbps FDX - Forces the portin 1Gbps full duplex

© Copyright 2022 TRENDnet. All Rights Reserved.
14



TRENDnet User’s Guide

TL2-FG142

Save .
=== Clicktosave changes.

Reset

Refresh
WSS Clicktorefresh the page. Any changes made locally will be undone.

4.3.4 DHCP

DHCP Snoopingis usedto blockintruder on the untrusted ports of the switch device
when it tries to intervene by injectinga bogus DHCP reply packet to a legitimate
conversation between the DHCP clientand server.

4.3.4.1 Server-Mode

This page configures global mode and VLAN mode to enable/disable DHCP server per
system and per VLAN.

DHCP Server Mode Configuration
Global Mode

LNl Disabled v

VLAN Mode

Delete VLAN Range Mode

‘. Add Range ‘

Global Mode

Configure operation mode to enable/disable DHCP server per system.

Items Description

Mode Configure the operation mode per system. Possible modes are:
Enabled: Enable DHCP server per system.
Disabled:Disable DHCP server pre system.

VLAN Mode

Configure operation mode to enable/disable DHCP server per VLAN.

Items Description

Clicktoundo anychanges made locally and revert to previously saved values.

VLAN Range Indicatethe VLAN rangeinwhich DHCP server is enabled or disabled.
The first VLAN ID must be smaller than or equal to the second VLAN ID.
BUT, ifthe VLAN range contains only 1 VLAN ID, then you canjustinput
itinto either one of the firstand second VLAN ID or both.

On the other hand, if you want to disableexisted VLAN range, then you
canfollowthe steps.

1. press Add VLAN Range to add a new VLAN range.
2. input the VLAN range that you want to disable.
3. choose Mode to be Disabled.
4. press Save to applythe change.
Then, you will seethe disabled VLAN range is removed from the DHCP
Server mode configuration page.
Mode Indicatethe the operation mode per VLAN. Possible modes are:
Enabled: Enable DHCP server per VLAN.
Disabled:Disable DHCP server pre VLAN.
4.3.4.2 Server-Excluded IP

This page configures excluded IP addresses. DHCP server will notallocatethese
excluded IP addresses to DHCP client.

DHCP Server Excluded IP Configuration

Excluded IP Address

Delete IP Range

‘.AddRange“

Items Description

IP Range Define the IPrange to be excluded IP addresses. The firstexcluded IP
must be smaller than or equal to the second excluded IP. BUT, ifthe IP
range contains only 1 excluded IP, then you canjustinputitto either
one of the firstand second excluded IP or both.
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4.3.4.3 Server-pool Lease Time | Displayleasetime of the pool.

This page manages DHCP pools. Accordingto the DHCP pool, DHCP server will allocate IP

address and deliver configuration parameters to DHCP client.

- 4.3.4.4 Snoopin
DHCP Server Pool Configuration ping
Configure DHCP Snooping on this page.
Pool Setting
DHCP Snooping Configuration

Delete Name Type IP SubnetMask Lease Time Snooping Mode

[ AddNew |

Port Mode Configuration
Port Mode

v

Trusted v
Trusted v
Trusted v

Trusted v
Trusted v
Add or delete pools. Trusted v
Trusted v
Trusted v

Trusted v

Adding a pool and givinga name is to create a new pool with "default" configuration. If
you want to configureall settings including type, IP subnet maskandleasetime, you can
clickthe pool name to go into the configuration page.

Trusted v
Trusted v
Trusted v
Trusted v
Trusted v

1
2
3
4
5
6
7
8
9
10
"
12
13
14
15

Trusted v

Items Description e
| sae || Reset |

Name Configure the pool name that accepts all printablecharacters, except
white space.f you want to configure the detail settings, you can click Items Description

the pool name to go into the configuration page.
Snooping Indicates the DHCP snooping mode operation. Possiblemodes are:

Type Display which type of the pool is.
vp play P P Mode Enabled: Enable DHCP snooping mode operation. When DHCP snooping

mode operation is enabled, the DHCP request messages will be
forwarded to trusted ports and onlyallowreply packets from trusted
Host: the pool services for a specific DHCP clientidentified by client ports.

identifier or hardware address.

Network: the pool defines a pool of IPaddresses to service more than
one DHCP client.

Disabled:Disable DHCP snooping mode operation.

If"-" is displayed, itmeans not defined. . . .
Port Mode Indicates the DHCP snooping port mode. Possible port modes are:

IP Display network number of the DHCP address pool. Configuration trysted: Configures the port as trusted source of the DHCP messages.

If*-" is displayed, itmeans not defined. Untrusted: Configures the port as untrusted source of the DHCP
Subnet Mask Displaysubnet mask of the DHCP address pool. messages.

If"-" is displayed, itmeans not defined
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4.3.4.5 Relay

A DHCP relay agent is used to forward and to transfer DHCP messages between the
clients and the server when they are notinthe same subnet domain. It stores the
incominginterfacelP address inthe GIADDR field of the DHCP packet. The DHCP server
canuse the valueof GIADDR field to determine the assigned subnet. For such condition,
please make surethe switch configuration of VLAN interfacelP address and PVID(Port
VLAN ID)correctly.

DHCP Relay Configuration

Relay Mode Disabled
Relay Server 0.0.00

Relay Information Mode Disabled
Relay Information Policy [JLGEN]

ltems Description

Relay Mode Indicates the DHCP relay mode operation.
Possiblemodes are:

Enabled: Enable DHCP relay mode operation. When DHCP relay mode
operationis enabled, the agent forwards and transfers DHCP messages
between the clients and the server when they are notinthe same
subnet domain. And the DHCP broadcast messagewon't be flooded for
security considerations.

Disabled: Disable DHCP relay mode operation.

Relay Server

RelayServer Indicates the DHCP relayserver IP address.

Relay Indicates the DHCP relay information mode option operation. The option
Information 82 circuitIDformatas "[vlan_id][module_id][port_no]". The firstfour
Mode characters represent the VLAN 1D, the fifth and sixth characters arethe

module ID(instandalonedeviceit always equal 0,in stackabledeviceit
means switch ID), and the lasttwo characters are the port number. For
example, "00030108" means the DHCP message receive form VLAN ID 3,
switch D 1, port No 8. And the option 82 remote IDvalueis equal the
switch MAC address.

Possiblemodes are:

Enabled: Enable DHCP relay information mode operation. When DHCP
relayinformation mode operationis enabled, the agent inserts specific
information (option 82) intoa DHCP message when forwardingto DHCP
server and removes it from a DHCP message when transferringto DHCP
client. It only works when DHCP relay operation mode is enabled.

Disabled: Disable DHCP relay information mode operation.

Relay Indicates the DHCP relayinformation option policy. When DHCP relay
Information information mode operationis enabled, ifthe agent receives a DHCP
Policy message that already contains relay agentinformationitwill enforcethe

policy.The 'Replace’ policyis invalid when relay information mode is
disabled.Possiblepolicies are:

Replace: Replace the original relay information when a DHCP message
that already contains itis received.

Keep: Keep the original relay information when a DHCP message that
already containsitis received.

Drop: Drop the packagewhen a DHCP message that already contains
relayinformationis received.

4.3.5 Security

There are several security features that have been embedded inswitch software. There
are switch, network and AAA.

4.3.5.1 User

This page provides an overview of the current users. Currently the only way to loginas
another user on the web server is to closeand reopen the browser.

Users Configuration

User Name Privilege Level
admin 15

[ Adduser |

The displayed values for each user are:

Items Description

© Copyright 2022 TRENDnet. All Rights Reserved.
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User Name The name identifyingthe user. Thisis alsoa link to Add/Edit User. (i e ] e T
Privilege Levels
HYH i i ivi Group Name  Configuration Configuration/Execute Status/Statistics Status/Statistics
Privilege The privilegelevel of the user. The allowed rangeis 1 to 15. Ifthe privilege Read-only R Read-only AR
Level level value is 15, it can access all groups, i.e. that is granted the fully Aggregation
. Debug -1 -1 A -1
control of the device. But others value need to refer to each group oHCP X2
privilegelevel. User's privilege should be same or greater than the group Dhep_Client
privilege level to have the access of that group. By default setting, most E:g”“s”“
groups privilegelevel 5 has the read-only access and privilegelevel 10 has EPS 70 v |
the read-write access. And the system maintenance (software upload, E?:SUNK o
factory defaults and etc.) need user privilege level 15. Generally, the B T v
privilegelevel 15 can be used for an administrator account, privilege level Fan_Control
.. Green_Ethemet 5 v 5 v
10 for a standard user accountand privilegelevel 5 for a guest account. 52
IPMC_Snooping
Button LACP
Add New U LLDP
1 ew user ‘ . Loop_Protect m
Clicktoadd a new user. MAC. Table
Maintenance
MEP
4.3.5.2Privilege Levels Mirroring
MVR 107 |
This page provides an overview of the privilegelevels. NTP

v
Ports -1 Al
Private_VLANs
os
RFC2544 5 v [ 10 v | 5 7|
RPC (5 v | 10 v | 5 v |

v

v

v

Security

v

<Flow
Spanning_Tree
System 10 | 1 v ]
Timer -5 -1 ov -5

vor [0+ |
VLAN_Translation
VLANS
Voice_VLAN
xxwe = 2

Items Description

Group Name The name identifying the privilege group. In most cases, a privilege level
group consists of a single module (e.g. LACP, RSTP or QoS), but a few of
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them contains more than one. The following description defines these Authentication Method Configuration
privilegelevel groups in details: Client Methods
System: Contact, Name, Location, Timezone, DaylightSaving Time, Log. f;::fle

Security: Authentication, System Access Management, Port (contains :;';

Dotlx port, MAC based and the MAC Address Limit), ACL, HTTPS, SSH, ARP

Inspection, IP sourceguard. —

IP: Everything except 'ping'.
y & Pt pINg The table has one row for each clienttype and a number of columns, which are:

Port: Everything except 'VeriPHY'.

Diagnostics:'ping'and 'VeriPHY'. ltems Description

Maintenance: CLI- System Reboot, System Restore Default, System
Password, Configuration Save, Configuration Load and Firmware Load. Client The management clientfor which the configuration belowapplies.

Web- Users, Privilege Levels and everything in Maintenance.

Methods Method can be set to one of the followingvalues:
Debug: Only presentin CLI. no: Authentication is disabled and loginis notpossible.
Privilege Every group has an authorization Privilege level for the following sub local: Usethe local user database on the switch for authentication.
Levels groups: configuration read-only, configuration/execute read-write,

L . . ) radius: Useremote RADIUS server(s)for authentication.
status/statisticsread-only, status/statistics read-write (e.g. for clearing of

statistics). User Privilege should besame or greater than the authorization
Privilegelevel to have the access to that group. Methods that involves remote servers are timed out if the remote servers

areoffline.Inthis casethe next method is tried. Each method is tried from
left torightand continues until a method either approves or rejects a user.

tacacs+:Use remote TACACS+ server(s) for authentication.

Button If a remote server is used for primary authentication itis recommended
Save to configure secondary authentication as 'local'. This will enable the
—— Clicktosave changes : o :
: management client to login via the local user database if none of the
Reset configured authentication servers are alive.

=" Clicktoundo anychanges made locallyandrevert to previously saved values.

4.3.5.3Authentication Method Configuration Button
. . . . . Sa\..e
This page allows you to configurehow a user is authenticated when he logs into the Click to save changes.

switch via one of the management clientinterfaces. =
eset R .
—— Clickto undo anychanges made locallyand revert to previouslysaved values.

4.3.5.4SSH Configuration
Configure SSH on this page.
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S$S5SH Configuration HTTPS connection when both HTTPS mode and Automatic Redirect are
Mode enabled. Possible modes are:
Enabled: Enable HTTPS redirect mode operation.
| sae || Reset | Disabled: Disable HTTPS redirect mode operation.

Button
Items Description rve—
=] Clickto save changes.
Mode Indicates the SSH mode operation. Possiblemodes are:
Reset . .
Enabled: Enable SSH mode operation. Clicktoundo anychanges made locallyandrevert to previously saved values.

Disabled: Disable SSHmode operation. 4.3.5.6Access Management Configuration

Configure access management tableon this page. The maximum number of entries is
16. If the application'stype match any one of the access management entries, it will
Button allowaccess to the switch.

| Save | Click to save changes. Access Management Configuration

|G Disabled v

Reset
LT Clickto undo any changes made locallyandrevert to previously saved values.

4.3.5.5HTTPS Configuration Delete VLANID StartIP Address End IP Address HTTP/HTTPS SNMP TELNETISSH
Configure HTTPS on this page.

X (_Add Entry |
HTTPS Configuration

Mode Disabled *
Automatic Redirect [BEETIERIRY

e e Items Description
Mode Indicates the access management mode operation. Possible modes are:
Items Description Enabled: Enable access management mode operation.
Mode Indicates the HTTPS mode operation. When the current connection is Disabled:Disableaccess management mode operation.
HTTPS, to apply HTTPS disabled mode operation will automatically Delete Check to delete the entry. It will be deleted during the next save.
redirect web browser to an HTTP connection. Possible modes are:
. VLAN ID Indicates the VLAN ID for the access management entry.
Enabled: Enable HTTPS mode operation. & y
Disabled: Disable HTTPS mode operation. StartIP Indicates the start|P address for the access management entry.
address

Automatic Indicates the HTTPS redirect mode operation. It only significant if HTTPS
Redirect mode "Enabled" is selected. Automatically redirects web browser to an
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End IP Indicates the end IP address for the access management entry.
address

HTTP/HTTPS |Indicates thatthe host can access the switch from HTTP/HTTPS interface
ifthe host IPaddress matches the IP address range provided in the entry.

SNMP Indicates that the host can access the switch from SNMP interface if the
host IP address matches the IP address range provided in the entry.

TELNET/SSH | Indicates that the host can access the switch from TELNET/SSH interface
ifthe host IP address matches the |P address range provided in the entry.

Button

Add Mew Ent .
™I Clicktoadd a new access ma nagement entry.

Save
et Clickto save changes.

Reset X X
Clicktoundo anychanges made locally and revert to previously saved values.

4.3.5.7Limit Control
This page allows you to configurethe Port Security Limit Control system and port
settings.

Limit Control allows for limitingthe number of users on a given port. A user s identified
by a MAC address and VLAN ID. If Limit Control is enabled on a port, the limitspecifies
the maximum number of users on the port. Ifthis number is exceeded, anactionis
taken. The action can be one of the four different actions as described below.

The Limit Control module utilizes a lower-layer module, Port Security module, which
manages MAC addresses learnton the port.

The Limit Control configuration consists of two sections, a system- and a port-wide.

Port Security Limit Control Configuration
System Configuration

Mode Disabled v

Aging Enabled W
Aging Period 3600 seconds
Port Configuration
Port Mode Limit State Re-open

== v
Disabled

Disabled ¥
pE=L WV Reopen

A
W

=

Disabled v
Disabled v
Disabled ¥
Disabled ¥
Disabled ¥
Disabled v
Disabled v
Disabled v
Disabled v
Disabled v
Disabled v
Disabled v
Disabled v
Disabled ¥

=

5

Disabled [§&EIsls0}

5

IEELELV Reopen

5

DIEELELVE Heopen

5

D=1l Reopen

E

D=1V Reopen

1
2
3
4
5
6
7
8

b=l Reopen

w
E

Disabled [SEllsEN}

E

Disabled [EEEl

Disabled
Disabled

pE=L WV Reopen

E

=

=

5

Disabled [§&EIsls0}

sleoflelalalalsalalalalalalalalsls
21z1z1z1z1=z1z1=z1 =z =1z z0 =z 0 =) =

5

SMEEREEREEREEREEREEREEEEEEE
<
ocfofaofjo oo e oo o oo oo o

IEELELV Reopen

System Configuration

Items Description

Mode Indicates if Limit Control is globally enabled or disabled on the switch. If
globally disabled, other modules may still usethe underlying
functionality, butlimit checks and correspondingactions aredisabled.

Aging If checked, secured MAC addresses aresubjectto agingas discussed
Enabled under Aging Period.

Aging Period IfAging Enabledis checked, then the agingperiodis controlled with this
input. If other modules are usingthe underlying port security for
securing MAC addresses, they may have other requirements to the aging
period. The underlying port security will usethe shorter requested aging
period of all modules thatuse the functionality.
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The Aging Period can be set to a number between 10and 10,000,000
seconds.

To understand why aging may be desired, consider the following
scenario:Supposean end-hostis connected to a 3rd party switch or hub,
whichinturn is connected to a port on this switch on which Limit
Control is enabled. The end-host will be allowed to forward if the limitis
not exceeded. Now supposethat the end-host logs off or powers down.
Ifit wasn't for aging, the end-host would still take up resources on this
switch and will be allowed to forward. To overcome this situation,
enable aging. With agingenabled, a timer is started once the end-host
gets secured. When the timer expires, the switch starts looking for
frames from the end-host, andif such frames are not seen within the
next Aging Period, the end-host is assumed to be disconnected, and the
correspon

Port Configuration

The table has one row for each port on the switchand a number of columns, which are:

Items

Port

Mode

Limit

Action

Description

The port number to which the configuration belowapplies.

Controls whether LimitControl is enabled on this port. Both this and the
Global Mode must be set to Enabled for Limit Control to be in effect.
Notice that other modules may still usethe underlying port security
features without enabling Limit Control on a given port.

The maximum number of MAC addresses thatcanbe secured on this
port. This number cannot exceed 1024. Ifthe limitis exceeded, the
correspondingactionis taken.

The switchis "born" with a total number of MAC addresses from which
all ports drawwhenever a new MAC address is seen on a Port Security-
enabled port. Since all ports drawfrom the same pool, it may happen
that a configured maximum cannot be granted, if the remainingports
have already used all available MAC addresses.

If Limitis reached, the switch cantake one of the followingactions:

None: Do not allow more than Limit MAC addresses on the port, but
take no further action.

State

Re-open
Button

4.3.5.8NAS

This page allows you to configurethe IEEE 802.1X and MAC-based authentication
system and port settings.

Trap: If Limit+ 1 MAC addresses is seen on the port, send an SNMP trap.
If Aging is disabled, only one SNMP trap will be sent, but with Aging
enabled, new SNMP traps will besent every time the limitgets
exceeded.

Shutdown: IfLimit + 1 MAC addresses is seen on the port, shut down the
port. This implies thatall secured MAC addresses will beremoved from
the port, and no new address will belearned. Even ifthe linkis physically
disconnected and reconnected on the port (by disconnectingthe cable),

the port will remain shutdown. There arethree ways to re-open the
port:

1) Boot the switch,
2) Disableand re-enableLimit Control on the port or the switch,
3) Click the Reopen button.

Trap & Shutdown: If Limit + 1 MAC addresses is seen on the port, both
the "Trap" and the "Shutdown" actions described above will be taken.

This column shows the current state of the portas seen from the Limit
Control's pointof view. The state takes one of four values:
Disabled:LimitControl is either globally disabled or disabled on the port.
Ready: The limitis notyet reached. This can be shown for all actions.

Limit Reached: Indicates thatthe limitis reached on this port. This state
canonlybe shown if Action is setto None or Trap.
Shutdown: Indicates thatthe portis shutdown by the Limit Control

module. This state canonly be shownif Action is setto Shutdown or
Trap & Shutdown.

Ifa portis shutdown by this module, you may reopen it by clickingthis
button, which will only beenabled if this is the case. For other methods,
refer to Shutdown inthe Action section.

Note that clickingthereopen button causes the page to be refreshed, so
non-committed changes will belost.
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The IEEE 802.1X standard defines a port-based access control procedurethat prevents
unauthorized access to a network by requiringusers tofirstsubmitcredentials for
authentication.One or more central servers,the backend servers, determine whether
the user is allowed access to the network. These backend (RADIUS) servers are
configured on the "Configuration->Security->AAA" page. The IEEE802.1X standard
defines port-based operation, but non-standard variants overcomesecurity limitations
as shallbeexplored below.

MAC-based authentication allows for authentication of more than one user on the same
port, and doesn't require the user to have special 802.1X supplicantsoftwareinstalled
on his system. The switch uses the user's MAC address to authenticate againstthe
backend server. Intruders can create counterfeit MAC addresses, which makes MAC-
based authentication less securethan 802.1X authentication.

The NAS configuration consists of two sections, a system- and a port-wide.

Network Access Server Configuration

System Configuration

Mode Disabled v

Reauthentication Enabled

Reauthentication Period seconds
EAPOL Timeout seconds
Aging Period seconds
Hold Time seconds
RADIUS Assigned QoS Enabled

RADIUS-Assigned VLAN Enabled

Guest VLAN Enabled

Guest VLAN ID

Max. Reauth. Count

Allow Guest VLAN if EAPOL Seen

Port Configuration

RADIUS- RADIUS- Guest
Port Admin State Assigned Assigned VLAN Port
QoS VLAN Enabled State
Enabled Enabled

<F v | | L u
Globally
Force Authorized ¥ Disabled
Globally
Disabled
Globally
Disabled
Globally
Disabled
Globally
Disabled
Globally
Disabled
Globally
Disabled
Globally
Disabled
Globally
Disabled
Globally
Disabled
Globally
Disabled
Globally
Disabled
Globally
Disabled
Globally
Disabled
Globally
Disabled

Force Authorized v
Force Authorized v
Force Authorized v
Force Authorized ¥
Force Authorized v
Force Authorized v
Force Authorized ¥
Force Authorized ¥
Force Authorized ¥

Force Authorized v

Force Authorized v

Force Authorized v
Force Authorized ¥

Force Authorized v

System Configuration

TL2-FG142
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Items

Mode

Reauthentication
Enabled

Reauthentication
Period

EAPOL Timeout

Aging Period

Hold Time

Description

Indicates if NAS is globally enabled or disabled on the switch. If
globally disabled, all ports areallowed forwarding of frames.

If checked, successfully authenticated supplicants/clients are
reauthenticated after the interval specified by the Reauthentication
Period. Reauthentication for 802.1X-enabled ports can be used to
detect ifa new deviceis pluggedinto a switch portor ifa supplicant
is nolonger attached.

For MAC-based ports, reauthenticationis only useful if the RADIUS
server configuration has changed. Itdoes not involve communication
between the switchandthe client,and therefore doesn'timplythat a
clientis still presenton a port (see Aging Period below).

Determines the period, in seconds, after which a connected client
must be reauthenticated. Thisis onlyactiveifthe Reauthentication
Enabled checkboxis checked. Valid values areinthe range 1 to 3600
seconds.

Determines the time for retransmission of Request Identity EAPOL
frames.

Validvalues areinthe range 1 to 65535 seconds. This has no effect
for MAC-based ports.

This setting applies to the following modes, i.e. modes usingthe Port
Security functionality to secure MAC addresses:

If reauthenticationis enabled and the portisinan802.1X-based
mode, thisis notso critical,sincesupplicants thatareno longer
attached to the port will get removed upon the next
reauthentication, which will fail. Butif reauthenticationis not
enabled, the only way to free resources is by agingthe entries.

For ports in MAC-based Auth. mode, reauthentication doesn't cause
directcommunication between the switch and the client, so this will
not detect whether the clientis still attached or not, and the only
way to free anyresourcesis toage the entry.

This setting applies to the following modes, i.e. modes usingthe Port
Security functionality to secure MAC addresses:

RADIUS-Assigned
QoS Enabled

RADIUS-Assigned
VLAN Enabled

* Single802.1X
e Multi 802.1X
e MAC-Based Auth.

Ifa clientis denied access -either becausethe RADIUS server denies
the clientaccess or becausethe RADIUS server request times out
(accordingto the timeout specified onthe
"Configuration->Security->AAA" page) - the clientis puton holdin
the Unauthorized state. The hold timer does not count duringan on-
going authentication.

In MAC-based Auth. mode, the switch will ignore new frames coming
from the clientduringthe holdtime.

The Hold Time can be set to a number between 10 and 1000000
seconds.

RADIUS-assigned QoS provides a means to centrally control the traffic
class to which traffic coming from a successfully authenticated
supplicantis assigned on the switch. The RADIUS server must be
configured to transmitspecial RADIUS attributes to take advantage of
this feature (see RADIUS-Assigned QoS Enabled below for a detailed
description).

The "RADIUS-Assigned QoS Enabled" checkbox provides a quick way
to globally enable/disable RADIUS-server assigned QoS Class
functionality. When checked, the individual ports' ditto setting
determine whether RADIUS-assigned QoS Class isenabled onthat
port. When unchecked, RADIUS-server assigned QoS Class is disabled
on all ports

RADIUS-assigned VLAN provides a means to centrally control the
VLAN on which a successfully authenticated supplicantisplaced on
the switch. Incoming traffic will be classified toand switched on the
RADIUS-assigned VLAN. The RADIUS server must be configured to
transmitspecial RADIUS attributes to take advantage of this feature
(see RADIUS-Assigned VLAN Enabled below for a detailed
description).

The "RADIUS-Assigned VLAN Enabled" checkbox provides a quick way
to globally enable/disable RADIUS-server assigned VLAN
functionality. When checked, the individual ports' ditto setting
determine whether RADIUS-assigned VLAN is enabled on that port.
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Guest VLAN
Enabled

Guest VLAN ID

Max. Reauth.
Count

Allow Guest
VLAN if EAPOL
Seen

4.3.6 SNMP
4.3.6.1System

When unchecked, RADIUS-server assigned VLAN is disabled onall
ports.

A Guest VLAN is a special VLAN - typically with limited network access
- on which 802.1X-unawareclients areplaced after a network
administrator-defined timeout. The switch follows a set of rules for
entering and leavingthe Guest VLAN as listed below.

The "Guest VLAN Enabled" checkbox provides a quick wayto globally
enable/disable Guest VLAN functionality. When checked, the
individual ports' ditto setting determines whether the port canbe
moved into Guest VLAN. When unchecked, the ability to move to the
Guest VLAN is disabled onall ports.

This is the valuethat a port's Port VLAN ID is setto ifa port is moved
into the Guest VLAN. Itis onlychangeableifthe Guest VLAN option is
globallyenabled.

Validvalues areinthe range [1; 4095].

The number of times the switch transmits an EAPOL Request Identity
frame without responsebefore considering enteringthe Guest VLAN
is adjusted with this setting. The valuecan only be changed if the
Guest VLAN option is globally enabled.

Validvalues areinthe range [1; 255].

The switch remembers ifan EAPOL frame has been received on the
port for the life-time of the port. Once the switch considers whether
to enter the Guest VLAN, itwill firstcheckifthis optionis enabled or
disabled.fdisabled (unchecked; default), the switch will only enter
the Guest VLAN if an EAPOL frame has not been received on the port
for the life-time of the port. If enabled (checked), the switch will
consider entering the Guest VLAN even ifan EAPOL frame has been
received on the port for the life-time of the port.

The valuecanonly be changed if the Guest VLAN optionis globally
enabled.

Configure SNMP on this page.

SNMP System Configuration

Mode
Version

Enabled
SHMP v2c

Read Community [sils4
Write Community [sIi%16)

Engine ID

[ sae ||

Items

Mode

Version

Read
Community

Write
Community

800007e5017f000001

Reset |

Description

Indicates the SNMP mode operation. Possible modes are:
Enabled: Enable SNMP mode operation.
Disabled:Disable SNMP mode operation.

Indicates the SNMP supported version. Possibleversionsare:
SNMP v1:Set SNMP supported version 1.

SNMP v2c: Set SNMP supported version 2c.

SNMP v3: Set SNMP supported version 3.

Indicates the community read access string to permit access to SNMP
agent. The allowed string length is 0 to 255, and the allowed content is
the ASCII characters from33 to 126.

The fieldis applicableonly when SNMP versionis SNMPv1 or SNMPv2c. If
SNMP version is SNMPv3, the community string will be associated with
SNMPv3 communities table. It provides more flexibility to configure
security name than a SNMPv1 or SNMPv2c community string. Inaddition
to community string, a particularrange of source addresses can be used
to restrictsourcesubnet.

Indicates the community write access string to permit access to SNMP
agent. The allowed string length is 0 to 255, and the allowed content is
the ASCII characters from33 to 126.

The fieldis applicableonly when SNMP versionis SNMPv1 or SNMPv2c. If
SNMP version is SNMPv3, the community string will be associated with
SNMPv3 communities table. It provides more flexibility to configure
security name than a SNMPv1 or SNMPv2c community string. Inaddition

© Copyright 2022 TRENDnet. All Rights Reserved.

25



TRENDnet User’s Guide TL2-FG142

to community string, a particular range of source addresses can be used

to restrictsourcesubnet. Items Description
Engine ID Indicates the SNMPv3 engine ID. The string must contain an even Name Indicates the trap Configuration's name. Indicates the trap destination's
number(in hexadecimal format) with number of digits between 10 and 64, name.
but all-zeros and all-'F's are notallowed. Change of the Engine ID will clear
all original local users. Enable Indicates the trap destination mode operation. Possiblemodes are:

Enabled: Enable SNMP trap mode operation.
Disabled:Disable SNMP trap mode operation.

Button
Version Indicates the SNMP trap supported version.Possibleversions are:

5

22 Clicktosave changes. .
SNMPv1: Set SNMP trap supported version 1.

Reset .
L=20 Clickto undo any changes made locally and revert to previously saved values. SNMPv2c: Set SNMP trap supported version 2c.
4.3.6.2 Trap SNMPv3: Set SNMP trap supported version 3.
Configure SNMP trap on this page. Trap Indicates the community access string when sending SNMP trap packet.

Community The allowed string length is 0 to 255, and the allowed content is ASCII
characters from33 to 126.

Trap Configuration
Global Settings

Mode Destination |Indicates the SNMP trap destinationaddress.Itallowavalid IP addressin
Trap Destination Configurations Address dotted decimal notation ('x.y.z.w').

Delete Name Enable Version Destination Address Destination Port And italsoallowa valid hostname. Avalid hostnameis a string drawn from
the alphabet (A-Za-z), digits (0-9),dot(.), dash(-). Spaces arenot allowed,
the first character must be an alpha character, and the first and last
characters mustnot be a dot or a dash.

Indicates the SNMP trap destination IPv6 address.|Pv6 addressisin 128-
Global Settings bit records represented as eight fields of up to four hexadecimal digits
with a colon separating each field (). For example,
'fe80::215:c5ff:fe03:4dc7'. The symbol '::' is a special syntax thatcan be
used as a shorthand way of representing multiple 16-bit groups of
Mode Indicates the SNMP trap mode operation. Possible modes are: contiguous zeros; but it can appear only once. It can also represent a
legallyvalid IPv4 address. For example, '::192.1.2.34".

[ AddNew |

[ [ Reset |

Items Description

Enabled: Enable SNMP trap mode operation.

Disabled: Disable SNMP trap mode operation. Destination | Indicates the SNMP trap destination port. SNMP Agent will send SNMP

o ) ) port message via this port, the portrangeis 1~65535.
Trap Destination Configurations

Configure trap destinations on this page.

Button
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4.3.6.4 User
| Add New Entry | Clicktoadd a new access management entry.
a Configure SNMPv3 user table on this page. The entry index keys are Engine ID and User
E2E ] Clickto save changes. Name.

uBgseL Clicktoundo anychanges made locallyandrevert to previously saved values. ol A ST T I 2

4.3.6.3Communit Delete User Security Awuthentication Authentication Privacy

Name Level Protocol Password Protocol

8000075017f000001 default user ~ NoAuth,
— MoPriv

Engine ID
Configure SNMPv3 community table on this page. The entry index key is Community. ]
SNMPv3 Community Configuration
Delete Community

MNone MNone MNone

[ addmew | |

Source IP Source Mask

| public 0.0.0.0 0.0.0.0
private 0.0.0.0 0.0.0.0

[ save [ Reset | ltems Description
Delete Check to delete the entry. It will bedeleted during the next save.
tems SR Engine ID An octet stringidentifyingthe engine ID that this entry should belong to.
Delete Check to delete the entry. It will bedeleted during the next save. The string must contain an even number(in hexadecimal format) with

number of digits between 10 and 64, but all-zeros and all-'F's are not

Community Indicates the community access stringto permit access to SNMPv3 agent. allowed. The SNMPv3 architecture uses the User-based Security Model

The allowed string length is 1 to 32, and the allowed content is ASCII
characters from 33 to 126. The community string will be treated as
security name and map a SNMPv1 or SNMPv2c community string.

(USM) for message security and the View-based Access Control Model
(VACM) for access control. For the USM entry, the usm User Engine ID
and usm User Name are the entry's keys. In a simple agent, usm User

Engine IDis always thatagent's own snmp Engine ID value. The valuecan
alsotakethe valueof the snmp Engine ID of a remote SNMP engine with
which this user can communicate. In other words, if user engine ID equal
system engine IDthen itis local user;otherwiseit's remote user.

Source IP Indicates the SNMP access source address. A particular range of source
addresses can be used to restrict source subnet when combined with

sourcemask.

Source Mask Indicates the SNMP access sourceaddress mask.

User Name A string identifying the user name that this entry should belong to. The
allowed string length is 1 to 32, and the allowed content is ASCII
Button characters from33 to 126.

Security Level Indicates the security model that this entry should belong to. Possible
security models are:

Add Mew Entry .
Clicktoadd a new access management entry.

| Save | NoAuth, NoPriv: No authenticationand no privacy.

Clickto save changes.
Reseat Auth, NoPriv:Authentication and no privacy.
=2 Clickto undo any changes made locally and revert to previously saved values. . L .
Auth, Priv:Authentication and privacy.
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Authentication
Protocol

Authentication
Password

Privacy
Password

Button

Add New Entry
Save

Reset

The valueofsecurity level cannotbe modified if entry already exists. That
means itmust firstbe ensured that the valueis setcorrectly.

Indicates the authentication protocol that this entry should belong to.
Possibleauthentication protocols are:

None: No authentication protocol.

MD5: An optional flagto indicatethatthis user uses MD5 authentication
protocol.

SHA: An optional flag to indicate that this user uses SHA authentication
protocol.

The valueofsecurity level cannotbe modified if entry already exists. That
means must firstensure that the valueis setcorrectly.

A string identifying the authentication password phrase. For MD5

authentication protocol, the allowed string length is 8 to 32. For SHA
authentication protocol, the allowed stringlengthis 8 to 40.The allowed
content is ASClI characters from33 to 126.

Privacy Protocol

Indicates the privacy protocol that this entry should belong to. Possible
privacy protocols are:

None: No privacy protocol.

DES: An optional flag to indicate that this user uses DES authentication
protocol.

AES: An optional flag to indicate that this user uses AES authentication
protocol.

A string identifying the privacy password phrase. The allowed string

length is 8to 32, and the allowed content is ASCIl characters from 33 to
126.

Clicktoadd a new access management entry.

Clickto save changes.

Clicktoundo anychanges made locallyand revert to previously saved values.

4.3.6.5 Group

Configure SNMPv3 group tableon this page. The entry index keys are Security Model
and Security Name.

SNMPv3 Group Configuration

Delete

[ addnew | |

ltems

Delete

Security
Model

Security
Name

Group Name

Button

Add New Entry

Security Model

save ||

Security Name
Wl public

Group Name
default_ro_group
Wl private default_rw_group
public
private
default_user

default_ro_group
default_rw_group
default_rw_group,

Reset |

Description

Check to delete the entry. It will bedeleted during the next save.
Indicates the security model that this entry should belong to. Possible
security models are:

v1: Reserved for SNMPv1.

v2c: Reserved for SNMPv2c.

usm: User-based Security Model (USM).

Astringidentifying thesecurity namethat this entry should belong to. The

allowed string length is 1 to 32, and the allowed content is ASCII
characters from33 to 126.

A stringidentifyingthe group name that this entry should belong to. The
allowed string length is 1 to 32, and the allowed content is ASCII
characters from33 to 126.

Clicktoadd a new access management entry.

Save
== Clicktosave changes.

Reset

Clicktoundo any changes made locallyand revert to previously saved values.
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4.3.6.6 View

Configure SNMPv3 view table on this page. The entry index keys areView Name and OID

Sub tree..

SNMPv3 View Configuration

Delete View Name

| | default_view

Items

Delete

View Name

View Type

OID Subtree

Button

Add New Entry

Save

View Type OID Subtree

r

Description

Check to delete the entry. It will bedeleted during the next save.

A string identifying the view name that this entry should belong to. The
allowed string length is 1 to 32, and the allowed content is ASCII
characters from33 to 126.

Indicates the view type that this entry should belong to. Possible view
types are:
included: An optional flag to indicate that this view subtree should be
included.
excluded: An optional flag to indicate that this view subtree should be
excluded.

In general, if a view entry's view type is 'excluded’, there should be
another view entry existing with view type as 'included' and it's OID
subtree should overstep the 'excluded' view entry.

The OID defining the root of the subtree to add to the named view. The
allowed OID length is 1 to 128. The allowed string content is digital
number or asterisk(*).

Clicktoadd a new access management entry.

Clickto save changes.

Reset . .
L2220 Clickto undo any changes made locallyand revert to previously saved values.

4.3.6.7 Access
Configure SNMPv3 access tableon this page. The entry index keys are Group Name,
Security Model and Security Level..

SNMPv3 Access Configuration

Delete

| default_ro_group any
| | default_rw_group any

[ AddNew |

ltems

Delete

Group Name

Security
Model

Security Level

Read View
Name

Group Name

Read View
Name

Write View
Name

None v

Security
Level

NoAuth, NoPriv
NoAuth, NoPriv

Security
Model

default_view ¥
default_view v

default_view v
l.i. —

Description

Check to delete the entry. It will bedeleted during the next save.

A stringidentifyingthe group name that this entry should belong to. The
allowed string length is 1 to 32, and the allowed content is ASCII
characters from33 to 126.

Indicates the security model that this entry should belong to. Possible
security models are:

any: Any security model accepted(vl|v2c|usm).

v1: Reserved for SNMPv1.

v2c: Reserved for SNMPv2c.

usm: User-based Security Model (USM).

Indicates the security model that this entry should belong to. Possible
security models are:

NoAuth, NoPriv: No authenticationand no privacy.

Auth, NoPriv:Authentication and no privacy.

Auth, Priv:Authentication and privacy.

The name of the MIB view definingthe MIB objects for which this request

may request the current values.The allowed stringlength is 1 to 32, and
the allowed content is ASCII characters from33 to 126.
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Write View  The name of the MIB view defining the MIB objects for which this request
Name may potentially set new values. The allowed string length is 1 to 32, and
the allowed content is ASCII characters from 33 to 126.

Button
Add New Ent .
™ Clicktoadd a new access ma nagement entry.

Save
el Clickto save changes.

Reset X .
=2 Clicktoundo any changes made locallyandrevert to previously saved values.

4.3.7 RMON
4.3.7.1 Statistics

Configure RMON Statistics table on this page. The entry index key is ID.
RMON Statistics Configuration
Delete ID Data Source

[ addmew | [ save || Reset |

Items Description
Delete Check to delete the entry. It will bedeleted during the next save.
ID Indicates the index of the entry. The rangeis from 1 to 65535.

Data Source Indicates the port ID which wants to be monitored. If in stacking switch,
the valuemust add 1000*(switch ID-1), for example, ifthe portis switch
3 port 5, the valueis 2005

Button
Add New Entry .
Clicktoadd a new access management entry.
Save
bl Clickto save changes.

Reset
=2 Clickto undo any changes made locallyand revert to previously saved values.

4.3.7.2 History
Configure RMON History tableon this page. The entry indexkey is ID.

RMON History Configuration

Buckets

Delete ID Data Source Interval Buckets Granted

[ Addnew | |

ltems Description
Delete Check to delete the entry. It will bedeleted during the next save.
ID Indicates the index of the entry. The rangeis from 1 to 65535.

Data Source Indicates the port ID which wants to be monitored. If in stacking switch,
the valuemust add 1000*(switch ID-1), for example, ifthe portis switch
3 port 5, the valueis 2005

Interval Indicates the interval in seconds for sampling the history statistics data.
The rangeis from 1 to 3600, defaultvalueis 1800 seconds.

Buckets Indicates the maximum data entries associated this History control entry

stored in RMON. The rangeis from1 to 3600, default valueis 50.

Buckets The number of data shallbesavedinthe RMON.
Granted

Button
Add New Entry .
Clicktoadd a new access management entry.

Save
L= Clickto save changes.

| Rese | Clicktoundo anychanges made locallyand revert to previously saved values.
4.3.7.3 Alarm

Configure RMON Alarmtable on this page. The entry index key is ID.

RMON Alarm Configuration

Sample Startup Rising Rising Falling Falling

e e Type Ll Alarm  Threshold Index Threshold Index

[ addmNew | [ save || Reset |
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Items

Delete
ID

Interval

Variable

Sample Type

Description

Check to delete the entry. It will bedeleted during the next save.
Indicates the index of the entry. The rangeis from 1 to 65535.

Indicates the interval in seconds for sampling and comparing the rising
andfallingthreshold.The rangeis from 1to 2731-1.

Indicates the particular variableto be sampled, the possiblevariables are:

InOctets: The total number of octets received on the interface, including
framingcharacters.

InUcastPkts: The number of uni-cast packets delivered to a higher-layer
protocol.

InNUcastPkts: The number of broad-castand multi-cast packets delivered
to a higher-layer protocol.

InDiscards: The number of inbound packets that are discarded even the
packets are normal.

InErrors:Thenumber ofinbound packets thatcontained errors preventing
them from being deliverableto a higher-layer protocol.

InUnknownProtos: the number of the inbound packets that were
discarded because of the unknown or un-supportprotocol.

OutOctets: The number of octets transmitted out of the interface ,
including framing characters.

OutUcastPkts: The number of uni-castpackets that request to transmit.

OutNUcastPkts: The number of broad-castand multi-cast packets that
request to transmit.

OutDiscards: The number of outbound packets that are discarded event
the packets is normal.

OutErrors: The The number of outbound packets that could not be
transmitted because of errors.

OutQlen: The length of the output packet queue (in packets).

The method of samplingtheselected variableand calculatingthevalueto
be compared againstthe thresholds, possiblesampletypes are:

Absolute: Get the sampledirectly.

TL2-FG142

Delta: Calculatethe difference between samples (default).

Value The valueof the statistic duringthe lastsampling period.

Startup Alarm The method of samplingtheselected variableand calculating thevalueto
be compared againstthe thresholds, possible sampletypes are:
RisingTrigger alarmwhen the firstvalueis larger thanthe rising threshold.
FallingTrigger alarmwhen the firstvalueis less thanthe fallingthreshold.

RisingOrFallingTrigger alarm when the first valueis larger than the rising
threshold or less than the fallingthreshold (default).

Rising Risingthresholdvalue(-2147483648-2147483647).
Threshold

RisingIndex |Risingevent index (1-65535).

Falling Fallingthresholdvalue(-2147483648-2147483647)
Threshold

FallingIndex Fallingeventindex(1-65535).

Button

Add Mew Entry .
="' C(licktoadd a new access management entry.

Save
= Clicktosave changes.

Reset
" Clicktoundo anychanges made locallyand revert to previously saved values.

4.3.7.4 Event

Configure RMON Event tableon this page. The entry index key is ID.
RMON Event Configuration
Delete ID Desc Type Community EventLast Time

[ addmew | | [ Reset |

Items Description

Delete Check to delete the entry. It will bedeleted during the next save.

ID Indicates the index of the entry. The rangeis from 1 to 65535.
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Desc Indicates this event, the string length is from 0 to 127, default is a null ACL Ports Configuration =
String. Port PolicyID  Action Linﬁ::rlD PEI‘{ger EVC Policer ID Mirror Logging  Shutdown State Counter
Type Indicates the notification of the event, the possibletypes are: I
none: The total number of octets received on the interface, including + I | ]
framing characters. : [
log The number of uni-castpackets delivered to a higher-layer protocol. pp— —
snmptrap: The number of broad-castand multi-cast packets delivered to ;
. 'S ol Fermit v W Disabled v [ Disabled v [l 1] | Disabled v M Disabled v |l Disabled v [l Enabled ¥ |
a higher-layer protocol. o
logandtrap: The number of inbound packets that are discarded even the > I I
packets are normal. © I T T .
Community | Specify the community when trap is sent, the string length is from 0 to ; I ] :
H n H n -
127, defaultis "public”. s - O T T
Event Last Indicates the value of sysUpTime at the time this event entry last p— —
Time generated anevent. ‘
o - [
sutton o - I T TR N
Add New Entry . ’
Clicktoadd a new access management entry. - —
Save o G BT BT I

Clickto save changes.

O R Wociei oo -]

Reset
L) Clicktoundo anychanges made locallyandrevert to previouslysavedvalues.

4.3.8 ACL
4.3.8.1 Ports

Configure the ACL parameters (ACE) of each switch port. These parameters will affect

o oo Woaei Wosoes ] a1

frames received on a port unless the frame matches a specific ACE. ltems Description
Port The logical portfor the settings contained in the same row.
PolicyID Select the policy to apply to this port. The allowed values are 0 through

255. The defaultvalueis 0.

Action Select whether forwardingis permitted ("Permit") or denied ("Deny"). The
defaultvalueis "Permit".

Rate Limiter Select which rate limiter to apply on this port. The allowed values are
ID Disabled or the values 1 through 16. The default valueis "Disabled".
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EVC Policer Select whether EVC policer is enabled or disabled. The default value is Reset Clickto undo any changes made locally and revert to previously saved values.
"Disabled".
Refresh ) ) )
EVC Policer ID Select which EVC policer ID to apply on this port. The allowed values are Clicktorefresh the page. Note that non-committed changes will be lost.
Disabled or the values 1 through 256. C

lClear, | Click to clear the counters.

4.3.8.2 Rate Limiters

Configure the rate limiter for the ACL of the switch.
ACL Rate Limiter Configuration

Port Redirect Select which port frames are redirected on. The allowed values are
Disabled or a specific port number and it can't be set when action is
permitted. The defaultvalueis "Disabled".

Mirror Specify the mirror operation of this port. The allowed values are:
. X Rate Limiter ID Rate Unit

Enabled: Frames received on the port aremirrored. . P
Disabled: Frames received on the port arenot mirrored.

The default valueis "Disabled".

Logging Specify the logging operation of this port. The allowed values are:
Enabled: Frames received on the port arestored inthe System Log.
Disabled: Frames received on the port arenot logged.

The default valueis "Disabled". Pleasenote that the System Log memory
sizeand loggingrateis limited.

(== T B~ I L o B S PV T N B

9

-
=

Shutdown Specify the port shut down operation of this port. The allowed values are:

-
s

Enabled: If a frameis received on the port, the port will bedisabled.
Disabled:Portshut down is disabled.

-
[N FL R N

The default valueis "Disabled".

-y
(441

State Specify the port state of this port. The allowed values are:

-
=1}

Enabled: To reopen ports by changing the volatile port configuration of
the ACL user module.

Disabled:To closeports by changingthe volatile port configuration of the

ACL user module. Items Description

The default valueis "Enabled".
Rate Limiter The rate limiter ID for the settings containedinthe same row.

Counter Counts the number of frames that match this ACE. D
Button Rate The allowed values are: 0-3276700in pps
522 )i ckto save changes. or 0, 100,200, 300, ..., 1000000 in kbps.
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Action Select whether forwardingis permitted ("Permit") or denied ("Deny"). The
defaultvalueis "Permit".
Unit Specify the rate unit. The allowed values are:
pps: packets per second.
kbps: Kbits per second.
Button
Save

=== Clickto save changes.

Reset
=" Clicktoundo anychanges made locallyand revert to previously saved values.

4.3.8.3 Access Control List
This page shows the Access Control List (ACL), whichis made up of the ACEs defined on

this switch. Each row describes the ACE that is defined. The maximum number of ACEs is
256 on each switch.

Click on the lowest plus signto add a new ACE to the list. The reserved ACEs used for
internal protocol, cannotbe edited or deleted, the order sequence cannot be changed
andthe priorityis highest.

Access Control List Configuration

Auto-refresh B [ Refresh [ dclear

Rate Port
Limiter Redirect

Ingress Policy / Frame

Port Bitmask Type Mirror Counter

Action

Items Description

Ingress Port | Indicates the ingress portof the ACE. Possiblevalues are:
All:The ACE will match all ingress port.

Port: The ACE will match a specificingress port.

Policy/ Indicates the policy number and bitmask of the ACE.
Bitmask
Frame Type Indicates the frame type of the ACE. Possiblevalues are:

Any: The ACE will match anyframe type.

Action

Rate Limiter

Port Redirect

Mirror

Counter

Modification
Buttons

EType: The ACE will match Ethernet Type frames. Note that an Ethernet
Type based ACE will notget matched by IP and ARP frames.

ARP: The ACE will match ARP/RARP frames.

IPv4: The ACE will matchall IPv4 frames.

IPv4/ICMP: The ACE will match IPv4 frames with ICMP protocol.
IPv4/UDP: The ACE will match IPv4 frames with UDP protocol.
IPv4/TCP: The ACE will match IPv4 frames with TCP protocol.

IPv4/Other: The ACE will match IPv4 frames, which are not
ICMP/UDP/TCP.

IPv6: The ACE will match all IPv6 standard frames.

Indicates the forwardingaction of the ACE.

Permit: Frames matchingthe ACE may be forwarded and learned.
Deny: Frames matching the ACE are dropped.

Filter: Frames matching the ACE are filtered.

Indicates therate limiter number of the ACE. The allowedrangeis 1to 16.
When Disabled is displayed, the rate limiter operationis disabled.

Indicates the portredirect operation of the ACE. Frames matchingthe ACE

areredirected to the port number. The allowed values are Disabled or a
specific port number. When Disabled is displayed, the port redirect
operationis disabled.

Specify the mirror operation of this port. Frames matching the ACE are
mirrored to the destination mirror port. The allowed values are:
Enabled: Frames received on the port aremirrored.

Disabled:Frames received on the port arenot mirrored.

The defaultvalueis "Disabled".

The counter indicates thenumber of times the ACE was hit by a frame.
You can modify each ACE (Access Control Entry) in the table using the
following buttons:

Add: Inserts a new ACE before the current row.

Edit: Edits the ACE row.

Up: Moves the ACE up the list.
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Down: Moves the ACE down the list.
Delete: Deletes the ACE.

Add: The lowest plus sign adds a new entry at the bottom of the ACE
listings.

PRORE®

Button

Auto-refresh 1) check this box to refresh the page automatically. Automatic refresh

occurs every 3 seconds.
Refresh |
nleaty Clicktoclear the counters.

Remove All | .
Click toremove all ACEs.

Clicktorefresh the page; any changes made locally will beundone.

ACE Configuration
Configure an ACE (Access Control Entry) on this page.

An ACE consists of several parameters. These parameters vary accordingto the frame
type that you select. Firstselectthe ingress portfor the ACE, and then select the frame
type. Different parameter options aredisplayed depending on the frame type selected.

A frame that hits this ACE matches the configurationthatis defined here.

ACE Configuration

Ingress Port

Policy Filter
Frame Type

ltems

Ingress Port

Policy Filter

Frame Type

Action Permit
RGN NG Disabled
EVC Policer [EEELIEN
Mirror Disabled
Logging Disabled
Shutdown Disabled
Counter

VLAN Parameters

802.1Q Tagged N4 v
VLAN ID Filter  galill} v
Tag Priority Any v

Description

Select the ingress portfor which this ACE applies.

All:The ACE appliestoall port.

Port n: The ACE applies to this portnumber, where nis the number of the
switch port.

Specify the policy number filter for this ACE.

Any: No policy filteris specified. (policy filter status is "don't-care".)

Specific: If you want to filter a specific policy with this ACE, choose this
value. Two field for entering an policy valueand bitmask appears.

Policy Value

When "Specific" is selected for the policy filter, you can enter a specific
policyvalue.The allowed rangeis Oto 255.

Policy Bitmask
When "Specific" is selected for the policy filter, you can enter a specific
policy bitmask.The allowed range is 0x0 to Oxff.

Select the frame type for this ACE. These frame types are mutually
exclusive.
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Action

Rate Limiter

EVC Policer

Mirror

Any: Any frame can match this ACE.

Ethernet Type: Only Ethernet Type frames can match this ACE. The IEEE
802.3 describes thevalue of Length/Type Field specificationsto be greater
than or equal to 1536 decimal (equal to 0600 hexadecimal).

ARP: Only ARP frames can match this ACE. Notice the ARP frames won't
match the ACE with ethernet type.

IPv4: Only IPv4 frames can match this ACE. Notice the IPv4 frames won't
match the ACE with ethernet type.

IPv6: Only IPv6 frames can match this ACE. Notice the IPv6 frames won't
match the ACE with Ethernet type.
Specify the action to take with a frame that hits this ACE.

Permit: The frame that hits this ACE is granted permission for the ACE
operation.

Deny: The frame that hits this ACE is dropped.
Filter: Frames matching the ACE are filtered.

Specify the rate limiter in number of base units. The allowed rangeis 1 to
16. Disabledindicates thatthe rate limiter operationis disabled.

Select whether EVC policer is enabled or disabled. The default value is
"Disabled".
EVC Policer ID

Select which EVC policer ID to apply on this ACE. The allowed values are
Disabled or the values 1 through 256.

Port Redirect

Frames that hitthe ACE are redirected to the port number specified here.
The rate limiter will affect these ports. The allowed rangeis the same as
the switch port number range. Disabled indicates that the port redirect
operationis disabled and the specific portnumber of 'PortRedirect' can't
be set when actionis permitted.

Specify the mirror operation of this port. Frames matching the ACE are

mirrored to the destination mirror port. The rate limiter will not affect
frames on the mirror port. The allowed values are:

Enabled: Frames received on the port aremirrored.

Disabled: Frames received on the port arenot mirrored.

Logging

Shutdown

Counter

TL2-FG142

The default valueis "Disabled".

Specify the logging operation of the ACE. The allowed values are:
Enabled: Frames matchingthe ACE are stored inthe System Log.
Disabled: Frames matchingthe ACE are not |l ogged.

Pleasenote that the System Log memory sizeand loggingrateis limited.

Specify the port shut down operation of the ACE. The allowed values are:
Enabled: If a frame matches the ACE, the ingress port will bedisabled.
Disabled:Portshut down is disabled for the ACE.

The counter indicates thenumber of times the ACE was hit by a frame.

VLAN Parameters

ltems

802.1Q
Tagged

VLAN ID Filter

Tag Priority

Description

Specify whether frames can hitthe action accordingtothe802.1Q tagged.
The allowed values are:

Any: Any valueis allowed ("don't-care").
Enabled: Tagged frame only.

Disabled: Untagged frame only.

The default valueis "Any".

Specify the VLAN ID filter for this ACE.

Any: No VLAN IDfilteris specified. (VLAN ID filter status is "don't-care".)
Specific:If you want to filter a specific VLAN ID with this ACE, choosethis
value. Afield for entering a VLAN ID number appears.

VLAN ID

When "Specific"is selected for the VLAN ID filter, you can enter a specific

VLAN ID number. The allowed rangeis 1 to 4095. A frame that hits this
ACE matches this VLAN IDvalue.

Specify the tag priority for this ACE. A frame that hits this ACE matches
this tag priority. The allowed number range is0to 7 or range 0-1, 2-3, 4-
5, 6-7,0-3 and 4-7. The value Any means that no tag priority is specified
(tag priorityis "don't-care".)
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Mode of IP Source Guard Configuration

Button
Items Description
S
w2 Clicktosave changes.
Reset Mode Enable the Global IP Source Guard or disablethe Global IP Source Guard.
L% Clickto undo any changes made locally and revert to previously saved values. Al configured ACEs will belostwhen the mode is enabled.
Cancel . .
B0 Return to the previous page. Port Mode Configuration
4.3.9 IP Source Guard
Items Description

IP Source Guard is a securefeature used to restrictIP traffic on DHCP snooping

untrusted ports by filtering traffic based on the DHCP Snooping Table or manually Mode Specify IP Source Guard is enabled on which ports. Only when both Global
configured IP Source Bindings. It helps prevent IP spoofing attacks when a hosttries to

Mode and Port Mode on a given port are enabled, IP Source Guard is
spoofand use the IP address of another host

enabled on this given port.

4.3.9.1 IP Source Guard Configuration . . . .
Max Dynamic Specify the maximum number of dynamic clients that can belearned on

This page provides IP Source Guard related configuration.

Clients given port. This value can be 0, 1, 2 or unlimited. If the port mode is
IP Source Guard Configuration enabled and the value of max dynamicclientis equal to O, it means only
Mode allowthe IP packets forwardingthat are matched in static entries on the
specific port.
[ dyn. to staic |
Button
Save
Port Mode Configuration W22 Clicktosave changes.
Port Mode Max Dynamic Clients Reset

S <> = Clicktoundo anychanges made locallyand revert to previously saved values.
Disabled * | Unlimited
Disabled ¥ | Unlimited
Disabled * | Unlimited
Disabled * | Unlimited
Disabled * | Unlimited
Disabled * | Unlimited
Disabled * | Unlimited
Disabled * | Unlimited
Disabled * | Unlimited
Disabled * | Unlimited
Disabled ¥ | Unlimited
Disabled * | Unlimited
Disabled v | Unlimited
Disabled * | Unlimited
Disabled v | Unlimited

| Translate dynamic to static | _ . . . . .
Clicktotranslateall dynamicentries to static entries.
4.3.9.2 IP Static Table

This page provides Static IP Source guard configuration.

Static IP Source Guard Table
Delete Port VLANID IP Address MAC address

1
2
3
4
5
6
7
8

[ AddNew |

[ save || Reset |

Al a]ja| | a|a]a]q]q]a]a

Items Description
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Delete Check to delete the entry. It will bedeleted during the next save. ARP Inspection Configuration
Port The logical portfor the settings. Moils
VLAN ID The vlanid for the settings. [ dyn. to static|
IP Address Allowed Source IP address.
Port Mode Configuration
MAC address Allowed Source MAC address. g
Port Mode Check VLAN Log Type

Button <> <> v

S Disabled Disabled

ave " =
“22E 0 Clickto save cha nges. Disabled Disabled
Disabled Disabled
Reset Disabled Disabled

Clicktoundo anychanges made locally and revert to previously saved values. T
[Ez=1al]

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

| Translate dynamic to static | _ . . . : :
Clicktotranslateall dynamic entries to static entries.

1
2
3
4
5
6
7
8

w

-
(=}

4.3.10 ARP Inspection

ARP Inspectionis a securefeature. Several types of attacks can be launched againsta
host or devices connected to Layer 2 networks by "poisoning"the ARP caches. This
feature is used to blocksuch attacks.Onlyvalid ARP requests and responses can go
through the switch device.

4.3.10.1 Port Configuration

This page provides ARP Inspection related configuration.

-
-

-
%]

-
[=5)

-
-

Al a]a]|a]a]|a]a)q]a]a]a]a]a]|=
IR AR BIBIGBIGERIGI IR RI R
Al a]a]|a]a]|a]a)q]a]a]a]a]a]|=

-
(=]

ARP Inspection Configuration

Items Description

Mode Enable the Global ARP Inspection or disablethe Global ARP Inspection.

Port Mode Configuration

Items Description

Mode Specify ARP Inspectionis enabled on which ports.Only when both Global
Mode and Port Mode on a given port are enabled, ARP Inspection is
enabled on this given port. Possiblemodes are:

Enabled: Enable ARP Inspection operation.
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Disabled:Disable ARP Inspection operation.

Check VLAN If you want to inspect the VLAN configuration, you have to enable the
setting of "Check VLAN". The default setting of "Check VLAN" is disabled.
When the setting of "Check VLAN" is disabled, the log type of ARP
Inspection will refer to the port setting. And the setting of "Check VLAN"
is enabled, the log type of ARP Inspection will refer to the VLAN setting.
Possiblesetting of "Check VLAN" are:

Enabled: Enable check VLAN operation.
Disabled:Disablecheck VLAN operation.
Log Type Only the Global Mode and Port Mode on a given port are enabled, and

the setting of "Check VLAN" is disabled, the logtype of ARP Inspection will
refer to the port setting. There are four logtypes and possibletypes are:

None: Log nothing.
Deny: Log denied entries.
Permit: Log permitted entries.
ALL: Log all entries.
4.3.10.2 VLAN Mode Configuration
This page provides ARP Inspection related configuration.

VLAN Mode Configuration

Start from VLAN with entries per page.

Delete VLANID Log Type

[ AddNew |

Each page shows up to 9999 entries from the VLAN table, default being 20, selected
through the "entries per page" inputfield. When firstvisited, the web page will show
the first20 entries from the beginning of the VLAN Table. The firstdisplayed will bethe
one with the lowest VLAN ID found inthe VLAN Table.

The "VLAN" input fields allowthe user to select the starting pointinthe VLAN Table.
ClickingtheRefresh button will updatethe displayedtablestartingfromthat or the
closestnext VLAN Tablematch. The >> will usethe next entry of the currently
displayed VLAN entry as a basis for the next lookup. When the end is reached the
warning message is showninthe displayedtable.Use the |<< button to startover.

Items Description

VLAN ID Specify ARP Inspection is enabled on which VLANs. First, you have to
enable the port setting on Port mode configuration web page. Only when
both Global Mode and Port Mode on a given port are enabled, ARP
Inspection is enabled on this given port. Second, you can specify which
VLAN will be inspected on VLAN mode configuration web page. The log
type alsocanbe configured on per VLAN setting.

Possibletypes are:

Log Type None: Log nothing.
Deny: Log denied entries.
Permit: Log permitted entries.

ALL: Log all entries.

Button

Add Mew Ent . .
el Clicktoadd a new VLAN to the ARP Inspection VLAN table.

Save
et Clickto save changes.

Reset
2 Clickto undo any changes made locallyandrevert to previously saved values.

4.3.10.3 Static ARP Inspection Table
Static ARP Inspection Table
Delete Port VLANID MAC Address I[P Address

[ AddNew |

I

Items Description
Delete Check to delete the entry. It will bedeleted during the next save.
Port The logical portfor the settings.
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VLAN ID The vlanid for the settings.

MAC Address Allowed Source MAC address in ARP request packets.

IP Address Allowed Source IP address in ARP request packets.

Button

lufikd New Eviry | Clicktoadd a new VLAN to the ARP Inspection VLAN table.

Save

Clickto save changes.

Reset . .
lBeset | Click toundo anychanges made locallyandrevert to previously saved values.

4.3.10.4 Dynamic ARP Inspection Table

Entries inthe Dynamic ARP Inspection Tableareshown on this page. The Dynamic ARP
Inspection Tablecontains upto 1024 entries, andis sorted first by port, then by VLAN
ID, then by MAC address,andthen by IP address.

The "Start from port address"”, "VLAN", "MAC address"and "IP address"inputfields
allowthe user to select the starting pointinthe Dynamic ARP Inspection Table. Clicking
the Refresh button will updatethe displayed tablestartingfromthat or the closest next
Dynamic ARP Inspection Table match. Inaddition, the two input fields will -upona
Refresh button click -assumethe value of the firstdisplayed entry, allowing for
continuous refresh with the same startaddress.

The >> will usethe lastentry of the currently displayed tableas a basis for the next
lookup. When the end is reached the text "No more entries" is showninthe displayed
table. Use the |<< button to startover

Dynamic ARP Inspection Table
Auto-refresh W | Refresh | | | | >

-T2 0 0-00-00-00-00-00 and IP address

entries per page.

Start from EIKIIRA - VLAN
0.0.0.0 with

Port VLANID MAC Address IP Address Translate to static
No more entries

Items Description
Port Switch Port Number for which the entries are displayed.
VLAN ID VLAN-ID inwhich the ARP trafficis permitted.
VLAN ID The vlanid for the settings.

MAC Address User MAC address of the entry.
IP Address User IP address of the entry.

Translate to Select the checkbox to translatethe entry to static entry.
static

Button
Save
LSave | Clicktosave changes.

Besel Clicktoundo anychanges made locallyand revert to previously saved values.
4.3.11 AAA

4.3.11.1 RADIUS Server Configuration

This page allows you to configurethe RADIUS servers.

RADIUS Server Configuration
Global Configuration

Timeout seconds
Retransmit times
Deadtime minutes
Key

NASP-Address

NASIPv6-Address

NAS dentifier

Server Configuration
Delete Hostname AwuthPort AcctPort Timeout Retransmit Key

[ AddNew |

Global Configuration
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These setting are common for all of the RADIUS servers.

Items Description

Timeout Timeout is the number of seconds, in the range 1 to 1000, to wait for a
reply from a RADIUS server before retransmitting the request.

Retransmit  Retransmit is the number of times, in the range 1 to 1000, a RADIUS

request is retransmitted to a server that is not responding. If the server
has not responded after the lastretransmititis considered to be dead.

Deatime Deadtime, which can be set to a number between 0 to 1440 minutes, is
the period during which the switch will notsend new requests to a server
that has failed to respondto a previous request. This will stop the switch
from continually trying to contact a server that ithas already determined
as dead.

Setting the Deadtime to a value greater than 0 (zero) will enable this
feature, but onlyif more than one server has been configured.

Key The secret key - up to 63 characters long - shared between the RADIUS
server and the switch..

NAS-IP- The IPv4 address to be used as attribute 4 in RADIUS Access-Request

Address packets. If this field is left blank, the IP address of the outgoing interface

(Attribute 4) |isused.

NAS-IPv6- The IPv6 address to be used as attribute 95 in RADIUS Access-Request
Address packets. If this field is left blank, the IP address of the outgoing interface
(Attribute 95)|is used.

NAS- The identifier - up to 255 characters long - to be used as attribute 32 in
Identifier RADIUS Access-Request packets. If this field is left blank, the NAS-
(Attribute 32)|ldentifieris notincludedinthe packet.

Server Configuration

The table has one row for each RADIUS server and a number of columns, which are:

Items Description

Delete To delete a RADIUS server entry, check this box. The entry will be deleted
duringthe next Save.

Hostname The IP address or hostname of the RADIUS server.

Auth Port The UDP port to useon the RADIUS server for authentication.

Acct Port The UDP port to useon the RADIUS server for accounting.

Timeout This optional setting overrides the global timeout value. Leaving it blank

will usethe global timeout value.

Retransmit This optional setting overrides the global retransmit value. Leaving it
blank will usethe global retransmitvalue.

Key This optional setting overrides the global key. Leaving itblank will usethe
global key.

Button

Add New Server . .
" ClickAdd New Server to add a new RADIUS server. An empty row is

added to the table, and the RADIUS server can be configured as needed. Up to 5 servers
are supported.

The Delete button canbe usedto undo the addition of the new server.

Save .
— Clicktosave changes.

Reset

Clicktoundo anychanges made locallyandrevert to previously saved values.
4.3.11.2 TACACS+ Server Configuration

This page allows you to configurethe TACACS+ servers.
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TACAC S+ Server Configuration
Global Configuration

seconds
minutes

Server Configuration
Delete Hostname Port Timeout Key

[ AddNew |

[ save || Reset |

Global Configuration

These setting are common for all of the TACACS+ servers.

Items Description

Timeout Timeout is the number of seconds, in the range 1 to 1000, to wait for a
reply from a TACACS+ server before itis considered to be dead.

Deadtime Deadtime, which can be set to a number between 0 to 1440 minutes, is
the period during which the switch will notsend new requests to a server
that has failed to respondto a previous request. This will stop the switch
from continually tryingto contact a server that ithas already determined
as dead.

Setting the Deadtime to a value greater than 0 (zero) will enable this
feature, but onlyif more than one server has been configured.

Key The secret key - up to 63 characters long- shared between the TACACS+
server and the switch.

Server Configuration
The table has one row for each TACACS+ server and a number of columns, which are:
Items Description

Delete To delete a TACACS+ server entry, check this box. The entry will be deleted
duringthe next Save.

Hostname The IP address or hostname of the TACACS+ server.
Port The TCP port to use on the TACACS+ server for authentication.

Timeout This optional setting overrides the global timeout value. Leaving it blank
will usethe global timeout value.

Key This optional setting overrides the global key. Leaving itblank will usethe
global key.

Button

Add Mew Server . i
Click Add New Server to add a new TACACS+ server. An empty row is
added to the table, and the TACACS+ server can be configured as needed. Up to 5
servers are supported.

The Delete button canbe usedto undo the addition of the new server.

Save
== Clicktosave changes.

Reset
EE=2 Click to undo any changes made locallyandrevert to previously saved values.

4.3.12 Aggregation

Using multipleports in parallel toincreasethe link speed beyond the limits of a port and
to increasethe redundancy for higher availability.

4.3.12.1 Static

This pageis usedto configurethe Aggregation hash mode and the aggregation group.
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Aggregation Mode Configuration

Hash Code Contributors
Source MAC Address
Destination MAC Address Wl
IP Address
TCP/UDP Port Number

Aggregation Group Configuration

Port Members
Group ID 6 7 8 9 10
Normal

1

9900090090000 -
00009090 OO ~
9090090909000
990090099000 -
909090099090 090
(L L LN NN N
(L L LN NN N
(L L LN NN N
(L L LN NN N
(L L LN NN N
o000 OOGMO
000000 OO0 R
o000 0OOO0
o900 00OO0:
9900090090000

Hash Code Contributors

Items Description

Source MAC The Source MAC address canbeused to calculatethe destination portfor
Address the frame. Check to enablethe use of the Source MAC address, or uncheck
to disable. By default, Source MAC

Destination The Destination MAC Address can be used to calculatethe destination

MAC Address port for the frame. Check to enable the use of the Destination MAC
Address, or uncheck to disable. By default, Destination MAC Address is
disabled.

IP Address The IP address can beused to calculatethedestination portfor the frame.
Check to enable the use of the IP Address, or uncheck to disable. By
default, IP Address is enabled

TCP/UDP Port|/The TCP/UDP port number canbe used to calculatethe destination port
Number for the frame. Check to enablethe useof the TCP/UDP Port Number, or
uncheck to disable. By default, TCP/UDP Port Number is enabled.

Aggregation Group Configuration

Items Description
Group ID Indicates the group ID for the settings contained in the same row. Group
ID "Normal" indicates there is noaggregation. Only one group ID is valid
per port.
Port Each switch portis listed for each group ID. Select a radio button to
Members includea portinan aggregation, or clear the radio button to remove the

port from the aggregation. By default, no ports belong to any
aggregation group. Onlyfull duplex ports canjoinanaggregationand
ports must be in the same speed ineach group.

Button

Save
S22 Clicktosave changes.

Reset
L2 Clickto undo any changes made locallyand revert to previously saved values.
43.12.2 LACP

This page allows the user to inspectthe current LACP port configurations, and possibly
change them as well.

Items Description

Port The switch port number.

LACP Enabled Controls whether LACP is enabled on this switch port. LACP will forman
aggregation when 2 or more ports areconnected to the same partner.

Key The Key valueincurred by the port, range 1-65535 . The Auto setting will
set the key as appropriate by the physical linkspeed, 10Mb =1, 100Mb =
2,1Gb = 3. Using the Specific setting, a user-defined valuecan be
entered. Ports with the same Key value can participateinthe same
aggregation group, whileports with different keys cannot.

Role The Role shows the LACP activity status. The Active will transmit LACP
packets each second, whilePassivewill waitfora LACP packet froma
partner (speakifspoken to).
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Timeout The Timeout controls the period between BPDU transmissions. Fastwill LACP Port Configuration
transmit LAC.P packets each second, while Slow will waitfor 30 seconds Port LACP Enabled Role
before sendinga LACP packet. . pr
Prio The Prio controls the priority of the port. If the LACP partner wants to Active

forma larger group thanis supported by this device then this parameter Active

will control which ports will beactiveand which ports will bein a backup
role. Lower number means greater priority.

Active

Active

Active
Button

Active

Active

Save
22 Clicktosave changes.

20 =~ & M B W k=

Active

Reset

w

Clicktoundo anychanges made locally and revert to previously saved values. Active

Active

4.3.13 Link OAM

OAM is anacronymfor Operation Administration and Maintenance.

Active

Active

Itis a protocol describedinITU-TY.1731 used to implement carrier Ethernet
functionality. MEP functionality like CCand RDI is based on this.

4.3.13.1 Port Settings

This page allows the user to inspectthe current Link OAM port configurations, and
change them as well.

Active

Active

Active

Items Description

Port The switch port number.

OAM Enabled Controls whether Link OAM is enabled on this switch port. EnablingLink
OAM provides the network operators the ability to monitor the health of
the network and quickly determine the location of failinglinks or fault
conditions.

OAM Mode Configures the OAM Mode as Active or Passive. The default mode is
Passive.

Active mode DTE's configured in Active mode initiatethe exchange of Information
OAMPDUs as defined by the Discovery process.Once the Discovery
process completes, Active DTE's are permitted to send any OAMPDU
while connected to a remote OAM peer entity in Active mode. Active
DTE's operate ina limited respect if the remote OAM entity is operating
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in Passivemode. Active devices should not respond to OAM remote
loopbackcommands and variablerequests from a Passive peer.

Passive mode DTE's configured in Passive mode do not initiatethe Discovery process.
Passive DTE's react to the initiation of the Discovery process by the
remote DTE. This eliminates the possibility of passiveto passivelinks.
Passive DTE's shall notsend Variable Request or Loopback Control

OAMPDUs.
Loopback Controls whether the loopbacksupportis enabled for the switch port.
Support Link OAM remote loopbackcan be used for faultlocalizationand link

performance testing. Enablingthe loopbacksupportwill allowthe DTE to
execute the remote loopback command that helps inthe faultdetection.

Link Monitor Controls whether the Link Monitor supportis enabled for the switch
Support port. Onenablingthe Link Monitor support, the DTE supports event
notification that permits the inclusion of diagnostic information.

MIB Retrieval Controls whether the MIB Retrieval Supportis enabled for the switch

Support port. Onenablingthe MIB retrieval support, the DTE supports polling of
various Link OAM based MIB variables' contents.
Loopback Ifthe Loopbacksupportis enabled, enablingthis field will starta
Operation loopback operation for the port.
Button
Save

== Clicktosave changes.

Reset . .
= Clicktoundo anychanges made locallyand revert to previously saved values.

4.3.13.2 Event Settings
This page allows the user to inspectthe current Link OAM Link Event configurations,and
change them as well.

Link Event Configuration for Port 1

Event Name Error Window Error Threshold
Ermror Frame Event 1
Symbol Period Error Event |

Seconds Summary Event  [&1]

[ save || Reset |

ltems

Port
Event Name

Error
Window

Error
Threshold

Error Frame
Event

Symbol
Period Error
Event

Seconds

Summary
Event

Description

The switch port number.
Name of the Link Event whichis being configured.

Represents the window periodin the order of 1 sec for the observation
of various link events.

Represents the threshold valuefor the window period for the
appropriatelink event so as to notify the peer of this error.

The Errored Frame Event counts the number of errored frames detected
duringthe specified period. The period is specified by a time interval
(Window inorder of 1 sec).This event is generated ifthe errored frame
countis equal to or greater thanthe specified threshold for that period
(Period Threshold). Errored frames areframes that had transmission
errors as detected atthe Media Access Control sublayer. Error Window
for 'Error Frame Event' must be an integer valuebetween 1-60and its
defaultvalueis '1l'.Whereas Error Threshold must be between 0-
Oxffffffff and its defaultvalueis'0".

The Errored Symbol Period Event counts the number of symbol errors
that occurred duringthe specified period. The period is specified by the
number of symbols that can be received ina time interval on the
underlying physicallayer. This event is generated if the symbol error
countis equal to or greater thanthe specified threshold for that period.
Error Window for 'Symbol Period Error Event' must be an integer value
between 1-60and its defaultvalueis'l'. Whereas Error Threshold must
be between 0-Oxffffffff andits defaultvalueis'0'.

The Errored Frame Seconds Summary Event TLV counts the number of
errored frame seconds that occurred duringthe specified period. The
periodis specified by a time interval. This event is generated if the
number of errored frame seconds is equal to or greater than the
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specified threshold for that period. An errored frame secondis a one Loop Protection Configuration
second interval wherein at leastone frame error was detected. Errored
frames areframes that had transmission errors asdetected at the Media Global Configuration
Access Control sublayer. Error Window for 'Seconds Summary Event' Enable Loop Protection [JVEELIEIG
must be aninteger valuebetween 10-900and its defaultvalueis '60". LransmisSioniime 5
Whereas Error Threshold must be between 0-Oxffff andits defaultvalue Shutdown Time 2
is '

Button PorE Enable Action

<z <=
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable

Shutdown Port
Shutdown Port
Shutdown Port
Shutdown Port
Shutdown Port
Shutdown Port
Shutdown Port
Shutdown Port
Shutdown Port
Shutdown Port
Shutdown Port
Shutdown Port
Shutdown Port
Shutdown Port
Shutdown Port

Save
el Clickto save changes.

Reset . .
L2220 Clickto undo any changes made locallyandrevert to previously saved values.

4.3.14 Loop Protection
This page allows the user to inspectthe current Loop Protection configurations, and
possibly changethem as well.

1
2
3
4
5
6
T
8

w

SRR EIRIRIRIRIE]
SRR EIRIRIRIRIE]

[CECE N NN NN N BB N NN NN

General Settings

Items Description

Enable Loop Controls whether loop protections is enabled (as a whole).
Protection

Transmission The interval between each loop protection PDU sent on each port. valid
Time values arel to 10 seconds.

Shutdown The period (inseconds) for which a port will be kept disabledinthe

Time event of a loopis detected (and the port action shuts down the port).
Valid values are0 to 604800 seconds (7 days). A value of zero will keep a
port disabled (until nextdevice restart).

Port Configuration
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STP Bridge Configuration
Items Description
Port The switch port number of the port. Protocol Version
Bridge Priority
Enable Controls whether loop protection is enabled on this switch port. Forward Delay
Action Configures the action performed when a loopis detected on a port. Valid Max Age

Maximum Hop Count

values are Shutdown Port, Shutdown Port and Log or Log Only Transmit Hold Count

Tx Mode Controls whether the portis actively generatingloop protection PDU's,
or whether itis justpassivelylookingfor looped PDU's.

Advanced Settings

Edge Port BPDU Filtering
Edge Port BPDU Guard

Button
Port Error Recovery
Save Clickto save changes Port Error Recovery Timeout

Reset X .
L5 Clickto undo any changes made locallyand revert to previously saved values.

3.1 i
4.3.15 Spanning Tree Basic Settings

The Spanning Tree Protocol (STP) is a network protocol that ensures a loop-free
topology for Ethernet networks. The basic function of STP is to prevent bridge loops and

the broadcastradiation thatresults fromthem. Spanningtree alsoallows a network TS DT

designto includespare(redundant)links to provide automatic backup paths ifan active Protocol The MSTP / RSTP / STP protocol version setting. Valid values areSTP,

link fails, withoutthe danger of bridge loops, or the need for manual enabling or Version RSTP and MSTP.

disabling of these backup links.

4.3.15.1 Bridge Setting Br?dg.e Contro.ls the t.)ric?ge priority. Lowe.r numeric values have better priority.
Priority The bridge priority plus the MSTI instance number, concatenated with

This page allows you to configure STP system settings. The settings areused by all STP

. : k . the 6-byte MAC address of the switch forms a Bridge Identifier.
Bridge instances in the Switch.

For MSTP operation, this is the priority of the CIST. Otherwise, this is the
priority of the STP/RSTP bridge.

Forward The delay used by STP Bridges to transit Root and Designated Ports to

Delay Forwarding (used in STP compatible mode). Validvalues areinthe range
4 to 30 seconds.

Max Age The maximum age of the information transmitted by the Bridge when it
is the Root Bridge. Valid values arein the range 6 to 40 seconds, and
Max Age must be <= (FwdDelay-1)*2.

Maximum This defines the initial value of remaining Hops for MSTI information
Hop Count generated atthe boundary of an MSTI region. It defines how many
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bridges a root bridge candistributeits BPDU information to. Valid values
areinthe range 6 to 40 hops.

Transmit The number of BPDU's a bridge port cansend per second. When
Hold Count exceeded, transmission of the next BPDU will be delayed. Valid values
areinthe range 1 to 10 BPDU's per second.

Advanced Settings

Items Description
Edge Port Control whether a port explicitly configured as Edgewill transmitand
BPDU receive BPDUs.
Filtering
Edge Port Control whether a port explicitly configured as Edge will disableitself

BPDU Guard upon reception of a BPDU. The port will enter the error-disabled state,
and will be removed from the activetopology.

Port Error Control whether a portinthe error-disabled stateautomatically will be

Recovery enabled after a certaintime. If recovery is not enabled, ports have to be
disabled and re-enabled for normal STP operation. The conditionis also
cleared by a system reboot.

Port Error The time to pass beforea portinthe error-disabled statecan be

Recovery enabled. Valid values are between 30 and 86400 seconds (24 hours).
Timeout

Button

Save
S22 Clicktosave changes.

Reset i .
Clicktoundo anychanges made locally and revert to previously saved values.

4.3.15.2 MSTI Mapping

This page allows the user to inspectthe current STP MSTI bridge instance priority
configurations,and possibly changethem as well.

MSTI Configuration

Configuration Identification
00-01-¢1-00-00-00
i 0
MSTI Mapping

MSTI VLANS Mapped

Configuration Identification

Items Description

Configuration The name identifyingthe VLAN to MSTI mapping. Bridges must s harethe

Name name andrevision (seebelow), as well as the VLAN-to-MSTI mapping
configurationin order to sharespanningtrees for MSTI's (Intra-region).
The name is atmost 32 characters.

Configuration The revision of the MSTI configuration named above. This must be an

Revision integer between O0and 65535.
MSTI Mapping
Items Description
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MSTI The bridge instance.The CIST is not available for explicitmapping, as it MSTI The bridge instance. The CIST is the default instance, which is always
will receivethe VLANs not explicitly mapped. active.
VLANs The listof VLANs mapped to the MSTI. The VLANs can be given as a Priority Controls the bridge priority. Lower numeric values have better priority.
Mapped single (xx, xx being between 1 and4094)VLAN, or a range (xx-yy), each The bridge priority plus the MSTI instance number, concatenated with
of which must be separated with comma and/or space. A VLAN canonly the 6-byte MAC address of the switch forms a Bridge Identifier.
be mapped to one MSTI. An unused MSTI should justbe left empty. (l.e. Butt
not havingany VLANs mapped to it.) Example: 2,5,20-40. utton
S
Button LSave | Clicktosave changes.
Reset

Save
l2ave ) Clickto save changes.

4.3.15.4 CIST Ports
Reset
| Reset | Clicktoundo anychanges made locally and revert to previously saved values.

Clicktoundo anychanges made locallyand revert to previously saved values.

This page allows the user to inspectthe current STP CIST port configurations,and
possibly changethem as well.

STP CIST Port Configuration

4.3.15.3 MSTI Priorities

This page allows the user to inspectthe current STP MSTI bridge instancepriorit STP ot f Restricted  BPDU Point-to-
.p g . ' p g p Y Port £ iled Path Cost Priority Admin Edge Role TCN Guard s

configurations, and possibly changethem as well. - | = = =

MSTI Configuration
MSTI Priority Configuration

MSTI Priority
*
cisT
MSTI1
MSTI2

CIST Normal Port Configuration

STP
Enabled

Restricted BPDU Point-to-

Port Role TCN Guard point

Path Cost Priority Admin Edge

m
-3
B

== v

MNon-Edge v
MNon-Edge v
MNon-Edge v
MNon-Edge v
MNon-Edge v
MNon-Edge v
MNon-Edge v
MNon-Edge v
MNon-Edge v
MNon-Edge v
MNon-Edge v
MNon-Edge ¥
MNon-Edge v
MNon-Edge v
MNon-Edge ¥

Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto

MSTI3 EEIER

MSTI4 EEGLERY

(SN 32768 v

I 32768 v

MSTI7 EEIGLRY

1
2
3
4
5
6
7
8

[« << BRI BRI
(<< << << BRI R
EEEEEEEEEEEENEENEEEN
EEEEEEEEEEEEENEEERN
EEEEEEEEEEEEENEEERN

A
W
AR R EIERE R RIER R R R R R R R EE R

Items Description
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This page contains settings for physical and aggregated ports.

Items Description

Port The switch port number of the logical STP port.
STP Enabled Controls whether STP is enabled on this switch port.

Path Cost Controls the path costincurred by the port. The Auto setting will setthe
path costas appropriate by the physical link speed, using the 802.1D
recommended values.Usingthe Specificsetting,a user-defined value
canbe entered. The path costis used when establishingthe active
topology of the network. Lower path cost ports are chosen as forwarding
ports infavour of higher path cost ports.Validvalues areinthe range 1
to 200000000

Priority Controls the port priority. This can be used to control priority of ports
havingidentical portcost. (See above).

operEdge Operational flag describing whether the portis connectingdirectly to

(state flag) |edge devices.(No Bridges attached). Transition to the forwardingstateis
faster for edge ports (havingoperEdge true) than for other ports. The
valueof this flagis based on AdminEdge and AutoEdge fields.This flagis
displayed as Edge in Monitor->Spanning Tree -> STP Detailed Bridge
Status.

AdminEdge  Controls whether the operEdge flagshouldstartas setor cleared. (The
initial operEdge state when a portis initialized).

AutoEdge Controls whether the bridgeshould enableautomatic edge detection on

the bridge port. This allows operEdge to be derived from whether
BPDU's are received on the port or not.

Restricted If enabled, causes the port not to be selected as Root Port for the CIST or

Role any MSTI, even ifithas the best spanningtree priority vector. Such a
port will be selected as an Alternate Port after the Root Port has been
selected. Ifset, itcancauselackof spanningtree connectivity. It can be
set by a network administrator to prevent bridges external to a core
region of the network influence the spanningtree active topology,
possibly becausethosebridges are not under the full control of the
administrator.This featureis also known as Root Guard.

Restricted Ifenabled, causes the port not to propagate received topology change

TCN notifications and topology changes to other ports. If setit cancause
temporary loss of connectivity after changes ina spanningtree's active
topology as a result of persistentlyincorrectlearned station location
information.Itis setby a network administrator to prevent bridges
external to a core region of the network, causingaddress flushingin that
region, possibly becausethosebridges are not under the full control of
the administrator or the physicallink state of the attached LANs transits
frequently

BPDU Guard Ifenabled, causesthe portto disableitselfuponreceivingvalid BPDU's.
Contrary to the similar bridge setting, the port Edge status does not
effect this setting.

A port entering error-disabled state due to this setting is subjectto the
bridge Port Error Recovery setting as well.

Point-to- Controls whether the port connects to a point-to-point LAN rather than

Point to a shared medium. This can be automatically determined, or forced
either true or false. Transition to the forwarding state is faster for point-
to-point LANs than for shared media.

Button

Save i
—— Clicktosave changes.

Reset
" Clicktoundo anychanges made locally and revert to previously saved values.

4.3.15.5 MSTI Ports

This page allows the user to inspectthe current STP MSTI port configurations,and
possibly changethem as well.

An MSTI portis avirtual port, whichis instantiated separately for each active CIST
(physical) portfor each MSTI instance configured on and applicableto the port. The
MSTI instance must be selected before displayingactual MSTI port configuration
options.

This page contains MSTI port settings for physicaland aggregated ports.
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MST1 MSTI Port Configuration

MSTI Aggregated Ports Configuration

Port Path Cost Priority

: I
MSTI Normal Ports Configuration

Port Path Cost Priority

1
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Items Description

Port The switch port number of the corresponding STP CIST (and MSTI) port.

Path Cost Controls the path costincurred by the port. The Auto setting will setthe
path costas appropriate by the physical link speed, usingthe 802.1D
recommended values. Usingthe Specific setting, a user-defined value
canbe entered. The path costis used when establishingthe active
topology of the network. Lower path cost ports are chosen as forwarding
ports in favour of higher path cost ports.Valid values arein the range 1
to 200000000.

Priority Controls the port priority. This can be used to control priority of ports
havingidentical portcost. (See above).

Button

S
LSave | Click to save changes.

Besel | Clicktoundo anychanges made locally and revert to previously saved values.
4.3.16 IPMC Profile

This page provides IPMC Profilerelated configurations.

4.3.16.1 Profile Table

The IPMC profileis used to deploy the access control on IP multicaststreams.Itis
allowed to create at maximum 64 Profiles with at maximum 128 correspondingrules for
each.

IPMC Profile Configurations

Global Profile Mode geEELIELRY

IPMC Profile Table Setting
Delete Profile Name Profile Description Rule

| save || Reset |

System starts to do filtering based on profilesettings only when the global profile mode
is enabled.

Items Description

Global Profile Enable/Disablethe Global IPMC Profile.
Mode

Delete Check to delete the entry.
The designated entry will bedeleted duringthe next save.
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ProfileName The name used for indexingthe profiletable.

Each entry has the unique name whichis composed of atmaximum 16
alphabetic and numeric characters. At leastone alphabetmust be
present.

Profile Additional description, which is composed of at maximum 64 alphabetic
Description andnumeric characters,aboutthe profile.

No blankor spacecharacters arepermitted as partof description.Use

" "or"-" to separate the description sentence.
Rule When the profileis created, click the edit button to enter the rule setting

page of the designated profile.Summary about the designated profile
will beshown by clickingtheview button. You can manage or inspectthe
rules of the designated profile by usingthe followingbuttons:

Navigate: List the rules associated with the designated profile.
Edit: Adjustthe rules associated with the designated profile.

Button

| Add New IPNC Profie | ;01 t0 add new IPMC profile. Specify the name and configure the

new entry. Click "Save".

Save

Clicktosave changes.

Reset
e Clicktoundo anychanges made locally and revert to previously saved values.
4.3.16.2 Address Entry
This page provides address rangesettings used in IPMC profile.

The address entry is used to specify the address rangethat will be associated with IPMC
Profile.Itis allowed to create at maximum 128 address entries in the system.

IPMC Profile Address Configuration

Navigate Address Entry Setting in IPMC Profile by entries per page. | le<

Delete Entry Name Start Address End Address

|: Add Address :|

Items Description

Delete Check to delete the entry.
The designated entry will bedeleted duringthe next save.

Entry Name The name used for indexingthe address entry table.

Each entry has the unique name whichis composed of atmaximum 16
alphabeticand numeric characters. At least one alphabet must be
present.

Start Address The starting IPv4/IPv6 Multicast Group Address that will beused as an
address range.

End Address The ending IPv4/IPv6 Multicast Group Address that will be used as an
address range.

Button
| Add New Address (Range) Entry |

Clicktoadd new address range. Specify the name and
configurethe addresses. Click "Save"

Save
S Clickto save changes.

Reset
LT Clickto undo any changes made locallyand revert to previously saved values.
4.3.17 MVR
This page provides MVR related configurations.
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The MVR feature enables multicasttraffic forwarding onthe MulticastVLANs. In a
multicasttelevision application,a PCor a network television or a set-top box canreceive
the multicaststream. Multipleset-top boxes or PCs can be connected to one subscriber
port, whichis a switch port configured as an MVR receiver port. When a subscriber
selects a channel, the set-top box or PC sends an IGMP/MLD report message to Switch A
to jointhe appropriate multicastgroup address. Uplink ports thatsend and receive
multicastdata to and from the multicast VLAN are called MVR sourceports. It is allowed
to create at maximum 8 MVR VLANs with correspondingchannel settings for each
MulticastVLAN. There will betotally at maximum 256 group addresses for channel
settings.

MVR Configurations

MVR Mode

Disabled v

VLAN Interface Setting (Role [l:Inactive / S:Source / R:Receiver])

Delete

[ Addmwmr |

MVR MVR IGMP

Interface

Mode Tagging Priority LLQI o o Brofile

VviID Name Address

Immediate Leave Setting

Port Immediate Leave

ltems

MVR Mode

M
W
-

Disabled ¥
Disabled ¥
Disabled ¥
Disabled v
Disabled v
Disabled v
Disabled v
Disabled ¥
Disabled ¥
Disabled ¥
Disabled ¥
Disabled ¥
Disabled v
Disabled v
Disabled v

Description

Enable/Disablethe Global MVR.The designated entry will be deleted
duringthe next save.

The Unregistered Flooding control depends on the current configuration
inIGMP/MLD Snooping.

Itis suggested to enable Unregistered Flooding control when the MVR
group tableis full.
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Delete

MVR VID

MVR Name

IGMP
Address

Mode

Tagging

Priority

LLal

Check to delete the entry. The designated entry will be deleted during
the next save.

Specify the MulticastVLAN ID.

Be Caution: MVR source ports are not recommended to be overlapped
with management VLAN ports.

MVR Name is anoptional attributeto indicate the name of the specific
MVR VLAN. Maximum length of the MVR VLAN Name stringis 32. MVR
VLAN Name canonlycontainalphabets or numbers. When the optional
MVR VLAN nameis given, it should containatleastone alphabet. MVR
VLAN name can be edited for the existing MVR VLAN entries oritcan be
added to the new entries.

Define the IPv4 address as sourceaddress usedin IP header for IGMP
control frames.

When the IGMP address is notset, system uses |Pv4 management
address of the IP interfaceassociated with this VLAN.

When the IPv4 management address is notset, system uses the first
availableIPv4 management address.

Otherwise, system uses a pre-defined value. By default, this valuewill be
192.0.2.1.

Specify the MVR mode of operation. In Dynamic mode, MVR allows
dynamic MVR membership reports on source ports. In Compatible
mode, MVR membership reports are forbidden on source ports. The
defaultis Dynamic mode.

Specify whether the traversed IGMP/MLD control frames will be sent as
Untagged or Tagged with MVR VID. The defaultis Tagged.

Specify how the traversed IGMP/MLD control frames will besent in
prioritized manner. The defaultPriorityis 0.

Define the maximum time to wait for IGMP/MLD report memberships
on a receiver port before removing the port from multicastgroup
membership. The valueis in units of tenths of a seconds. The rangeis
from 0 to 31744.The default LLQl is 5 tenths or one-halfsecond.

Interface
Channel
Profile

Profile
Management
Button

Port

Port Role

Immediate
Leave

Button

TL2-FG142

When the MVR VLAN is created, select the IPMC Profileas the channel
filtering condition for the specific MVR VLAN. Summary about the
Interface Channel Profiling (of the MVR VLAN) will be shown by clicking
the view button. Profileselected for designated interface channel is not
allowed to have overlapped permit group address.

You caninspectthe rules of the designated profile by usingthe following
button:

Navigate: List the rules associated with the designated profile.

The logical portfor the settings.

Configure an MVR port of the designated MVR VLAN as one of the
followingroles.

Inactive: The designated port does not participate MVR operations.

Source: Configure uplink ports that receive and send multicastdata as
source ports. Subscribers cannotbedirectly connected to sourceports.

Receiver: Configure a port as a receiver portifitis asubscriber portand
should onlyreceive multicastdata.ltdoes not receive data unless it
becomes a member of the multicastgroup by issuing|IGMP/MLD
messages.

Be Caution: MVR source ports are not recommended to be overlapped
with management VLAN ports.

Select the portroleby clickingtheRole symbol to switch the setting.
lindicates Inactive;Sindicates Source; R indicates Receiver

The default Roleis Inactive.

Enable the fastleave on the port.

| Add New MVRE VLAN| )ick to add new MVR VLAN. Specify the VID and configurethe new

entry. Click "Save".

Save X
~— Clicktosave changes.

Reset

Clickto undo any changes made locallyandrevert to previously saved values.
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4.3.18 IPMC

4.3.18.1 IGMP Snooping-Base Cfg

IGMP snoopingis the process of listeningto Internet Group Management Protocol
(IGMP) network traffic. The feature allows a network switch to listenin on the IGMP
conversation between hosts and routers. By listening to these conversations the switch
maintains a map of which links need which IP multicaststreams. Multicasts may be
filtered from the links which do not need them and thus controls which ports receive
specific multicasttraffic.

This page provides IGMP Snoopingrelated configuration.

IGMP Snooping Configuration

Global Configuration
Snooping Enabled n
Unregistered IPMCv4 Flooding Enabled
IGMP S5M Range 232.0.0.0
Leave Proxy Enabled
Proxy Enabled

Port Related Configuration
Port Router Port FastLeave Throttling

unlimited ¥
unlimited v
unlimited ¥
unlimited ¥
unlimited ¥
unlimited ¥
unlimited ¥

1
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unlimited ¥

Items Description

Snooping Enable the Global IGMP Snooping
Enabled

Unregistered Enable unregistered IPMCv4 traffic flooding.

IPMCv4 The flooding control takes effect only when IGMP Snooping is enabled.
Flooding

Enabled When IGMP Snoopingis disabled, unregistered IPMCv4 traffic floodingis

always activein spiteof this setting.

IGMP SSM SSM (Source-Specific Multicast) Range allows the SSM-aware hosts and
Range routers runthe SSM service model for the groups inthe address range.

Leave Proxy Enable IGMP Leave Proxy. This feature can be used to avoid forwarding

Enabled unnecessary leave messages to the router side.
Proxy Enable IGMP Proxy. This feature can be used to avoid forwarding
Enabled unnecessaryjoinandleave messages to the router side.

Port Related Configuration

Items Description

Router Port |Specify which ports actas router ports. Arouter portis a port on the
Ethernet switchthat leads towards the Layer 3 multicastdevice or IGMP
querier.

Ifan aggregation member portis selected as a router port, the whole
aggregation will actas a router port.

FastLeave Enable the fastleave on the port.

Throttling Enable to limitthe number of multicastgroups towhich a switch port
canbelong.

Button

Save
L= Clickto save changes.

Reset R .
=5 Clickto undo any changes made locallyand revert to previously saved values.

4.3.18.2 IGMP Snooping-VLAN Cfg
Navigatingthe IGMP Snooping VLAN Table

Each page shows up to 99 entries from the VLAN table, defaultbeing 20, selected
through the "entries per page" inputfield. When firstvisited, the web page will show
the first20 entries from the beginning of the VLAN Table. The firstdisplayed will bethe
one with the lowest VLAN ID found inthe VLAN Table.
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The "VLAN" input fields allowtheuser to select the starting pointinthe VLAN Table. Otherwise, system uses a pre-defined value. By default, this valuewill be
ClickingtheRefresh button will updatethe displayedtablestartingfromthat or the next 192.0.2.1

I tVLAN Tabl tch. . L . .
closes ablemate Compatibility Compatibility is maintained by hosts and routers takingappropriate

actions depending on the versions of IGMP operatingon hosts and
routers within a network.

The allowed selectionis IGMP-Auto, Forced IGMPv1, Forced IGMPv2,
Forced IGMPv3, default compatibility value is IGMP-Auto.

The >> will usethe lastentry of the currently displayed entry as a basis for the next
lookup. When the end is reached the text "No more entries" is showninthe displayed
table. Use the |<< button to startover.

IGMP Snooping VLAN Configuration

Start from VLAN with N PRI Priority of Interface.
Itindicates theIGMP control frame priority level generated by the

, QR LLal IR ]
system. These values can be used to prioritize different classes of traffic.

(01 (01
sec] sec)

URI

VLAN Snooping Querier Querier
Delete (sec)

ID Enabled Election Address ComPpatibility PRI RV

(sec)
The allowed rangeis 0 (best effort) to 7 (highest), defaultinterface
[ addnew | priorityvalueis 0.

RV Robustness Variable.

The Robustness Variableallowstuning for the expected packetlossona

IGMP Snooping VLAN Table Columns network.

The allowed rangeis 1to 255, default robustness variablevalueis 2.

Items Description Ql Query Interval.
The Query Interval is the interval between General Queries sent by the
Delete Check to delete the entry. The designated entry will be deleted during Querier.

the next save. The allowed rangeis 1to 31744 seconds, default query interval is 125

VLAN ID The VLAN ID of the entry. seconds.

IGMP Enable the per-VLAN IGMP Snooping. Up to 32 VLANs can be selected for QR Query Response Interval.

Snooping IGMP Snooping. The Maximum Response Delay used to calculatethe Maximum Response

Enabled Code inserted into the periodic General Queries.

Querier Enable to join IGMP Querier election inthe VLAN. Disabletoactasan The allowed rangeis 0to 31744 intenths of seconds, default query

Election IGMP Non-Querier responseinterval is 100 in tenths of seconds (10 seconds).

Querier Define the IPv4 address as sourceaddress used in IP header for IGMP LLal (LMQl  |Last Member Query Interval.

Address Querier election. for IGMP) The Last Member Query Time is the time valuerepresented by the Last
When the Querier address is notset, system uses IPv4 management Member Query Interval, multiplied by the LastMember Query Count.
address of the IP interfaceassociated with this VLAN. The allowedrangeis 0to 31744 intenths of seconds, default last
When the IPv4 management address is notset, system uses the first member query interval is 10intenths of seconds (1 second)

availableIPv4 management address.
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URI Unsolicited Report Interval. The Unsolicited Report Interval is the time

between repetitions of a host's initial report of membership ina group.

The allowed rangeis 0to 31744 seconds, default unsolicited report
interval is 1 second.

Button

|Add New IEMEVLANT Add New IGMP VLAN : Clickto add new IGMP VLAN. Specify the
VID and configurethe new entry. Click "Save". The specific IGMP VLAN starts working
after the correspondingstatic VLAN is also created

Save

Clicktosave changes.
Reset
4.3.18.3 IGMP Snooping- Port Filtering Profile

IGMP Snooping Port Filtering Profile Configuration
Port Filtering Profile

-

[==TE T = I o B FU R N

Clicktoundo anychanges made locally and revert to previously saved values.

Items Description
Port The logical portfor the settings.
Filtering Select the IPMC Profileas the filtering condition for the specific port.
Profile Summary aboutthe designated profilewill beshown by clickingtheview
button.

Profile You caninspectthe rules of the designated profile by using the following
Management |button:
Button Navigate: List the rules associated with the designated profile
Button

Save

Clickto save changes.

Reset
[ Resel | Clicktoundo anychanges made locallyandrevert to previously saved values.
4.3.18.3 MLD Snooping- Base Cfg

MLD is anacronymfor MulticastListener Discovery for IPv6. MLD is used by IPv6 routers
to discover multicastlisteners on a directly attached link, much as IGMPis used in IPv4.
The protocol is embedded in ICMPv6 instead of usinga separate protocol.

This page provides MLD Snooping related configuration.
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MLD Snooping Configuration Leave Proxy | Enable MLD Leave Proxy. This feature can be used to avoid forwarding
G.lobal Configuration Enabled unnecessary leave messages to the router side.
Snooping Enabled
Unregistered IPMCv6 Flooding Enabled Proxy Enable MLD Proxy. This feature can be used to avoid forwarding
MLD SSM Range e Enabled unnecessaryjoinand leave messages to the router side.
Leave Proxy Enabled
Proxy Enabled
il e Port Related Configuration
Port Router Port FastlLeave Throttling
* n | ] <= v
1 [ | ] ltems Description
: = .
3 [ ] ] Router Port  Specify which ports act as router ports. Arouter portis a porton the
4 u u Ethernet switchthat leads towards the Layer 3 multicastdevice or MLD
5 u u querier
¢« m . '
7 ™ ™ Ifan aggregation member portis selected as a router port, the whole
8 [ ] ] aggregation will actas a router port.
s m .
0 [ | ] [ unlimited v | FastlLeave Enable the fastleave on the port.
1 | | | | _unlirniled v L. . . .
12 - - Throttling Enable to limitthe number of multicastgroups to which a switch port
13 [ | [ | canbelong.
W oom .
| [ | | unlimited v | Button

—_
(=]

unlimited ¥

Save
L2z Clicktosave changes.

Reset
LSt Clicktoundo anychanges made locallyand revert to previously saved values.
ltems Description 4.3.18.4 MLD Snooping- VLAN Cfg
Snooping Enable the Global MLD Snooping. Navigatingthe MLD Snooping VLAN Table
Enabled Each page shows up to 99 entries from the VLAN table, defaultbeing 20, selected

through the "entries per page" inputfield. When firstvisited, the web page will show

Unregistered  Enable unregistered IPMCv6 traffic flooding. the first20 entries from the beginning of the VLAN Table. The firstdisplayed will bethe

::Iljc':/:c:j\i/ig The flooding control takes effect only when MLD Snoopingis enabled. one with the lowest VLAN ID found in the VLAN Table.

Enabled When MLD Snoopingis disabled, unregistered IPMCv6 traffic floodingis The "VLAN" input fields allowthe user to select the starting pointin the VLAN Table.
always activein spiteof this setting. Clickingthe Refresh button will updatethe displayedtablestartingfromthat or the next

MLD SSM SSM (Source-Specific Multicast) Range allows the SSM-aware hosts and closestVLAN Tablematch.

Range routers run the SSM service model for the groups inthe address range. The >> will usethe lastentry of the currently displayed entry as a basis for the next

lookup. When the end is reached the text "No more entries" is showninthe displayed
table. Use the |<< button to startover.
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MLD Snooping VLAN Configuration

Start from VLAN with entries per page.

Delete

[ AddNew |

VLAN Snooping Querier

Compatibility PRI RV (s‘g'c)

Enabled Election

MLD Snooping VLAN Table Columns

Items

Delete

VLAN ID

MLD
Snooping
Enabled

Querier
Election

Description

Check to delete the entry. The designated entry will be deleted during
the next save.

The VLAN D of the entry.

Enable the per-VLAN MLD Snooping. Up to 32 VLANs can be selected for
MLD Snooping.

Enable to join MLD Querier election inthe VLAN. Disabletoactas a MLD
Non-Querier.

Compatibility Compatibility is maintained by hosts and routers takingappropriate

PRI

RV

actions depending on the versions of MLD operatingon hosts and
routers within a network.

The allowed selectionis MLD-Auto, Forced MLDv1, Forced MLDv2,
default compatibility valueis MLD-Auto.
Priority of Interface.

Itindicates the MLD control frame priority level generated by the

system. These values can be used to prioritize different classes of traffic.

The allowed rangeis 0 (best effort) to 7 (highest), defaultinterface
priorityvalueis 0.

Robustness Variable.

Ql

QRI

LLQl

URI

Button
Save

Reset

The Robustness Variableallows tuning for the expected packetlossona
link.

The allowed rangeis 1to 255, default robustness variablevalueis 2.

Query Interval.
The Query Interval is the interval between General Queries sent by the
Querier.

The allowed rangeis 1to 31744 seconds, default query interval is 125
seconds.

Query Response Interval.

The Maximum Response Delay used to calculatethe Maximum Response
Code inserted into the periodic General Queries.

The allowed rangeis 0to 31744 intenths of seconds, default query
responseinterval is 100 in tenths of seconds (10 seconds).

Last Listener Query Interval.

The Last Listener Query Interval is the Maximum Response Delay used to
calculatethe Maximum Response Code inserted into MulticastAddress
Specific Queries sentinresponseto Version 1 MulticastListener Done
messages. Itis alsothe Maximum Response Delay used to calculatethe
Maximum Response Code inserted into Multicast Address and Source
Specific Query messages.

The allowed rangeis 0to 31744 intenths of seconds, default lastlistener
query interval is 10 in tenths of seconds (1 second).

Unsolicited Report Interval.

The Unsolicited Report Interval is the time between repetitions of a
node's initial reportof interestina multicastaddress.

The allowedrangeis 0to 31744 seconds, default unsolicited report
interval is 1second.

Clicktosave changes.

Clicktoundo anychanges made locallyandrevert to previously saved values.
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4.3.18.4 MLD Snooping- Port Filter profile those capabilities, and the identification of the stations point of attachment to the IEEE

MLD Snooping Port Filtering Profile Configuration 802 LAN required by those management entity or entities. The information distributed
via this protocol is stored by its recipients in a standard Management Information Base
(MIB), making itpossiblefor the information to be accessed by a Network Management
System (NMS) usinga management protocol such as the Simple Network Management
Protocol (SNMP).

4.3.19.1 LLDP Configuration
This page allows the user to inspectand configure the current LLDP port settings.

Port Filtering Profile

LLDP Configuration
LLDP Parameters

Tx Interval seconds
Tx Hold _ times

Tx Delay seconds
Tx Reinit seconds

LLDP Port Configuration

Optional TLVs
Port CDP aware PortDescr Sys Name Sys Descr Sys Capa MgmtAddr
Items Description * u
1 ]
. . 2 ™
Port The logical portfor the settings. 5 =
Filtering Profile Select the IPMC Profileas the filtering condition for the specific port. Summary ‘; :
nabie v
the designated profilewill beshown by clicking the view button. P ™
. (8N Enabisd v | [ ]
Profile You caninspectthe rules of the designated profile by usingthe following butto 8 -
Management Navigate: List the rules associated with the designated profile ot
Button u
n
Button - a
m
Save . | Enabled v | | |
Click tosave changes. -
Reset
L Reset | Clicktoundo anychanges made locally and revert to previously saved values.
4.3.19LLDP LLDP Parameters
LLDP is an IEEE 802.1ab standard protocol.
The Link Layer Discovery Protocol (LLDP) specifiedin this standard allows stations Items Description
attached to an |EEE 802 LAN to advertise, to other stations attached to the same IEEE
802 LAN, the major capabilities provided by the system incorporatingthatstation, the Tx Interval The switch periodically transmits LLDP frames to its neighbours for
management address or addresses of the entity or entities that provide management of havingthe network discoveryinformation up-to-date. The interval
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Tx Hold

Tx Delay

Tx Reinit

between each LLDP frame is determined by the Tx Interval value. Valid
values arerestricted to 5 - 32768 seconds.

Each LLDP frame contains information abouthow long the information
inthe LLDP frame shall beconsidered valid. The LLDP informationvalid
periodis set to Tx Hold multiplied by Tx Interval seconds.Valid values
arerestrictedto 2 - 10 times.

If some configurationis changed (e.g. the IP address)a new LLDP frame
is transmitted, but the time between the LLDP frames will always beat
leastthe valueof Tx Delay seconds. Tx Delay cannotbe largerthan1/4

of the Tx Interval value.Valid values arerestrictedto 1 - 8192 seconds.

When a portis disabled, LLDP is disabled or the switchis rebooted, an
LLDP shutdown frame is transmitted to the neighboringunits, signalling
that the LLDP informationisn'tvalid anymore. Tx Reinitcontrols the
amount of seconds between the shutdown frame and a new LLDP
initialization.Valid values arerestricted to 1 - 10 seconds.

LLDP Port Configuration

Items

Port

Mode

CDP Aware

Description

The switch port number of the logical LLDP port.

Select LLDP mode.

Rx only The switch will not send out LLDP information, but LLDP
information from neighbour units is analyzed.

Tx only The switch will drop LLDP information received from neighbours,
but will send out LLDP information.

Disabled The switch will notsend out LLDP information,and will drop
LLDP information received from neighbours.

Enabled The switch will send out LLDP information, and will analyze LLDP
information received from neighbours.

Select CDP awareness.

The CDP operation is restricted to decoding incoming CDP frames (The
switch doesn't transmit CDP frames). CDP frames are only decoded if
LLDP on the portis enabled.

Port Descr

Sys Name

Sys Descr

Sys Capa

Mgmt Addr

Button

TL2-FG142

Only CDP TLVs that can be mapped to a correspondingfieldinthe LLDP
neighbours'tableare decoded. All other TLVs are discarded
(Unrecognized CDP TLVs and discarded CDP frames are not shown inthe
LLDP statistics.). CDP TLVs are mapped onto LLDP neighbours'tableas
shown below.

CDP TLV "Device ID" is mapped to the LLDP "Chassis ID" field.

CDP TLV "Address" is mapped to the LLDP "Management Address" field.
The CDP address TLV can contain multipleaddresses, but only the first
address is showninthe LLDP neighbours table.

CDP TLV "Port ID" is mapped to the LLDP "Port ID" field.

CDP TLV "Versionand Platform"is mapped to the LLDP "System
Description"field.

Both the CDP and LLDP support"system capabilities", butthe CDP
capabilities cover capabilities thatarenot partof the LLDP. These
capabilities areshown as "others" inthe LLDP neighbours'table.

Ifall ports have CDP awareness disabled the switch forwards CDP frames
received from neighbour devices. If atleastone port has CDP awareness
enabled all CDP frames are terminated by the switch.

Note: When CDP awareness on a portis disabled the CDP information

isn'tremoved immediately, but gets removed when the holdtimeis
exceeded.

Optional TLV: When checked the "port description"isincludedin LLDP
information transmitted.

Optional TLV: When checked the "system name" is includedin LLDP
information transmitted.

Optional TLV: When checked the "system description"is includedin
LLDP information transmitted.

Optional TLV: When checked the "system capability"is includedin LLDP
information transmitted.

Optional TLV: When checked the "management address"isincludedin
LLDP information transmitted.

Save .
— Clicktosave changes.
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Reset . .
| Reset | Clicktoundo anychanges made locallyand revert to previously saved values.

4.3.19.2 LLDP-MED

LLDP-MED is anextension of IEEE 802.1ab andis defined by the telecommunication
industry association (TIA-1057). This pageallows you to configure the LLDP-MED. This
function applies to VolP devices which support LLDP-MED.

LLDP-MED Configuration
Fast Start Repeat Count

Fast start repeat count

Coordinates Location

Latitude _ Longitude _ East \l Altitude _ I

Datum

Civic Address Location

Eﬂ:‘w - State
City dC_itv . Block

istrict [Neighborhood)
Leading
street

e ———

Trailing street

Street suffix

direction
House no.
suffix

Street

House no.
suffix

Additional

info
Building Apartment
Room no. Place type

Zip code
Floor

Postal
community
name

Landmart Y iocaion

P.O. Box Additional code

Emergency Call Service

Policies
Delete Policy ID Application Type Tag VLANID L2 Priority DSCP

No entries present

[ AddNew |

Faststartrepeat count

Items Description

Faststart Rapidstartupand Emergency Call Service Location Identification
repeat count Discovery of endpointsis a criticallyimportantaspectofVolP systems in

general. Inaddition,itis best to advertiseonly those pieces of
information which arespecifically relevantto particular endpointtypes
(for example only advertisethe voice network policy to permitted voice-
capabledevices), both inorder to conserve the limited LLDPU spaceand
to reduce security and system integrity issues thatcan come with
inappropriate knowledge of the network policy.

With this in mind LLDP-MED defines an LLDP-MED FastStart interaction
between the protocol and the applicationlayers on top of the protocol,
inorder to achievethese related properties. Initially, a Network
Connectivity Device will only transmitLLDP TLVs inan LLDPDU. Only
after an LLDP-MED Endpoint Device is detected, will an LLDP-MED
capableNetwork Connectivity Device startto advertise LLDP-MED TLVs
in outgoing LLDPDUs on the associated port. The LLDP-MED application
will temporarily speed up the transmission of the LLDPDU to startwithin
a second, when a new LLDP-MED neighbour has been detected in order
share LLDP-MED information as fastas possibleto new neighbours.

Because there is ariskofan LLDP frame being lostduringtransmission
between neighbours,itis recommended to repeat the faststart
transmission multipletimes to increasethe possibility of the neighbours
receivingthe LLDP frame. With Faststartrepeat countitis possibleto
specify the number of times the faststarttransmission would be
repeated. The recommended valueis 4 times, given that 4 LLDP frames
with a 1 second interval will betransmitted, when an LLDP frame with
new informationis received.

It should be noted that LLDP-MED and the LLDP-MED FastStart
mechanismis onlyintended to run on links between LLDP-MED Network
Connectivity Devices and Endpoint Devices,and as such does not apply
to links between LAN infrastructure elements, including Network
Connectivity Devices, or other types of links.

Coordinates Location

Items Description
Latitude Latitude SHOULD be normalized to within 0-90 degrees with a maximum
of 4 digits.

Itis possibleto specify the direction to either North of the equator or
South of the equator.
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Longitude Longitude SHOULD be normalized to within 0-180 degrees with a
maximum of 4 digits.
Itis possibleto specify the direction to either East of the prime meridian
or West of the prime meridian.

Altitude Altitude SHOULD be normalized to within -32767 to 32767 with a
maximum of 4 digits.

Itis possibletoselect between two altitudetypes (floors or meters).

Meters: Representing meters of Altitude defined by the vertical datum
specified.

Floors:Representing altitudeina form more relevant in buildings which
have different floor-to-floor dimensions. An altitude = 0.0 is meaningful
even outside a building,and represents ground level at the given
latitudeand longitude. Insidea building, 0.0 represents the floor level
associated with ground level atthe mainentrance.

Map Datum The Map Datum is used for the coordinates giveninthese options:

WGS84: (Geographical 3D) - World Geodesic System 1984, CRS Code
4327, Prime Meridian Name: Greenwich.

NAD83/NAVD88: North American Datum 1983, CRS Code 4269, Prime
Meridian Name: Greenwich; The associated vertical datumis the North
American Vertical Datum of 1988 (NAVD88). This datum pairis to be
used when referencing locations onland, not near tidal water (which
would use Datum = NAD83/MLLW).

NAD83/MLLW: North American Datum 1983, CRS Code 4269, Prime
Meridian Name: Greenwich; The associated vertical datumis Mean
Lower Low Water (MLLW). This datum pairis to be used when
referencing locations on water/sea/ocean

Civic Address Location

IETF Geopriv Civic Address based Location Configuration Information (Civic Address LCl).

Items Description

Country code The two-letter I1SO 3166 country code incapital ASCII letters -
Example: DK, DE or US.

State National subdivisions (state, canton, region, province, prefecture).

County County, parish, gun (Japan), district.
City City, township, shi (Japan) - Example: Copenhagen.
City district City division, borough, city district, ward, chou (Japan).

Block Neighbourhood, block.
(Neighbourhood)

Street Street - Example: Poppelve;j.

Leading street  |Leading street direction - Example: N.
direction

Trailingstreet  Trailingstreetsuffix - Example: SW.
suffix
Street suffix Street suffix - Example: Ave, Platz.
House no. House number - Example: 21.

House no. suffix House number suffix - Example: A, 1/2.

Landmark Landmark or vanity address - Example: Columbia University.
Additional Additional locationinfo - Example: South Wing.
locationinfo

Name Name (residence and office occupant) - Example: Flemming Jahn.
Zip code Postal/zip code- Example: 2791.

Building Building (structure) - Example: Low Library.

Apartment Unit (Apartment, suite)- Example: Apt 42.

Floor Floor - Example: 4.

Room no. Room number - Example: 450F.

Placetype Placetype - Example: Office.

Postal Postal community name - Example: Leonia.

community

name

P.O. Box Post officebox (P.O. BOX) - Example: 12345.
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Additional code |Additional code- Example: 1320300003.

the LAN.

Emergency Call |Emergency Call Service(e.g. E911 and others), such as defined by TIA
Service or NENA.

Items
Policies

N - . . . . Delete
Network Policy Discovery enables the efficient discovery and diagnosis of mismatch
issues with the VLAN configuration, alongwith the associated Layer 2 and Layer 3 Policy ID
attributes, which apply for a set of specific protocol applications onthatport. Improper
network policy configurationsarea very significantissuein VolP environments that Aoolication
frequently resultinvoicequality degradation or loss of service. Tpp
ype

Policies areonlyintended for use with applicationsthathave specific 'real -time' network
policy requirements, such as interactivevoiceand/or video services.

The network policyattributes advertised are:

1. Layer 2 VLAN ID (IEEE 802.1Q-2003)

2. Llayer 2 priority value (IEEE 802.1D-2004)

3. Layer 3 Diffserv code point(DSCP) value (IETF RFC 2474)

This network policyis potentially advertised and associated with multiplesets of
application types supported on a given port. The application types specifically addressed
are:

1. Voice

2. Guest Voice

3. Softphone Voice
4.Video Conferencing
5. Streaming Video

6. Control / Signalling (conditionally supporta separate network policy for the media
types above)

A large network may support multiple VolP policies across the entire organization,and
different policies per application type. LLDP-MED allows multiple policies to be
advertised per port, each correspondingto a different application type. Different ports
on the same Network Connectivity Device may advertisedifferent sets of policies, based
on the authenticated user identity or port configuration.

It should be noted that LLDP-MED is not intended to run on links other than between
Network Connectivity Devices and Endpoints, and therefore does not need to advertise

the multitude of network policies thatfrequently runon anaggregated linkinterior to

Description

Check to delete the policy.ltwill bedeleted duringthe next save.

ID for the policy. This is auto generated and shall beused when selecting
the polices thatshall bemapped to the specific ports.

Intended use of the application types:

1. Voice - for use by dedicated IP Telephony handsets and other similar
appliancessupportinginteractivevoiceservices. Thesedevices are
typically deployed on a separate VLAN for ease of deployment and
enhanced security by isolation fromdata applications.

2. Voice Signalling (conditional) - for use in network topologies that
require a different policy for the voice signalling than for the voice
media. This application typeshould not be advertisedifall the same
network policies apply asthoseadvertisedinthe Voice application
policy.

3. Guest Voice - supporta separate'limited feature-set' voice servicefor
guest users andvisitors with their own IP Telephony handsets and other
similar appliances supportinginteractivevoiceservices.

4. Guest Voice Signalling (conditional) - for use in network topologies
that require a different policy for the guest voice signalling than for the
guest voicemedia. This application typeshould not be advertisedifall
the same network policies applyasthoseadvertisedin the Guest Voice
application policy.

5. Softphone Voice - for use by softphone applicationson typical data
centric devices, such as PCs or laptops. This class of endpoints frequently
does not support multiple VLANs, ifatall,and aretypically configured to
use an'untagged' VLAN or asingle'tagged' data specific VLAN. When a
network policyis defined for use with an'untagged' VLAN (see Tagged
flag below), then the L2 priorityfieldis ignored and only the DSCP value
has relevance.

6. Video Conferencing - for use by dedicated Video Conferencing
equipment and other similar appliances supporting real-timeinteractive
video/audio services.
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7. Streaming Video - for use by broadcastor multicastbased video
content distribution and other similar applications supporting streaming
video services thatrequire specific network policy treatment. Video
applicationsrelying on TCP with buffering would not be an intended use
of this application type.

8. Video Signalling (conditional) - for usein network topologies that
require a separatepolicy for the video signalling than for the video
media. This application typeshould not be advertisedifall the same
network policies apply asthoseadvertisedinthe Video Conferencing
application policy.

Tag Tag indicating whether the specified application typeis usinga 'tagged'
or an'untagged' VLAN.
Untagged indicates thatthe device is usingan untagged frame format
andas suchdoes notincludea tag header as defined by IEEE 802.1Q-
2003.In this case, both the VLAN ID and the Layer 2 priorityfields are
ignored and only the DSCP valuehas relevance.
Tagged indicates thatthe deviceis usingthe IEEE 802.1Q tagged frame
format, and that both the VLAN ID and the Layer 2 priorityvalues are
being used, as well as the DSCP value. The tagged formatincludes an
additional field, known as the tag header. The tagged frame format also
includes priority tagged frames as defined by IEEE 802.1Q-2003.

VLAN ID VLAN identifier (VID) for the port as defined in IEEE 802.1Q-2003.

L2 Priority L2 Priorityis the Layer 2 priority to be used for the specified application
type. L2 Priority may specify one of eight priority levels (0 through 7), as
defined by IEEE 802.1D-2004. Avalueof O represents use of the default
priority as definedin |EEE 802.1D-2004

DSCP DSCP valueto be used to provide Diffservnode behaviour for the
specified application type as defined in [ETF RFC 2474.DSCP may contain
one of 64 code pointvalues (0 through 63). A value of O represents use
of the default DSCP valueas defined in RFC 2475

Button

Save

Clickto save changes.

Reset i .
EEEE Clickto undo any changes made locallyandrevert to previously saved values.

4.3.20 EPS

Ethernet Protection Switching

Items

Delete

EPS ID

Domain

Architecture

W Flow

P Flow
W SF MEP
P SF MEP
APS MEP
Alarm

Button

[ Add New EPS |

Sav

The Ethernet (Linear) Protection Switch instances are configured here.

[ Refresh |
w P WSF PSF  APS

Flow Flow MEP MEP Mep Alam

Domain Architecture

Description

This box is used to mark an EPS for deletion in next Save operation.

The ID of the EPS. Click on the ID of an EPS to enter the configuration
page.

Port: This will createa EPS inthe Port Domain.'W/P Flow' is a Port.
Esp: Future use

Evc: This will createa EPS inthe EVC Domain.'W/P Flow'is a EVC

Mpls:Future use

Port: This will createa 1+1 EPS.
Port: This will createa 1:1 EPS.

The working flow for the EPS - See 'Domain'.
The protecting flow for the EPS - See 'Domain’.
The working Signal Fail reporting MEP.

The protecting Signal Fail reporting MEP.

The APS PDU handling MEP.

There isanactivealarmon the EPS.

Clicktoadd a new EPS entry.

e
Clickto save changes.
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EVC MIP: On Serval, this is the Subscriber VID that identify the subscriber

Reset cli .
icktoundo anychanges made locallyand revert to previously saved values. . . . .
Y & y P Y flow in this EVC where the MIP is active.

4.3.21 MEP

. . s . This MAC The MAC of this MEP - can be used by other MEP when unicastis
The Maintenance Entity Pointinstances are configured here.

selected (Info only).

Alarm There isanactivealarmon the MEP.
Maintenance Entity Point EEn
M Button
Delete Instance Domain Mode Direction Residence Level Flow Tagged Add New MEP .
Port Instance  VID MAC Clicktoadd a new MEP entry.
[ addnew | | ) ) | Save |

Clicktosave changes.

Reset

Clicktoundo any changes made locally and revert to previously saved values.
4.3.22 MAC Table

Items Description
The MAC Address Table is configured on this page. Set timeouts for entries inthe
Delete This box is used to mark an EPS for deletion in next Save operation. dynamic MAC Table and configure the static MAC table here.
Instance The ID of the MEP. Click on the ID of a MEP to enter the configuration MAC Address Table Configuration
page. Aging Configuration
Domain Port: Thisis a MEP inthe Port Domain. 'Flow Instance'is a Port. Disable Automatic Aging W
Evc: Thisis a MEP inthe EVC Domain.'Flow Instance'is a EVC Aging Time
Mode MEP: This is a Maintenance Entity End Point. MAC Table Leamning
MIP: This is a Maintenance Entity Intermediate Point. 2 5
. . . P ) . . . X Auto [+] [+]
Direction Up: ThIS is a Down MEP - monitoring ingress OAM and traffic on Disable @ ® P
'Residence Port'. Secure @ @ ®
Down: Thisis a Up MEP - monitoring egress OAM and traffic on Static MAC Table Configuration

Residence Port'. Port Members

; . N N i 1234567891011 1213 14 15
Residence The port where MEP is monitoring -see 'Direction’. Lo ol LWl s

Port

[ Addmew |

Level The MEG level of this MEP.

[ save || Reset |
Flow Instance The MEP is related to this flow - See 'Domain’.

Aging Confi ti
Tagged VID |Port MEP: An outer C/S-tag (depending on VLAN Port Type) is added 81ng ontiguration

with this VID. Entering '0' means no TAG added.
Items Description
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Aging Time

By default, dynamic entries are removed from the MAC table after 300
seconds. This removal is also called aging.

Configure agingtime by entering a value here inseconds; for example,
Age time seconds.

The allowed rangeis 10 to 1000000 seconds.

Disablethe automatic aging of dynamic entries by checking Disable
automatic aging.

MAC Table Learning

Ifthe learning mode for a given portis greyed out, another module is in control of the
mode, sothatit cannotbe changed by the user. An example of sucha module is the
MAC-Based Authentication under 802.1X.

Each port cando learning based upon the followingsettings:

Items

Auto

Description

Learning is done automatically as soon as a framewith unknown SMAC
is received.

Disable

No learningis done.

Secure

Onlystatic MAC entries are learned, all other frames aredropped.

Note: Make surethat the link used for managingthe switchis added to
the Static Mac Tablebefore changingto securelearning mode,

otherwise the management linkislostandcanonlyberestored by using

another non-secure port or by connecting to the switch via the serial
interface.

Static MAC Table Configuration

The static entries inthe MAC tableare shown in this table. The static MAC table can
contain 64 entries.

The MAC tableis sorted firstby VLAN ID and then by MAC address.

Items

Delete

Description

Check to delete the entry. It will bedeleted during the next save.

TL2-FG142

VLAN ID The VLAN ID of the entry.

MAC Address The MAC address of the entry.

Port Checkmarks indicate which ports are members of the entry. Check or
Members uncheck as needed to modify the entry.

Button

| Add Mew Static

Enin Click Add New Static Entry to add a new entry to the static MAC
table. Specify the VLAN ID, MAC address, and port members for the new entry. Click
"Save".

Save .
—— Clicktosave changes.

Reset R .
= Clicktoundo anychanges made locally and revert to previously saved values.

4.3.23 VLAN Translation

Q-in-Qtunneling and VLAN translation allowservice providers to create a Layer 2
Ethernet connection between two customer sites. Providers can segregate different
customers’ VLAN traffic on a link (for example, if the customers use overlapping VLAN
IDs) or bundledifferent customer VLANs into a singleservice VLAN. Data centers canuse
Q-in-Qtunneling and VLAN translation to isolatecustomer traffic withina singlesiteor
to enable customer traffic flows between cloud data centers in different geographic
locations.

4.3.23.1 Port to Group Mapping
This page allows you to map set of Port members to a Group ID for all switch ports.

© Copyright 2022 TRENDnet. All Rights Reserved.

67



TRENDnet User’s Guide

Port to Group mapping Table

1
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[ ]
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o

Auto-refresh Wl | Refresh |
Port Members
9 10
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L]
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]
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The displayed settings are:

Items

Group ID

Port
Members

Description

A validGroupIDis aninteger value form 1 to 26. A set of VLAN
Translationsaremapped to a group Id. This way a portis mapped to a
listof VLAN Translationseasily by mappingitto a group. Number of
groups in this switchis equal to the number of ports (26) present in this
switch. A port canbe mapped to any of the groups. Multiple ports can
alsobemapped to a group with same group Id.

Note: By default, each port is mapped to a group with a group Id equal
to the port number. For example, port 1is mapped to the group with
ID=1.

A row of radio buttons, one radio button for each portis displayed for
each Group ID. To includea portina Group, clickthe radio button. A
port must belong to at leastone group.

Adding a New Port to Group mappingentry

Click Add New Entry to adda new entry in Port to Group Mapping

Table. An empty row is added to the tablewith the Group IDand array of
radio buttons, one radio button for each port(click correspondingradio

TL2-FG142

button to make port to be member of a particular Group). Note thatif a
VLAN translationis enabled ona management port for management
VLAN, itmay disruptthe management connectivityinsome cases.

Legal values fora VLAN ID are 1 through 4095.
The Delete button canbe usedto undo the addition of new entry.

Button

Save

Clicktosave changes.

Reset

4.3.23.2 VID Translation Mapping

This page allows youto map VLAN IDto other VLAN ID for a particularGroup ID
Globally.

Clickto undo anychanges made locally and revert to previously saved values.

VLAN Translation Table

Delete Group ID
Mo VLAN Translation entry found

Auto-refresh M [ Refresh |
VLANID Translated to VID

[ Addnew |

[ sae || Reset |
The displayed settings are:

Items Description

Delete To delete a VLAN Translation Group databaseentry, check this box. The
entry will bedeleted on the switch duringthe next Save

AvalidGroupIDis aninteger value from 1 to 26. A set of VLAN
Translationsaremapped to a group Id. This way a portis mapped to a
listof VLAN Translations easily by mappingitto a group. Number of
groups ina switchis equal to the number of ports present in this switch.
A port can be mapped to any of the groups. Multipleports canalso be
mapped to a group with same group Id.

Group ID

Note: By default, each port is mapped to a group with a group Id equal
to the port number. For example, port 1is mapped to the group with
ID=1.

© Copyright 2022 TRENDnet. All Rights Reserved.

68



TRENDnet User’s Guide TL2-FG142

VLAN ID Indicates the ID to which Group ID will bemapped. Avalid VLAN ID

ranges from 1-4095.

Global VLAN Configuration

Allowed Access VLANs
Ethertype for Custom S-ports

Port VLAN Configuration

1

Translatedto Indicates the VID to which VLAN ID of ingress frames will bechanged, if

VLAN ID VID inincomingframes if same as configured in VLAN ID field preceded
o . . . Port Mode Port Port Type Ingress Ingress Egress Forbidden

by this field on member ports of a particulargroup to which this entry VLAN Filtering Acceptance Tagging
v sy v | <> v |1

belongs — — — T
. v gged and Untagged ¥ | Untag Port VLAN ¥ |1
. . v Tagged and Untagged ¥ || Untag Port VLAN v |1
Adding a New VLAN Translation entry : P EPE e e A [y mmcpe YT £
) . . v Tagged and Untagged ¥ | Untag Port VLAN v |1
Click Add New Entry to adda new entry in VLAN Translationtable. An = Tosacd and Untzgaed | Unie PorrViAN v |
empty row is added to the table, the Group ID, VLAN IDand Translated r Jagged and Untagged v | Untag Port VLAN ¥ |1
. . v Tagged and Untagged v | Untag Port VLAN v |1
to VID fields can beconfigured as needed. Legal values fora VLAN IDare = Tagged and Uniagaed v | Uniag PortV :
1 th rough 4095 v Tagged and Untagged ¥ | Untag Port VLA 1
v Tagged and Untagged v | Untag Port 1
The Delete button canbe usedto undo the addition of new entry. r Tagged and Untagged ¥ | Untag Port !
v Tagged and Untagged v | Untag Port VLA 1
4 3 24 VLANS v Tagged and Untagged v | Untag Port VLA 1
- v Tagged and Untagged v | Untag Port VLA 1
VLANs allow network administrators to group hosts together even ifthe hosts arenot ’ Tagged and Uniagged ¥ { Uniag Port VLAN v 1

on the same network switch. This can greatly simplify network design and deployment,
because VLAN membership can be configured through software. Without VLANs,
groupinghosts accordingto their resource needs necessitates the labor of relocating

Global VLAN Configuration

nodes or rewiringdata links.

This page allows for controlling VLAN configuration on the switch. teue LB I
The pageis divided into a global section and a per-port configuration section. Allowed This field shows the allowed Access VLANS, i.e. it only affects ports
Access VLANs configured as Access ports. Ports in other modes are members of all

VLANs specifiedinthe Allowed VLANs field. By default, only VLAN 1 is
enabled. More VLANs may be created by usinga listsyntax where the
individual elements are separated by commas. Ranges are specified with
adashseparatingthe lower and upper bound.

The following example will createVLANs 1, 10,11, 12, 13, 200, and 300:
1,10-13,200,300.Spaces are allowed in between the delimiters.

Ethertype for
Custom S-
ports

This field specifies the ethertype/TPID (specified in hexadecimal) used
for Custom S-ports. The setting is inforcefor all ports whose Port Type is
setto S-Custom-Port.

Port VLAN Configuration
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Port

Mode

Items

Description

This is the logical port number of this row.

The port mode (defaultis Access)determines the fundamental behavior
of the portin question. A portcanbe inone of three modes as described
below.

Whenever a particularmode is selected, the remainingfields inthatrow
will beeither grayed out or made changeabledepending on the mode in
question.

Grayed out fields showthe valuethat the port will get when the mode is
applied.

Access:

Access ports are normally used to connect to end stations. Dynamic

features like Voice VLAN may add the portto more VLANs behind the POrt VLAN
scenes. Access ports have the following characteristics:
Member of exactly one VLAN, the Port VLAN (a.k.a. Access VLAN), which
by defaultis 1
Accepts untagged and C-tagged frames
Discardsallframes thatare not classified to the Access VLAN
On egress all frames classified to the Access VLAN are transmitted
untagged. Other (dynamically added VLANs) are transmitted tagged
Trunk:
Port Type

Trunk ports can carry traffic on multiple VLANs simultaneously,andare
normally used to connect to other switches. Trunk ports have the
following characteristics:

By default, a trunk port is member of all VLANs (1-4095)

The VLANs thata trunk portis member of may be limited by the use of
Allowed VLANs

Frames classified to a VLAN that the portis not a member of are
discarded

TL2-FG142

By default, all frames but frames classified to the Port VLAN (a.k.a.
Native VLAN) get tagged on egress. Frames classified to the Port VLAN
do not get C-tagged on egress

Egress taggingcan be changed to tag all frames,inwhichcaseonly
tagged frames areaccepted on ingress

Hybrid:

Hybrid ports resemble trunk ports in many ways, but adds additional

port configuration features.In addition to the characteristics described
for trunk ports, hybrid ports have these abilities:

Can be configured to be VLAN tag unaware, C-tag aware, S-tag aware, or
S-custom-tag aware

Ingress filtering can be controlled

Ingress acceptance of frames and configuration of egress taggingcan be
configured independently

Determines the port's VLAN ID (a.k.a. PVID). Allowed VLANs areinthe
range 1 through 4095, defaultbeing 1.

On ingress, frames get classified to the Port VLAN ifthe portis
configured as VLAN unaware, the frame is untagged, or VLAN awareness
is enabled on the port, but the frame is priority tagged (VLAN 1D = 0).

On egress, frames classified to the Port VLAN do not get tagged if Egress
Tagging configurationis setto untag Port VLAN.

The Port VLAN is calledan"Access VLAN" for ports in Access mode and
Native VLAN for ports in Trunk or Hybrid mode.

Ports in hybrid mode allow for changingthe port type, thatis, whether a
frame's VLAN tagis usedto classify theframe on ingress to a particular
VLAN, andifso, which TPID it reacts on. Likewise, on egress, the Port
Type determines the TPID of the tag, ifa tagis required.

Unaware:

On ingress, all frames, whether carryinga VLAN tag or not, get classified
to the Port VLAN, and possibletags arenot removed on egress.

C-Port:
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Ingress
Filtering

Ingress
Acceptance

On ingress,frames with a VLAN tag with TPID = 0x8100 get classified to
the VLAN ID embedded inthe tag. Ifa frame is untagged or priority
tagged, the frame gets classified tothe Port VLAN. Ifframes must be
tagged on egress, they will be tagged with a C-tag.

Egress

S-Port: ]
Tagging

On ingress,frames with a VLAN tag with TPID = 0x8100 or Ox88A8 get
classified tothe VLAN ID embedded inthe tag. If a frame is untagged or
priority tagged, the frame gets classified to the Port VLAN. Ifframes
must be tagged on egress, they will be tagged with an S-tag.

S-Custom-Port:

On ingress,frames with a VLAN tag with a TPID =0x8100 or equal to the
Ethertype configured for Custom-S ports get classified to the VLAN 1D
embedded inthe tag. If a frame is untagged or priority tagged, the frame
gets classified to the Port VLAN. Ifframes must be tagged on egress, they
will betagged with the custom S-tag.

Hybrid ports allow for changingingress filtering. Access and Trunk ports
always haveingress filtering enabled.

Ifingress filteringis enabled (checkbox is checked), frames classified to a

VLAN that the portis not a member of get discarded.
Allowed

Ifingress filteringis disabled, frames classified to a VLAN that the portis VLAN
s

not a member of are accepted and forwarded to the switch engine.
However, the port will never transmitframes classified to VLANs that it
is not a member of.

Hybrid ports allow for changing the type of frames that are accepted on
ingress.

Tagged and Untagged
Both tagged and untagged frames are accepted. VLANS
Tagged Only

Onlytagged frames areaccepted on ingress. Untagged frames are
discarded.

Forbidden

TL2-FG142

Untagged Only
Only untagged frames areaccepted on ingress. Tagged frames are
discarded.

Ports in Trunk and Hybrid mode may control the tagging of frames on
egress.

Untag Port VLAN

Frames classified to the Port VLAN are transmitted untagged. Other
frames aretransmitted with the relevanttag.

Tag All

All frames, whether classified tothe Port VLAN or not, are transmitted
with a tag.

Untag All
All frames, whether classified to the Port VLAN or not, are transmitted
without a tag.

This optionis onlyavailablefor ports in Hybrid mode.

Ports in Trunk and Hybrid mode may control which VLANs they are
allowed to become members of. Access ports canonly be member of
one VLAN, the Access VLAN.

The field's syntaxis identical to the syntax used inthe Enabled VLANs
field. By default, a Trunk or Hybrid port will become member of all
VLANs, andis therefore set to 1-4095.

The field may be left empty, which means that the port will notbecome
member of any VLANs.

A port may be configured to never be member of one or more VLANSs.
This is particularly useful when dynamic VLAN protocols like MVRP and
must be prevented from dynamically adding ports to VLANSs.

The trickis to mark such VLANs as forbidden on the portinquestion. The
syntaxis identical tothe syntax used inthe Enabled VLANs field.
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By default, the fieldis left blank, which means that the port may become
a member of all possible VLANs.

Button

Save .
22 Clickto save changes.

Reset X .
LT==2 0 Clickto undo any changes made locallyandrevert to previously saved values.

4.3.25 Private VLANSs

Ina privateVLAN, PVLANs providelayer 2 isolation between ports within the same
broadcastdomain.lsolated ports configured as part of PVLAN cannot communicate with
each other. Member ports of a PVLAN can communicate with each other.

4.3.25.1 Private VLAN Membership

The Private VLAN membership configurations for the switch can be monitored and
modified here. Private VLANs canbe added or deleted here. Port members of each
Private VLAN canbe added or removed here.

Private VLANs are based on the sourceport mask, and there are no connections to
VLANs. This means that VLAN IDs and Private VLAN IDs can be identical.

A port must be a member of both a VLAN and a PrivateVVLAN to be ableto forward
packets. By default, all ports are VLAN unaware and members of VLAN 1 and Private
VLAN 1.

A VLAN unaware port canonly be a member of one VLAN, but itcanbe a member of
multiple Private VLANSs.

Private VLAN Membership Configuration PE—
Auto-refresh B | Refresh |

Port Members
3 4 5 6 7 8 9 10 11 12 13 14 15

1 2

Delete PVLANID
-1

Items Description

Delete To delete a private VLAN entry, check this box. The entry will be deleted
duringthe next save.

Private VLAN |Indicates the ID of this particular private VLAN.

ID

Port A row of check boxes for each portis displayed for each private VLAN ID.

Members To includea portina Private VLAN, check the box. To remove or exclude
the port from the Private VLAN, make surethe box is unchecked. By
default, no ports are members, andall boxes areunchecked.
Adding a New Private VLAN
Click Add New Private VLAN to adda new private VLAN ID.An empty
row is added to the table, and the private VLAN can be configured as
needed. The allowed range for a private VLAN ID is the same as the
switch port number range. Any values outsidethis range arenot
accepted, anda warning message appears. Click "OK" to discard the
incorrectentry, or click"Cancel" toreturn to the editing and make a
correction.
The Private VLAN is enabled when you click "Save".
The Delete button canbe usedto undo the addition of new Private
VLANs.

Button

S
w2 Clickto save changes.
Reset

Clicktoundo anychanges made locallyandrevert to previously saved values.
4.3.25.2 Port Isolation
This pageis used for enablingor disabling portisolation on ports ina Private VLAN.

A port member of a VLAN can be isolated to other isolated ports on the same VLAN and
Private VLAN.

Port Isolation Configuration

Port Number
6 7 8 9 10 11 12 13 14 15

Auto-refresh Wl | Refresh |

Items Description
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Port A check box is provided for each port of a private VLAN.
Members When checked, portisolationisenabled onthat port.

When unchecked, portisolationisdisabled onthat port.

By default, portisolationisdisabled onall ports.

Button
Save
W22 Clicktosave changes.

Reset
L2geet) Clicktoundo anychanges made locally and revert to previouslysaved values.
4.3.26 VCL
4.3.26.1 MAC-based VLAN
The MAC-based VLAN enties can be configured here. This page allows for addingand
deleting MAC-based VLAN entries and assigningtheentries to different ports. This page
shows only static entries.

MAC-based VLAN Membership Configuration

Auto-refresh M [ Refresn |
Port Members

Delete MAC Address VLANID 12345678910 11 12 13 14 15
Curmrently no entries present

[ Add New |

Items Description

Delete To delete a MAC-based VLAN entry, check this box and press save. The
entry will bedeleted inthe stack.

MAC Address |Indicates the MAC address.
VLAN ID Indicates the VLAN |D.

Port A row of check boxes for each portis displayed for each MAC-based

Members VLAN entry. To includea portina MAC-based VLAN, check the box. To
remove or exclude the port from the MAC-based VLAN, make sure the

box is unchecked. By default, no ports are members, and all boxes are
unchecked.

Adding a New MAC-based VLAN

Click Add New Entry to adda new MAC-based VLAN entry. An empty
row is added to the table, and the MAC-based VLAN entry canbe
configured as needed. Any unicast MAC address can be configured for
the MAC-based VLAN entry. No broadcastor multicast MAC addresses
are allowed. Legal values for a VLAN IDare 1 through 4095.

The MAC-based VLAN entry is enabled when you clickon "Save". A MAC-
based VLAN without any port members will bedeleted when you click
"Save"

.The Delete button canbe used to undo the addition of new MAC-
based VLANs. The maximum possible MAC-based VLAN entries are
limited to 256.

Button
Save
(Save ] Clicktosave changes.

Reset . .
(Hoset | Clicktoundo anychanges made locally and revert to previously saved values.

4.3.26.2 Protocol-based VLAN

Ina switch that supports protocol-based VLANSs, trafficis handled onthe basis of its
protocol.Essentially, this segregates or forwards traffic from a port depending on the
particularprotocol of that traffic; traffic of any other protocol is not forwarded on the
port.

4.3.26.2.1 Protocol to Group

This page allows you to add new protocols to Group Name (unique for each Group)
mappingentries as well as allowyou to see and delete already mapped entries for the
switch.

Protocol to Group Mapping Table

Auto-refresh W IWI
Delete Frame Type Value Group Name
No Group entry found!

[ add New |

[ Save :||: Resat :|
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The displayed settings are:

Items Description

Delete To delete a Protocol to Group Name map entry, check this box. The
entry will bedeleted on the switch duringthe next Save.

Frame Type Frame Type can have one of the followingvalues:
Ethernet
LLC
SNAP
Note: On changingthe Frame type field, valid value of the following text
field will vary dependingon the new frame type you selected.
Value Validvaluethat can be entered inthis text field depends on the option
selected from the the preceding Frame Type selection menu.
Below is the criteria for three different Frame Types:

For Ethernet: Values inthe text field when Ethernet is selectedas a
Frame Type is called etype. Valid values for etype ranges from 0x0600-
Oxffff

For LLC: Valid valueinthis caseis comprised of two different sub-values.

a. DSAP: 1-byte long string (0x00-0xff)
b. SSAP: 1-byte longstring (0x00-0xff)

For SNAP: Validvalueinthis casealsois comprised of two different sub-
values.

a. 0Ul: OUI (Organizationally Uniqueldentifier) is valuein format of xx-
xx-xx where each pair (xx)instringis a hexadecimal valueranges from
0x00-0xff.

b. PID: If the OUI is hexadecimal 000000, the protocol ID is the Ethernet
type (EtherType) field valuefor the protocol runningon top of SNAP; if
the OUl is an OUl for a particular organization, the protocol ID is a value
assigned by that organization to the protocol runningon top of SNAP.

In other words, if value of OUI field is 00-00-00 then value of PID will be
etype (0x0600-0xffff)and if value of OUI is other than 00-00-00 then
validvalueof PID will be any valuefrom 0x0000 to Oxffff.

Group Name A valid Group Name is a unique16-character longstringfor every entry
which consists of a combination of alphabets (a-zor A-Z) and integers(0-
9).
Note: special character and underscore(_) arenot allowed.
Adding a New Group to VLAN mapping entry

Click Add New Entry to adda new entry in mappingtable. An empty
row is added to the table; Frame Type, Value and the Group Name can
be configured as needed.

The Delete button canbe usedto undo the addition of new entry. The
maximum possible Protocol to Group mappings arelimitedto 128.
Button

Save
S Clickto save changes.

Reset
L2220 Clickto undo any changes made locallyand revert to previously saved values.
4.3.26.2.2 Group to VLAN

This page allows you to map a already configured Group Name to a VLAN for the switch.

Group Name to VLAN mapping Table

Autorefresh M | Refresh |
Port Members
Delete GroupName VLANID 1234567891011 12131415
No Group entries

[ AddNew |

[ sae |[ Reset |

The displayed settings are:

Items Description

Delete To delete a Group Name to VLAN map entry, check this box. The entry
will bedeleted on the switch duringthe next Save

Group Name A validGroup Name is astringatthe most 16 characters which consists

of a combination of alphabets (a-zor A-Z) and integers(0-9), no special
characteris allowed. whichever Group name you try map to a VLAN
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must be present in Protocol to Group mapping table and must not be
pre-used by any other existing mappingentry on this page.

VLAN ID Indicates the ID to which Group Name will be mapped. A valid VLAN ID
ranges from 1-4095.
Port Members
A row of check boxes for each portis displayed for each Group Name to
VLAN ID mapping. To includea portin a mapping, check the box. To
remove or exclude the port from the mapping, make surethe box is

unchecked. By default, no ports aremembers, and all boxes are
unchecked.

Adding a New Group to VLAN mapping entry

Click Add New Entry to adda new entry in mappingtable. An empty
row is added to the table, the Group Name, VLAN IDand port members
canbe configured as needed. Legal values fora VLAN ID are1 through
4095.

The Delete button canbe usedto undo the addition of new entry. The
maximum possible Group to VLAN mappings arelimited to 64.

Button

Save
S22 Clicktosave changes.

Reset
S22 Clicktoundo any changes made locallyandrevert to previously saved values.

4.3.26.3 IP Subnet-based VLAN

The IP subnet-based VLAN enties can be configured here. This page allows for adding,
updatingand deleting IP subnet-based VLAN entries and assigningtheentries to
different ports. This page shows only static entries.

IP Subnet-based VLAN Membership Configuration
Auto-refresh Il | Refresh |

Port Members
Delete VCEID IP Address Masklength VLANID 12345678910 1112 13 1415
Currently no eninies present

[ sae | Reset |

Items Description

Delete To delete a IP subnet-based VLAN entry, check this box and press save.
The entry will bedeleted inthe stack.

VCE ID Indicates the index of the entry. Itis user configurable.It's valueranges
from 0-128. I1fa VCE ID is 0, application will auto-generate the VCE ID for
that entry. Deletion and lookup of IP subnet-based VLAN are based on
VCE ID

IP Address Indicates the IP address.
Mask Length | Indicates the network mask length.
VLAN ID Indicates the VLAN ID. VLAN ID can be changed for the existingentries.

Port A row of check boxes for each portis displayed for each IP subnet-based

Members VLAN entry. To includea portina IP subnet-based VLAN, check the box.
To remove or exclude the port from the IP subnet-based VLAN, make
sure the boxis unchecked. By default, no ports are members, and all
boxes areunchecked.

Adding a New IP subnet-based VLAN

Click Add New Entry to adda new IP subnet-based VLAN entry. An
empty row is added to the table, and the IP subnet-based VLAN entry
canbe configured as needed. Any IP address/maskcanbeconfigured for
the IP subnet-based VLAN entry. Legal values fora VLAN IDare 1
through 4095.

The IP subnet-based VLAN entry is enabled when you click on "Save".
The Delete button canbe usedto undo the addition of new IP subnet-
based VLANs. The maximum possibleIP subnet-based VLAN entries are
limited to 128.

Button

Save
S Click to save cha nges.

Reset R .
=21 Clickto undo any changes made locallyand revert to previously saved values.
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4.3.27 Voice VLAN

Delete To delete a IP subnet-based VLAN entry, check this box and press save.
Voice VLAN is VLAN configured specially for voicetraffic. By adding the ports with voice The entry will bedeleted inthe stack.
devices attached to voice VLAN, we can perform QoS-related configuration for voice . . . .

Mode Indicates the Voice VLAN mode operation. We must disable MSTP

data, ensuringthe transmission priority of voicetraffic and voice quality.
4.3.27.1 Configuration
The Voice VLAN feature enables voicetraffic forwardingonthe Voice VLAN, then the

switch can classify and schedule network traffic. Itis recommended that there be two
VLANs on a port - one for voice, one for data. Before connecting the IP device to the

feature before we enable Voice VLAN. It canavoidthe conflictofingress
filtering. Possible modes are:

Enabled: Enable Voice VLAN mode operation.
Disabled:DisableVoice VLAN mode operation.

switch, the IP phone should configurethe voice VLAN ID correctly. It should be VLAN ID Indicates the Voice VLAN ID. It should be a unique VLAN IDin the system
configured through its own GUI. and cannot equal each port PVID. Itis a conflictin configurationif the
Voice VLAN Configuration valueequals management VID, MVR VID, PVID etc. The allowed rangeis
1 to 4095.
Mode Disabled
VLAN ID 1000 Aging Time | Indicates the Voice VLAN secure learningagingtime. The allowed range

Aging Time RO

is 10 to 10000000 seconds. Itis used when security mode or auto detect
Traffic Class  [igl+)]

mode is enabled. In other cases,itwill bebased on hardwareagingtime.
The actual agingtime will besituated between the [age_time; 2 *
Port Configuration age_time] interval.

Port _Mode  _Security Discovery Protocol Traffic Class |Indicates the Voice VLAN traffic class. All traffic on the Voice VLAN will
<= r = v
applythis class.

Disabled v | Disabled ¥
Disabled ¥ | Disabled ¥
Disabled v | Disabled ¥
Disabled ¥ | Disabled ¥
Disabled v | Disabled v
Disabled ¥ | Disabled ¥
Disabled v | Disabled v
Disabled ¥ | Disabled ¥
Disabled v | Disabled »
Disabled v | Disabled ¥
Disabled v | Disabled »
Disabled v | Disabled ¥
Disabled v | Disabled »
Disabled v | Disabled ¥
Disabled v | Disabled »

Port Mode Indicates the Voice VLAN port mode.

Possible portmodes are:
Disabled:Disjoin from Voice VLAN.

Auto: Enableauto detect mode. It detects whether there is VolP phone
attached to the specific portand configures the Voice VLAN members
automatically.

Forced: Force jointo Voice VLAN.

Port Security Indicates the Voice VLAN port security mode. When the functionis
enabled, all non-telephonic MAC addresses in the Voice VLAN will be
blocked for 10 seconds. Possible port modes are:

AR AR IR IEEEIERERENENERENERE]

Enabled: Enable Voice VLAN security mode operation.

Disabled:DisableVoice VLAN security mode operation.

Items Description
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Port Indicates the Voice VLAN port discovery protocol. It will only work when
Discovery auto detect mode is enabled. We should enableLLDP feature before
Protocol configuring discovery protocol to "LLDP" or "Both". Changing the

discovery protocol to "OUI" or "LLDP" will restartauto detect process.
Possiblediscovery protocols are:

OUI: Detect telephony device by OUI address.
LLDP: Detect telephony device by LLDP.
Both: Both OUI and LLDP.

Button

Save
bl Clickto save changes.

Reset
=2 Clickto undo any changes made locallyandrevert to previously saved values.

4.3.27.2 OUI
Voice VLAN OUI Configuration

Configure VOICE VLAN OUI tableon this page. The maximum number of entries is 16.
Modifyingthe OUI tablewill restartauto detection of OUI process.

Voice VLAN OUI Table

Delete Telephony OUI Description
00-01-e3 Siemens AG phones
00-03-6b Cisco phones
00-0fe2 H3C phones
00-60-b9 Philips and NEC AG phones
00-d0-1e Pingtel phones
00-e0-75 Polycom phones
00-e0-bb 3Com phones

[ addnew |

|ﬁ [ Reset |

Items Description

Delete Check to delete the entry. It will bedeleted during the next save.

Telephony A telephony OUl address is a globally uniqueidentifier assignedto a
oul vendor by IEEE. It must be 6 characters longandthe input formatis "xx-
xx-xx" (xis a hexadecimal digit).

Description  The description of OUI address.Normally,itdescribes which vendor
telephony device itbelongs to. The allowed stringlength is 0 to 32.

4.3.28 Ethernet Services
4.3.28.1 Port

This page displays current EVC port configurations. Thesettings can also be configured
here.
Port Configuration
Port DElMode TagMode Address Mode

00 =~ M N & W k=

w

Al a|a]a]a]a]a]a]a]~
Al a|a]a]a]a]a]a]a]~

Items Description
Port The logical portfor the settings contained in the same row.
DEl Mode The DEI mode for an NNI port determines whether frames transmitted

on the port will havethe DEI fieldin the outer tag marked based on the
colour of the frame. The allowed values are:

Coloured: The DEl is 1 for yellow frames and O for green frames.

Fixed: The DEl valueis determined by ECE rules.
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Tag Mode

Address
Mode

Button
Save

Reset

The tag mode specifying whether the EVC classification mustbe based
on the outer or innertag. This can be used on NNI ports connected to
another serviceprovider, where an outer "tunnel" tagis added together
with the inner tag identifying the EVC. The allowed values are:

Inner: Enable inner tagin EVC classification.

Outer: Enable outer tag in EVC classification.

The IP/MAC address mode specifying whether the EVC classification

must be based on source (SMAC/SIP) or destination (DMAC/DIP)
addresses.The allowed values are:

Source: Enable SMAC/SIP matching.
Destination: Enable DMAC/DIP matching.

Clicktosave changes.

L2220 Clickto undo any changes made locallyandrevert to previously saved values.
4.3.28.2 Bandwidth Profiles
This page displays current EVC ingress bandwidth profile configurations. These policers

may be used to limitthe traffic received on UNI ports. The settings canalso be
configured here.

TL2-FG142

Bandwidth Profiles Configuration

<

EBS
(bytes)

Policer Rate

Mode Type CIR(kbps)

EIR (kbps)

Disabled

Data v

Disabled

-

Data

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Items

Start Policer
ID

Number of
Entries

PolicerID

State

Disabled

MR R R R R B
MR R R R R B
MR R R R R B
OO0 OO0 o000 o000 o000 o000 o0 o0 o000
OO0 OO0 o000 o000 o000 o000 o0 o0 o000
OO0 OO0 o000 o000 o000 o000 o0 o0 o000
OO0 OO0 o000 o000 o000 o000 o0 o0 o000

MR R R R R R R L

Description

The startPolicer IDfor displayingthetable entries. The allowed range s
from 1 through 256.

The number of entries per page. The allowed rangeis from 2 through
256.

The Policer IDis used to identify one of the 256 policers.

The administrative state of the bandwidth profile. The allowed values
are:

Enabled: The bandwidth profileenabled.
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Disabled: The bandwidth profileis disabled.

Policer Mode The colour mode of the bandwidth profile. The allowed values are:
Coupled: Colour-aware mode with couplingenabled.
Aware: Colour-aware mode with couplingdisabled.

CIR The Committed Information Rate of the bandwidth profile. The allowed
rangeis from 0 through 10000000 kil obit per second.

CBS The Committed Burst Size of the bandwidth profile. The allowed rangeis
from 0 through 100000 bytes.

EIR The Excess Information Rate of the bandwidth profile. The allowed range
is from 0 through 10000000 kil obit per second.

EBS The Excess Burst Size of the bandwidth profile. The allowed rangeis
from 0 through 100000 bytes.
Button
Save

= Clickto save changes.

Reset . .
""" Clicktoundo anychanges made locally and revert to previously saved values.

4.3.28.3 EVCs
This page displays current EVC configurations. On this system, only Provider Bridge
based EVCs aresupported.

EVC Control List Configuration

Auto-refresh W | Refresh | | Remove All |

Outer
Tag

PCP DEl VID

Inner Tag

PCP/DEI
Preservation

Vi

IVID Leaming Type o VID NNI

Ports

Items Description
EVC ID The EVC ID identifies the EVC. The rangeis from 1 through 128.
VID The VLAN [Dinthe PB network. It may be inserted ina C-tag, S-tag or S-

custom tag depending on the NNI port VLAN configuration.The rangeis
from 1 through 4095.

IVID The Internal/classified VLAN ID in the PB network. The rangeis from1
through 4095.
Learning The learning mode for the EVC controls whether source MAC addresses

are learned for frames matchingthe EVC. Learningmay be disabledif the
EVC onlyincludes two UNI/NNI ports. The possiblevalues are:

Enabled: Learningis enabled (MAC addresses arelearned).
Disabled:Learningis disabled (MAC addresses arenot learned).
Inner Tag The inner tag type is used to determine whether an innertagisinserted
Type inframes forwarded to NNI ports. The possiblevalues are:
None: An innertagis notinserted.
C-tag: An inner C-tagis inserted.
S-tag: An inner S-tagis inserted.
S-custom-tag: An innertagisinserted and the tag type is determined by
the VLAN port configuration of the NNI.
Inner VID The inner VID Mode affects the VID inthe inner and outer tag. The
Mode possiblevalues are:
Normal: The VID of the two outer tags aren't swapped.

Tunnel: The VID of the two outer tags areswapped, so that the VID of
the outer tagis taken from the Inner Tag configuration and the VID of
the inner tagis the EVC VID. Inthis mode, the NNI ports are normally
configured to do EVC classification based on the inner tag.

Inner Tag VID The Inner tag VLAN ID.The allowed rangeis from 0 through 4095.

Inner Tag The inner tag PCP and DEI preservation. The possiblevalues are:
PCP/DEI Preserved: The innertag PCP and DEl is preserved.

Preservation Fixed: The inner tag PCP and DEl is fixed.
Inner Tag PCP The inner tag PCP value.The allowed rangeis from 0 through 7.
Inner Tag DEI ' The inner tag DEl value. The allowed valueis O or 1.

Outer Tag VID The EVC outer tag VID for UNI ports. The allowed rangeis from 0
through 4095.

NNI Ports The listof Network to Network Interfaces for the EVC.
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Modification Buttons

You can modify each EVC inthe tableusingthe followingbuttons:
Edit: Edits the EVC row.

Delete: Deletes the EVC.

Add: Adds new EVC.

4.3.28.4 ECEs

This page displays current ECE configurations. The settings can also be configured here..

ECE Configuration
UNI Ports

Ingress Matching

Tag Type Any A Direction Both
Frame Type EVC ID Filter Specific
EVC ID Value
Tag Pop Count
Policy ID
Class

MAC Parameters

SMAC/DMAC Filter [N
DMAC Type Any

Egress Outer Tag

Mode Disabled
PCPI/DEI Preservation Jrehl
PCP 0

DEI 0

Items Description

UNI Ports The listof User Network Interfaces for the ECE.

Tag Type The tag type for matachingthe ECE. The possiblevalues are:
Any: The ECE will match both tagged and untagged frames.

Frame Type

SMAC/DMAC
Filter

DMAC Type

Direction

EVC ID Filter

Untagged: The ECE will match untagged frames only.
C-Tagged: The ECE will match coustom tagged frames only.
S-Tagged: The ECE will match servicetagged frames only.
Tagged: The ECE will match tagged frames only.

The frame type for the ECE. The possiblevalues are:
Any: The ECE will match any frame type.

IPv4: The ECE will match IPv4 frames only.

IPv6: The ECE will match IPv6 frames only.

The source/destination MAC address for matching the ECE. It depend on

by the port address mode, when port address mode is set to 'Source'
then the fieldis used for source MAC address.Similarly when port
address mode is set to 'Destination'then the fieldis used for destination
MAC address.The possiblevalues are:

Any: No SMAC/DMAC filteris specified. (SMAC/DMAC filter statusis
"don't-care".)

Specific: If you want to filter a specific SMAC/DMAC valuewith this ECE,
choose this value. A field for entering a specific valueappears.

The destination MAC address for matchingthe ECE. The possiblevalues
are:

Any: No destination MAC address is specified.

Unicast: Frame must be unicast.

Multicast: Frame must be multicast.

Broadcast: Frame must be broadcast.

The EVCs and ECEs are used to setup flows in one or both directions as
determined by the ECE Direction parameter. Ifthe ECE is bidirectional,

the ingress rules of the NNI ports will besetup to match the traffic being
forwarded to NNI ports. The possiblevalues are:

Both: Bidirectional.
UNI-to-NNI: Unidirectional from UNI to NNI.
NNI-to-UNI: Unidirectional from NNI to UNI.

The EVC ID for the ECE. The ECE is onlyactivewhen mappingto an
existing EVC. The possiblevalues are:
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Any: No EVC ID filteris specified. (EVC ID filter status is "don't-care".)

Specific:I1f you want to filter a specific EVCID with this ECE, choose this
value. A field for entering a specific valueappears.

EVC ID Value 'When "Specific"is selected for the VLAN IDfilter,you canenter a
specificvalue. The allowed valueis from 1 through 256.

Tag Pop The ingress tag pop count for the ECE. The allowed rangeis from 0
Count through 2.

PolicyID The ACL Policy IDfor the ECE for matching ACL rules. The allowed range
is from 0 through 255.

Class The traffic class for the ECE. The allowed rangeis from 0 through 8 or
disabled.

Egress Outer Tag

Outer Tag The outer tag for nni-to-uni direction for the ECE. The possiblevalues
Mode are:

Enable: Enable outer tag for nni-to-uni direction for the ECE.

Disable: Disable outer tag for nni-to-uni direction for the ECE.
Outer Tag The outer tag PCP and DEI preservation for the ECE. The possiblevalues
PCP/DEI are:

Preservation preserved: The outer tag PCP and DEI is preserved.
Fixed: The outer tag PCP and DEl is fixed.

Outer Tag The outer tag PCP valuefor the ECE. The allowed rangeis from 0 through
PCP 7.

Outer Tag DEI The outer tag DEI valuefor the ECE. The allowed valueisOor 1
Button

Save

Clickto save changes.

Reset
L5 Clickto undo any changes made locallyandrevert to previously saved values.

4.3.29 QoS

QoS isanacronymfor Quality of Service. Itis a method to guarantee a bandwidth
relationship between individual applications or protocols.

A communications network transports a multitude of applicationsanddata,including
high-quality video and delay-sensitive data such as real-time voice. Networks must
providesecure, predictable, measurable,and sometimes guaranteed services.

Achievingthe required QoS becomes the secret to a successful end-to-end business
solution. Therefore, QoS is the set of techniques to manage network resources.

4.3.29.1 Port Classification
This page allows you to configurethe basic QoS Ingress Classifica tion settings for all
switch ports.
QoS Ingress Port Classification
Port CoS DPL PCP DEl TagClass.
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The displayed settings are:

Items Description
Port The port number for which the configuration below applies.
QoS class Controls the default QoS class.
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All frames are classified toa QoS class. There is a one to one mapping
between QoS class, queueand priority. A QoS class of 0 (zero) has the
lowest priority.

Ifthe portis VLAN aware, the frameis tagged and Tag Class.is enabled,
then the frame is classified toa QoS class thatis mapped from the PCP
and DEIl valueinthe tag. Otherwise the frameis classified to the default
QoS class.

The classified QoS classcan beoverruled by a QCL entry.

Note: If the default QoS class has been dynamically changed, then the
actual default QoS classis shownin parentheses after the configured

default QoS class.

DP level Controls the defaultDrop Precedence Level.
All frames are classified toa DP level.

Ifthe portis VLAN aware, the frame is tagged and Tag Class.is enabled,
then the frame is classified to a DP level thatis mapped from the PCP
and DEl valueinthe tag. Otherwise the frame s classified to the default
DP level.

The classified DP level can be overruled by a QCL entry.
PCP Controls the defaultPCP value.

All frames are classified toa PCP value.
Ifthe portis VLAN awareand the frame is tagged, then the frame is

classified tothe PCP valuein the tag. Otherwise the frame s classified to

the default PCP value.

DEI Controls the defaultDEl value.
All frames are classified to a DEI value.

Ifthe portis VLAN awareand the frame is tagged, then the frame is

classified to the DEl valuein the tag. Otherwise the frame is classified to

the default DEl value.

Tag Class. Shows the classification mode for tagged frames on this port.
Disabled: Use default QoS class and DP level for tagged frames.
Enabled: Use mapped versions of PCP and DEI for tagged frames.
Click onthe mode in order to configure the mode and/or mapping.

Note: This setting has no effect if the portis VLAN unaware. Tagged
frames received on VLAN unaware ports arealways classified to the
default QoS classand DP level.

DSCP Based |Clickto Enable DSCP Based QoS Ingress Port Classification.

QCL Addr Controls the QCL address matching mode.

SMAC/SIP: Match on source MAC and IP addresses in all QCEs on this
port.

DMAC/DIP: Match on destination MAC and IP addresses in all QCEs on
this port.
Button

Save
— Clicktosave changes.

Reset . .
———— Clicktoundo anychanges made locally and revert to previously saved values.

4.3.29.2 Port Policing
This page allows you to configurethe Policer settings for all switch ports.
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QoS Ingress Port Policers S | Click to save changes.
Port Enabled Rate Unit Flow Control Reset

=

kbps ¥
kbps ¥
kbps ¥
kbps ¥
kbps ¥
kbps ¥
kbps ¥
kbps ¥
kbps ¥
kbps ¥
kbps ¥
kbps ¥
kbps ¥
kbps ¥
kbps ¥

Clicktoundo any changes made locallyand revert to previously saved values.
4.3.29.3 Queue Policing

N

This page allows you to configurethe Queue Policer settings for all switch ports.

QoS Ingress Queue Policers

Queue 0 Queue1 Queue2 Queue3d Queued Queued Queueb Queue7

e Enable Enable Enable Enable Enable Enable Enable Enable

L= = N = I o (R = Y 6 e

E NN EEEEEEEEEEEERN
== I = . B S U T S B Y

The displayed settings are:

G DB The displayed settings are:
Port The port number for which the configuration below applies.
o ) . ltems Description

Enabled Controls whether the policeris enabled on this switch port.

Rate Controls the rate for the policer. The default valueis 500. This valueis Port The port number for whichthe configuration below applies.
restricted to 100-1000000 when the "Unit" is "kbps" or "fps", and itis Enabled (E) | Controls whether the queue policeris enabled on this switch port.
restricted to 1-3300 when the "Unit" is "Mbps" or "kfps". A ) )

Rate Controls the rate for the queue policer.The defaultvalueis 500. This

Unit Controls the unitof measure for the policer rateas kbps, Mbps, fps or valueis restricted to 100-1000000 when the "Unit" is "kbps", and it is
kfps . The default valueis "kbps". restricted to 1-3300 when the "Unit" is "Mbps".

Flow Control Ifflow controlis enabled and the portisinflowcontrol mode, then This fieldis onlyshownifat leastone of the queue policers areenabled.
pauseframes are sentinstead of discarding frames. Unit Controls the unitof measure for the queue policer rateas kbps or Mbps.

Button The defaultvalueis "kbps".
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This fieldis onlyshownifat leastone of the queue policers areenabled. QoS Egress Port Scheduler and Shapers Port 1

Button Scheduler Mode
Save .
Clicktosave changes. P — T
Reset Enable Rate Unit Excess Enable Rate Unit

Clicktoundo anychanges made locallyand revert to previously saved values.

4.3.29.4 Port Scheduler e 9

This page provides an overview of QoS Egress Port Schedulers for all switch ports. m e

= ETHN =
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QoS Egress Port Schedulers

Weight
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Strict Prionty - - - - - -
Sirict Prionty
Strict Prionty
Strict Prionty
Strict Priority
Strict Prionity
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1
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The displayed settings are:

Items Description The displayed settings are:
Port The logical portfor the settings contained in the same row. e Description
Clickonthe port number inorder to configurethe schedulers.
) ) Scheduler Controls whether the scheduler mode is "StrictPriority" or "Weighted"
Mode Shows the scheduling mode for this port. Mode on this switch port.
Qn Shows the weight for this queue and port. Queue Controls whether the queue shaperis enabled for this queue on this
QoS Egress Port Scheduler and Shapers Configuration Shaper switch port.

This page allows you to configurethe Scheduler and Shapers for a specific port. Enable
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Queue
Shaper Rate

Queue
Shaper Unit

Queue

Shaper Excess

Queue
Scheduler
Weight

Queue
Scheduler
Percent

Port Shaper
Enable

Port Shaper
Rate

Port Shaper
Unit

Button

Save

Reset

Controls the rate for the queue shaper.The defaultvalueis 500.This
valueis restricted to 100-1000000 when the "Unit" is "kbps", anditis
restricted to 1-3300 when the "Unit" is "Mbps".

Controls the unitof measure for the queue shaperrate as "kbps" or
"Mbps". The default valueis "kbps".

Controls whether the queue is allowed to use excess bandwidth.

Controls the weight for this queue. The defaultvalueis "17". This valueis
restricted to 1-100. This parameter is only shownif"Scheduler Mode" is
set to "Weighted".

Shows the weight in percent for this queue. This parameter is only
shown if"Scheduler Mode" is setto "Weighted".

Controls whether the port shaperis enabled for this switch port.

Controls the rate for the port shaper.The default valueis 500.This value
isrestricted to 100-1000000 when the "Unit" is "kbps", anditis
restricted to 1-3300 when the "Unit" is "Mbps".

Controls the unitof measure for the port shaper rate as "kbps" or
"Mbps". The default valueis "kbps".

Clickto save changes.

Clicktoundo anychanges made locally and revert to previously saved values.

| Cancel | Clicktoundo anychanges made locallyand returnto the previous page.
4.3.29.5 Port Shaping

This page provides an overview of QoS Egress Port Shapers for all switch ports.

TL2-FG142

QoS Egress Port Shapers

Shapers
Qo Q1 Q2 Q3 Q4 Qs Q6 Q7
disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled
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The displayed settings are:

Port
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

ltems Description
Port The logical portfor the settings contained in the same row.
Click on the port number inorder to configurethe shapers.
Mode Shows "disabled" or actual queue shaperrate - e.g. "800 Mbps".
Qn Shows "disabled" or actual portshaperrate - e.g. "800 Mbps".

QoS Egress Port Scheduler and Shapers Configuration

This page allows you to configurethe Scheduler and Shapers for a specific port.
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Queue Controls the rate for the queue shaper.The defaultvalueis 500.This
Shaper Rate valueis restricted to 100-1000000 when the "Unit" is "kbps", anditis
restricted to 1-3300 when the "Unit" is "Mbps".

QoS Egress Port Scheduler and Shapers Port 1

Scheduler Mode

Queue Shaper Port Shaper Queue Controls the unit of measure for the queue shaper rate as "kbps" or
Enable Rate Unit Excess Enable Rate Unit Shaper Unit |"Mbps". The default valueis "kbps".
m O Queue Controls whether the queue is allowed to useexcess bandwidth.
(4500 kbos | Shaper Excess
a1[¥(S) Queue Controls the weight for this queue. The default valueis "17". This valueis
500 | Scheduler restricted to 1-100.This parameter is only shownif "Scheduler Mode" is
Weight setto "Weighted".
& e e
= Queue Shows the weight in percent for this queue. This parameter is only
- Scheduler shown if "Scheduler Mode" is setto "Weighted".
500 -kbos v
. (s) Percent
— w EE
| Port Shaper |Controls whether the port shaperis enabled for this switch port.
B Enable
500 kb
w N Port Shaper |Controlsthe rate for the port shaper. The default valueis 500. This value
Q6| Rate is restricted to 100-1000000 when the "Unit" is "kbps", anditis
500 kb
.- restricted to 1-3300 when the "Unit" is "Mbps".
Q .
. Port Shaper Controls the unitof measure for the port shaperrate as "kbps" or
Unit "Mbps". The default valueis "kbps".
Button
Save

Clickto save changes.

i i . Reset
The displayed settings are: Besel | Clicktoundo anychanges made locallyand revert to previously saved values.

| Cancel Clickto undo anychanges made locallyandreturnto the previous page.
4.3.29.6 Port Tag Remarking

This page provides an overview of QoS Egress Port Tag Remarking for all switch ports.

Items Description

Scheduler Controls whether the scheduler mode is "StrictPriority" or "Weighted"

Mode on this switch port.

Queue Controls whether the queue shaperis enabled for this queue on this
Shaper switch port.

Enable
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QoS Egress Port Tag Remarking
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The displayed settings are:

Items Description

Port The logical portfor the settings contained in the same row.

Click on the port number inorder to configuretag remarking.

Mode Shows the tag remarking mode for this port.
Classified: Use classified PCP/DEIl values.
Default: Use default PCP/DEI values.

Mapped: Use mapped versions of QoS class and DP level.

QoS Egress Port Tag Remarking Configuration

The QoS Egress Port Tag Remarking for a specific portare configured on this page.

TL2-FG142

QoS Egress Port Tag Remarking Port 1
Tag Remarking Mode

(QoS class, DP level) to (PCP, DEI) Mapping
QoS class DPlevel PCP

R R O R T T — T S — T Sy T

i]
i]
1
1
2
2
3
3
4
4
5
5
6
6
7
7

Items Description

Mode Controls the tag remarking mode for this port.
Classified: Use classified PCP/DEl values.
Default: Use default PCP/DEI values.
Mapped: Use mapped versions of QoS class and DP |evel.

PCP/DEI Controls the default PCP and DEI values used when the mode is setto
Configuration Default.

(QoS class, Controls the mapping of the classified (QoSclass, DP level) to (PCP, DEI)

DP level) to values when the mode is set to Mapped.
(PCP, DEI)
Mapping

Button

Save

Clicktosave changes.
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Reset . . 2. Classif
L2220 Clickto undo any changes made locallyandrevert to previously saved values. y

o 1.Translate To Enablethe Ingress Translation click the checkbox.
| Cancel | Clicktoundo anychanges made locallyandreturnto the previous page.

4.3.29.7 Port DSCP

This page allows you to configurethe basic QoS Port DSCP Configuration settings for all

2. Classify Classification for a porthave 4 different values.
Disable:No Ingress DSCP Classification.

switch ports. DSCP=0: Classifyifincoming (or translated if enabled) DSCP is 0.
Qo$ Port DSCP Configuration Selected: Classify only selected DSCP for which classificationis enabled
as specifiedin DSCP Translation window for the specific DSCP.
Ingress
Translateg Classify All:Class |fy all DSCP.
) = {% M <,> M Egress Port Egress Rewriting can be one of -
1 | | Disable ¥ Disable v
2 | Disable v [ Disable v Disable:No Egress rewrite.
> . Disable v §§ Disable v Enable: Rewrite enabled without remapping.
4 | | Disable ¥ Disable v . .
5 " Dieabie v B Dieanie - Remap DP Unaware: DSCP from analyzeris remappedand frameis
6 ™ Disaple v M Disable v remarked with remapped DSCP value. The remapped DSCP valueis
7 | Disable v [ Disable v always taken from the 'DSCP Translation->Egress Remap DPO' table.
B . Disab'e h Disab'e r Remap DP Aware: DSCP from analyzeris remapped and frame is
I : gfsai:e M gfsai:e M remarked with remapped DSCP value. Depending on the DP level of the
v v
- D::bl: - D::blz - frame, the remapped DSCP valueis either taken from the 'DSCP
" Dieabie v B Dieanie - Translation->Egress Remap DPO' tableor from the 'DSCP Translation-
| Disable v [ Disable v >Egress Remap DP1' table.
| D?sable v D?sable v Button
| | Disable ¥ Disable v
Save

Clicktosave changes.

Reset . .
Clicktoundo anychanges made locally and revert to previously saved values.

4.3.29.8 DSCP-Based QoS

This page allows you to configurethe basic QoS DSCP based QoS Ingress Classification
settings for all switches.

The displayed settings are:

Items Description

Port The Port column shows the list of ports for which you can configure dscp
ingress and egress settings.

Ingress InIngress settings you can change ingress translation and classification
settings for individual ports.
There are two configuration parameters availablein Ingress:

1.Translate
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DSCP-Based QoS Ingress Classificat =T Button
DSCP  Tust OQoSClass DPL Save

2 Clicktosave changes.

Reset
LBesel | Clicktoundo anychanges made locallyand revert to previously saved values.
4.3.29.9 DSCP Translation

This page allows you to configurethe basic QoS DSCP Translation settings for all

switches. DSCP translationcanbedone inIngress or Egress.
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The displayed settings are: —
It P
ems Description -
DSCP Maximum number of supported DSCP values are 64. IR
Trust Controls whether a specific DSCP valueis trusted. Only frames with ' . ' .
trusted DSCP values aremapped to a specific QoS class and Drop The displayed settings are:
Precedence Level. Frames with untrusted DSCP values aretreated as a
non-IP frame. Items Description
QoS Class QoS class valuecan be any of (0-7) DSCP Maximum number of supported DSCP values are 64 and valid DSCP value
DPL Drop Precedence Level (0-1) ranges from Oto 63.
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Ingress Ingress side DSCP can be firsttranslated to new DSCP before usingthe
DSCP for QoS class and DPLmap.

There are two configuration parameters for DSCP Translation -
1. Translate
2. Classify

1.Translate DSCP atIngress sidecan be translated to any of (0-63) DSCP values.
2. Classify Clickto enable Classification atingress side.

Egress There are the following configurable parameters for Egress side -
1. Remap DPO Controls the remapping for frames with DP level 0.
2. Remap DP1 Controls the remappingfor frames with DP level 1.

1. Remap DPO Select the DSCP valuefrom select menu to which you want to remap.
DSCP valueranges form 0 to 63.

2. Remap DP1 Select the DSCP valuefrom select menu to whichyou want to remap.
DSCP valueranges form 0 to 63.

Button

Save
=== Clicktosave changes.

Reset
=== Clicktoundo any changes made locallyandrevert to previously saved values.

4.3.29.10 DSCP Classification

This page allows you to configurethe mappingof QoS class and Drop Precedence Level
to DSCP value.

DSCP Classification
QoS Class DPL DSCP

L= B == NP e B e B e B = I e I L~ L
DDDDDDDDDDDDDDDDG
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DT DT LT MM T M m L m A m
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The displayed settings are:

Items Description

QoS Class Actual QoS class.

DPL Actual Drop Precedence Level.
DSCP Select the classified DSCP value (0-63).
Button

Save

Clicktosave changes.

Reset
FEEE Clickto undo any changes made locally andrevert to previously saved values.

4.3.29.11 QoS Control List

This page shows the QoS Control List(QCL), which is made up of the QCEs. Each row
describes a QCE thatis defined. The maximum number of QCEs is 256 on each switch.

Clickonthe lowest plus signto add a new QCE to the list.
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QoS Control List Configuration
Action

Tag Frame
Type VIO PCP DEl "r oo cos DPL DscP

QCE Port DMAC SMAC

Items Description
QCE# Indicates the index of QCE.
Port Indicates the list of ports configured with the QCE.

Frame Type |Indicates the type of frame to look for incomingframes. Possibleframe
types are:

Any: The QCE will match all frametype.

Ethernet: Only Ethernet frames (with Ether Type 0x600-0xFFFF)are
allowed.

LLC: Only (LLC) frames are allowed.

SNAP: Only (SNAP) frames are allowed.
IPv4: The QCE will match only IPV4 frames.
IPv6: The QCE will match only IPV6 frames.

SMAC DisplaystheSource MAC address.
Ifa portis configured to match on DMAC/DIP, this fieldis the
Destination MAC address.

DMAC Specify the type of Destination MAC addresses forincoming frame.
Possiblevalues are:
Any: All types of Destination MAC addresses areallowed.
Unicast:Only Unicast MAC addresses areallowed.
Multicast:Only Multicast MAC addresses areallowed.
Broadcast:Only Broadcast MAC addresses areallowed.
The default valueis 'Any".

VID Indicates (VLAN ID), either a specific VID or range of VIDs.VID canbe in
the range 1-4095 or 'Any'

PCP Priority Code Point: Valid value PCP are specific(0,1, 2,3, 4, 5, 6, 7) or
range(0-1, 2-3, 4-5, 6-7, 0-3, 4-7) or 'Any'.

DEI Drop EligibleIndicator:Valid value of DEI can be any of values between
0,1 or 'Any".

Action Indicates the classification action taken on ingress frameif parameters

configured are matched with the frame's content.
There are three actionfields:Class, DPLand DSCP.
Class:Classified QoSclass.

DPL: Classified Drop Precedence Level.

DSCP: Classified DSCP value.

Modification Buttons

You can modify each QCE (QoS Control Entry) inthe table usingthe followingbuttons:
Add: Inserts a new QCE before the current row.

Edit: Edits the QCE.

Up: Moves the QCE up the list.

Down: Moves the QCE down the list.

Delete: Deletes the QCE.

Add: The lowest plus sign adds a new entry at the bottom of the QCE listings.

QoS Control List Configuration

This page allows to edit|inserta single QoS Control Entry at a time. A QCE consists of
several parameters. These parameters vary accordingto the frame type that you select.
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QCE Configuration DMAC/DIP

Port Members
4 5 6 7T 8 9 10 11 12 13 14 15 DMAC Type

3

Frame Type
Key Parameters Action Parameters

DMAC CoS 0 v
SMAC DPL Default v

LED | DSCP Default v
viD

PCP

DEI

Frame Type

Items Description
Port Check the checkbox button to includethe portinthe QCL entry. By
Members defaultall ports areincluded.

Key Parameters

Key configurationis described as below:

Items Description
Tag Tag Value of Tag field can be 'Any', 'Untag' or 'Tag'.
VID VID Valid value of VLAN ID can be any valueinthe range 1-4095 or 'Any’;

user can enter either a specific valueor a range of VIDs.

PCP PCP Priority Code Point: Valid value PCP arespecific(0,1,2, 3,4, 5, 6, 7)
or range(0-1, 2-3, 4-5, 6-7, 0-3,4-7) or 'Any".

DEI DEI Drop EligibleIndicator:Valid value of DEl can be any of values
between 0, 1 or 'Any".

SMAC SMAC Source MAC address: xx-xx-xx-xx-xx-xx or '‘Any'. If a portis
configured to match on

DMAC/DIP, this fieldis the Destination MAC address.

DMAC Type Destination MAC type: possiblevalues areunicast(UC),
multicast(MC), broadcast(BC) or 'Any".

Frame Type can have any of the followingvalues:
Any

Ethernet

LLC

SNAP

IPv4

IPv6

Note: All frame types are explained below.

1. Any

Allow all types of frames.

2. Ethernet

Ethernet Type Valid ethernet type can have a valuewithin 0x600-OxFFFF
or 'Any' but excluding 0x800(IPv4) and 0x86DD(IPv6), defaultvalueis
'Any'.

3. LLC

SSAP Address Valid SSAP(Source Service Access Point) canvary from
0x00 to OxFF or 'Any', the defaultvalueis 'Any'.

DSAP Address Valid DSAP(Destination Service Access Point) canvary
from 0x00 to OxFF or 'Any', the defaultvalueis 'Any".

Control Valid Control field can vary from 0x00 to OxFF or 'Any', the
defaultvalueis 'Any'.

4. SNAP

PID Valid PID(a.k.a ethernet type) can have valuewithin 0x00-OxFFFF or
'Any', default valueis 'Any".

5.1Pv4

Protocol IP protocol number: (0-255,TCP or UDP) or 'Any'.

Source IP Specific Source IP address invalue/maskformator 'Any'. IP

and Mask areinthe format x.y.z.w where x, y, z, andw are decimal
numbers between 0 and255. When Maskis converted to a 32-bitbinary
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stringandread from left to right, all bits followingthefirstzero must
alsobezero. If a portis configured to match on DMAC/DIP, this fieldis
the Destination IP address.

DSCP Diffserv Code Point value (DSCP): It can be a specific value, range
of values or 'Any'. DSCP values areinthe range 0-63 including BE, CS1-
CS7, EF or AF11-AF43.

IP Fragment IPv4 frame fragmented option: yes |no|any.

Sport Source TCP/UDP port:(0-65535) or 'Any', specific or portrange
applicablefor IP protocol UDP/TCP.

Dport Destination TCP/UDP port:(0-65535) or 'Any', specific or port
range applicablefor IP protocol UDP/TCP.

6. IPv6

Protocol IP protocol number: (0-255,TCP or UDP) or 'Any'.

Source IP 32 LS bits of IPv6 sourceaddress invalue/maskformator 'Any'.

Ifa portis configured to match on DMAC/DIP, this fieldis the
Destination IP address.

DSCP Diffserv Code Point value (DSCP): It can be a specificvalue, range
of values or 'Any'. DSCP values areinthe range 0-63 including BE, CS1-
CS7, EF or AF11-AF43.

Sport Source TCP/UDP port:(0-65535) or 'Any', specific or portrange
applicablefor IP protocol UDP/TCP.

Dport Destination TCP/UDP port:(0-65535) or 'Any', specific or port
range applicablefor IP protocol UDP/TCP.

Action Parameters

Items Description
Class QoS Class QoSclass:(0-7) or 'Default'.
class
DPL DP Valid Drop Precedence Level canbe (0-1) or 'Default'.
DSCP DSCP Valid DSCP valuecan be (0-63, BE, CS1-CS7, EF or AF11-AF43) or

'Default'.

'Default' means that the default classified valueis not modified by this
QCE.

Button

Save .
= Clickto save changes.

Reset . .
=1 Clicktoundo anychanges made locally and revert to previously saved values.

C I . .
=212 Click to undo any changes made locallyandreturnto the previous page.

4.3.29.12 Storm Control
There is a unicaststormrate control, multicaststormrate control,and a broadcast

storm rate control. These only affect flooded frames, i.e. frames with a (VLAN 1D, DMAC)
pair not present on the MAC Address table.

Storm Control Configuration
Frame Type Enable Rate (pps)
|

Unicast
Multicast
Broadcast

' Sawe :| [

The configurationindicates the permitted packet rate for unicast, multicastor broadcast
trafficacross theswitch.

Items Description

Frame Type The settings ina particularrowapply to the frame type listed here:
Unicast, Multicastor Broadcast.

Enable Enable or disablethe storm control status for the given frame type.
Rate The rate unitis packets per second (pps). Validvalues are: 1, 2, 4, 8, 16,
32,64,128,256,512, 1K, 2K, 4K, 8K, 16K, 32K, 64K, 128K, 256K, 512K or
1024K.
Button
Save

—— Clicktosave changes.

Reset
" Clicktoundo any changes made locallyand revert to previously saved values.
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4.3.30 Mirror

To debug network problems, selected traffic can be copied, or mirrored, on a mirror
port where a frame analyzer can be attached to analyzethe frame flow.

Mirror Configuration

Port to mirror to  [E=TI S 4

Mirror Port Configuration

Port Mode
. <
Dizabled
Disabled
Disabled
Disabled
Disabled
Dizabled
Dizsabled
Dizabled
Disabled
Disabled
Disabled
Disabled
Dizabled
Dizsabled
Dizabled
Disabled

(== = I B U N B

L
v
v
v
v
v
L
L
v
v
v
v
v
v
L
v
v

The traffic to be copied on the mirror portis selected as follows:
All frames received on a given port (alsoknown as ingress or source mirroring).

All frames transmitted on a given port (also known as egress or destination mirroring).

Items Description

Port to mirror Portto mirroralsoknown as the mirror port. Frames from ports that

to have either source(rx) or destination (tx) mirroringenabled are mirrored
on this port. Disabled disables mirroring.

Mirror Port Configuration

The followingtableis used for Rx and Tx enabling.

Items Description
Port The logical portfor the settings contained in the same row.
Mode Select mirror mode.

Rx only Frames received on this port are mirrored on the mirror port.
Frames transmitted arenot mirrored.

Tx only Frames transmitted on this port are mirrored on the mirror port.
Frames received are not mirrored.

Disabled Neither frames transmitted nor frames received are mirrored.
Enabled Frames received and frames transmitted aremirrored on the
mirror port.

Note: For a given port, a frameis onlytransmitted once. Itis therefore not possibleto
mirror mirror port Tx frames. Because of this, mode for the selected mirror portis
limited to Disabled or Rx only.

Button

Save
“2== Clicktosave changes.

Reset
L2 Clickto undo any changes made locallyand revert to previously saved values.
4.3.31 sFlow
This page allows for configuring sFlow. The configurationis divided into two parts:

Configuration of the sFlowreceiver (a.k.a. sFlow collector) and configuration of per-port
flow and counter samplers.
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sFlow Configuration

Agent Configuration

IP Address IR0V

Receiver Configuration

Owner

IP Address/Hostname
UDP Port

Timeout

Max. Datagram Size

Port Configuration

Counter Poller
Max. Header Enabled Interval

Flow Sampler

— Enabled Sampling Rate

1
2
3
4
5
6
7
8

w
EEEEEEEEEEEEEEEDN
(=1 K=1 =1 I=1 [=1 =1 K=1 k=1 k=1 K=1 =1 K=] E=1 E=1 E=1 k=]
EEEEEEEEEEEEEEEDN
olojlojlololaolololololololololalo

sFlowconfigurationis notpersisted to non-volatile memory, which means that a reboot
will disablesFlowsampling.

Agent Configuration

Items Description

IP Address The IP address used as Agent IP address insFlowdatagrams. Itserves as
a unique key that will identify this agent over extended periods of time.

Both IPv4 and IPv6 addresses aresupported.

Receiver Configuration

Items Description

Owner Basically, sFlow can beconfigured intwo ways: Through local
management usingthe Web or CLI interface or through SNMP. This
read-only field shows the owner of the current sFlow configuration
andassumes values as follows:

e IfsFlowis currently unconfigured/unclaimed, Owner contains
<none>.

o IfsFlowis currently configured through Web or CLI, Owner
contains <Configured through local management>.

e IfsFlowis currently configured through SNMP, Owner contains a
stringidentifyingthe sFlowreceiver.

If sFlowis configured through SNMP, all controls - except for the
Release-button - are disabled to avoid inadvertent reconfiguration.

The Release button allows for releasingthecurrent owner and
disablesFlowsampling. The button is disabled if sFlowis currently
unclaimed. If configured through SNMP, the release must be
confirmed (a confirmation request will appear).

IP The IP address or hostname of the sFlowreceiver. Both IPv4 and
Address/Hostname IPv6 addresses aresupported.

UDP Port The UDP port on which the sFlowreceiver listens to sFlow
datagrams. Ifset to O (zero), the default port (6343)is used.

Timeout The number of seconds remaining before samplingstops and the
current sFlowowner is released. Whileactive, the current time left
canbe updated with a click on the Refresh-button. If locally
managed, the timeout can be changed on the fly without affecting
any other settings.

Max. Datagram The maximum number of data bytes that canbe sentinasingle
Size sampledatagram. This should beset to a valuethat avoids
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fragmentation of the sFlowdatagrams.Validrangeis 200to 1468

bytes with default being 1400 bytes.
yies Wi . g y System Information

Port Configuration

System
Contact
Iltems Description Name
Location
. . . . Hardware
Port The port number for which the configuration below applies. MAC Address 00-01-cl-00-00-27
. . . Time
Flow Sampler [Enables/disables flow sampling on this port. System Date 1970-01-01T00:49-26+00-00
Enabled System Uptime 0d 00:49:26

Software

Flow Sampler The statistical samplingratefor packet sampling.Set to N to sampleon Software Version  1.2.0.18

Sampling average 1/Nth of the packets transmitted/received on the port. Software Date 2018-08-04T05:19:21+08:00

Rate ; : . . Acknowledgments Details
Not all samplingrates areachievable.lfanunsupported samplingrateis

requested, the switch will automatically adjustittothe closest
achievable. This will be reported backin this field.

Items Description

Flow Sampler The maximum number of bytes that should be copied from a sampled System
Max. Header packetto the sFlowdatagram.Validrangeis 14 to 200 bytes with default

being 128 bytes. Contact The system contact configuredin Configuration | System | Information |

Ifthe maximum datagramsize does not take into accountthe maximum System Contact.

header size, samples may be dropped. Name The system name configured in Configuration | System | Information |
Counter Enables/disables counter polling on this port. System Name.
Poller Location The system location configured in Configuration | System | Information
Enabled | System Location.
Counter With counter pollingenabled, this specifies theinterval -in seconds -

Hardware
Poller Interval between counter poller samples.

MAC Address [ The MAC Address of this switch.
Button
— Time
"= Clickto save changes. ) o :
System Date The current (GMT) system time and date. The system time is obtained
Reset

== Clickto undo anychanges made locally and revert to previously saved values. through the Timingserver runningon the switch, ifany..
5. Monitor System The period of time the device has been operational.
5.1 System Uptime

5.1.1 Information

The switch system informationis provided here.
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Software The software version of this switch. IP Interfaces _
. Autorefresh B | Refresh |
Version =
. Interface Type Address Status
Software The date when the switch software was produced. 0Slo  LINK 00-00-00-00-00-00 <UP LOOPBACK RUNNING MULTICAST>
Date 0S-o IPvd 127.0.0.1/8

0Slo IPv6é 17128
05lo IPv6  feB0:1::1/64
VLAN1 LINK  00-01-c1-00-00-27 <UP BROADCAST RUNNING MULTICAST>
VLAN1 IPv4d 192 168.0.211/24
VLAN1 IPv6é  feB0:2::201:c1ff-fe0D:27/64
5.1.2 CPU Load VLAN10  LINK 00-01-c1-00-00-27 <BROADCAST MULTICAST>

This page displaysthe CPU load, usingan SVG graph. VLAN10  IPv4 192.168.10.211/24
VLAN10  IPv6  feB0:3::201:c1fffe00-27/64

IP Routes

Network Gateway Status
127.0.01/32 127.0.01 <UP HOST>
192.168.0.0/24 VLAN1 <UP HW_RT>

224000/4 127001 <UP>
-1128 1 <UP HOST=>

The loadis measured as averaged over the last100ms, 1sec and 10 seconds intervals.
The last120 samples aregraphed, and the lastnumbers aredisplayed as text as well.

CPU Load Auto-refresh

Neighbour cache

(all numbers running average)
IP Address Link Address
192.168.0.30 VLAN1:60-ad4-4c-07-1b-06
fed0:2:201:c1fffe00:27 VLAN1:00-01-c1-00-00-27
fe80:3:201:c1ff-fe00:27 WLAN10:00-011-00-00-27

Items Description

IP Interface

Interfaces The name of the interface.

Type The address type of the entry. This may be LINK or IPv4.
Address The current address of the interface (of the given type).
Status The status flags of the interface (and/or address).
IP Routes
>-1.3 IP Status Network The destination IP network or host address of this route.
This page displaysthestatus of the IP protocol layer. The status is defined by the IP
interfaces, the IP routes and the neighbour cache (ARP cache)status. Gateway The gateway address of this route.
Status The status flags of the route.
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Neighbour cache

IPaddress | The IP address of the entry. ID

Link Address The Link (MAC) address for which a bindingto the IP address given exist.

5.14 Log Message
The switch system log informationis provided here. Level Info
Time 1970-01-01T00:00:01+00-00

Message Switch just made a cool boot.

System Log Information
Auto-refresh l |

Level Al v ltems Description
Clear Level gl v
ID The ID (>= 1) of the system log entry.
The total number of entnes is 2 for the given level.
Message The message of the system logentry.
Start from 1D _wilh 20 entries per page.
- PErREg 5.2 Green Ethernet
ID Level Time Message 5.2.1 Port Power Savings
1 Info  1970-01-01T00:00:01+00:00 Switch just made a cool boot. . .
This page provides the current status for EEE.

2 Info  1970-01-01T00:00:06+00:00 Link up on port 15

Port Power Savings Status PR
Auto-refresh B | Refresh |

Items Description
ID The ID (>= 1) of the system log entry.
Level The level of the system logentry. The followinglevel types are
supported:

Info: Information level of the system log.
Warning: Warninglevel of the system log.
Error: Error level of the system log.

All:All levels.
Time The time of the system logentry.

Message The message of the system logentry.

5.1.5 Detailed Log
The switch system detailed loginformationis provided here

Items Description
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Local Port This is the logical portnumber for this row. The displayed counters are:.

Link Shows ifthe linkis up for the port (green = link up, red =link down). Port Statistics Overview Auto-refresh M [ Refresh | [ Glear |
H H : Packets Bytes Errors Drops Filtered
EEE Shows if EEE is enabled for the port (refI ects the setti ngs at the Port Port Received Transmitted Received Transmitted Received Transmitted Received Transmitted Received
Power Savings configuration page). ] 0 0 : ’ 0
3 0 0 0 0 0
LP EEE cap Shows ifthe link partneris EEE capable. % g g g g g
6 D D 0 0 0
EEE Savings Shows ifthe systemis currently saving power due to EEE. When EEE is I g g g g g
enabled, the system will powered down if no frame has been received or 1% g g g g g
transmitted in 5 uSec. 1 0 0 ] 0 0
12 i] i] ] 0 0
. . . . . 13 0 0 0 0 0
Actiphy Shows ifthe systemis currently saving power due to ActiPhy. 14 0 0 0 ] 0
Savi ngs 15 399228 0 0 573

5.3.3 QoS Statistics

Perfect Reach Shows ifthe systemis currently saving power due to Perfect Reach.
y y &P This page provides statistics for the different queues for all switch ports.

Savings

5.3 Ports Auto-refresh M [ Refresh | |
5.3.1 State

This page provides an overview of the current switch port states.

2
-
2
(]
2
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2
o
2
(=]
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Port State Overview

Autorefresh @ [ Refresh |
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The port states are illustrated as follows: ltems Description
RJ45ports J !I E Port The logical portfor the settings contained in the same row.
SFP port
ports :ll -l |:|| Qn There are 8QoS queues per port. Q0 is the lowest priority queue.
State Disabled Down Link
Rx/Tx The number of received and transmitted packets per queue.

5.3.2 Port Statistics Overview

This page provides an overview of general traffic statistics for all switch ports.
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5.3.4 QCL Status 5.3.5 Detailed Port Statistics
This page shows the QCL status by different QCL users. Each row describes the QCE that This page provides detailed traffic statistics for a specificswitch port. Use the port select
is defined. It is a conflictifa specific QCEis notapplied to the hardware due to hardware box to select which switch port details to display.

limitations. The maximum number of QCEs is 256 on each switch.

QoS Control List Status : —
e R Auto-refresh B | Res Conflict | | Refresh |

Frame Action

User QCE Port 'p..° oos ppL pscp Conflict Detailed Port Statistics Port 1
No entries
Receive Total
Rx Packets
P Rx Octets
Items Description R Uricast
Rx Multicast
User Indicates the QCL user. Rx Broadcast
Rx Pause
; ; Receive Size Counters
QCE# Indicates the index of QCE. R 64 Bytes
Frame Type | Indicates the type of frame to look for incomingframes. Possibleframe g ?g’;_%gfgﬁzs
types are: Rx 256-511 Bytes
Rx 512-1023 Bytes
Any: The QCE will match all frametype. Rx 1024-1526 Bytes
Rx 1527- Bytes
Ethernet: Only Ethernet frames (with Ether Type 0x600-0xFFFF)are Receive Queue Counters
allowed. g 3[1}
LLC: Only (LLC) frames are allowed. ggg
SNAP: Only (SNAP) frames are allowed. ggﬁ
IPv4: The QCE will match only IPV4 frames. gg?
IPv6: The QCE will match only IPV6 frames. Receive Error Counters
Rx Drops
Port Indicates the list of ports configured with the QCE. Rx CRC/Alignment
Rx Undersize
Action Indicates the classification action taken on ingress frameif parameters g?&’ﬁ:gﬁts
configured are matched with the frame's content. Rx Jabber
Rx Filtered
Conflict Displays Conflictstatus of QCL entries. As H/W resources areshared by

multipleapplications.ltmay happen that resources requiredto adda
QCE may not be available,inthat caseitshows conflictstatus as 'Yes',
otherwiseitis always 'No'. Pleasenote that conflictcan be resolved by
releasingthe H/W resources required to add QCL entry on pressing
'Resolve Conflict' button.

ocooooooo ocoooooo ocooooo

ocoooooo

XIS /uto-refresh W [ Refresh ||

Transmit Total
Tx Packets
Tx Octets
Tx Unicast
Tx Multicast
Tx Broadcast
Tx Pause
Transmit Size Counters
Tx 64 Bytes
Tx 65-127 Bytes
Tx 128-255 Bytes
Tx 256-511 Bytes
Tx 512-1023 Bytes
Tx 1024-1526 Bytes
Tx 1527- Bytes
Transmit Queue Counters
Tx Q0
Tx Q1
TxQ2
TxQ3
Tx Q4
Tx Q5
Tx Q6
Tx Q7

Transmit Error Counters

Tx Drops
Tx Late/Exc. Coll.

The displayed counters arethe totals for receive and transmit, the size counters for
receive and transmit,and the error counters for receive and transmit.

Clear

ocoooooo oDcooDooo

ocoooooDoo

(=R =]
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5.3.6 DDMI TX Bias Current
. . . ' L e R Value 22014.000000uA
This page provides detailed traffic statistics for a specificswitch port. Use the port select High Warning Threshold 0.000000uA
. . . : Low Wamning Threshold 0.000000uA
box to select which switch port details to display. High Alarm Threshoid 0,000000GA

Low Alarm Threshold 0.000000uA
TX Output
Power
Value 273.699982uW(-5.627253dBm)
High
ngmg 0.000000uW(INFdBm)
Threshold
oalblain 0.000000uW(INFdBm)
High Alarm
Threshold
Low Alarm
Threshold
Received
Power

SFP Digital Diagnostics Monitoring

SFP Type 1000BASE_LX
SFP Vendor name Hymax
SFP Vendor PN HYM-P122-LID
SFP Vendor V10
revision

SFP Vendor Senal
number

SFP Vendor 313431303135
manufacturing date 20 20 (2014.10.15)
code .

SFP Laser
wavelength

SFP Fibre Channel
Transmission Media
SFP SFF-8472
Compliance

Temperature

111140917911
0.000000uW(INFdBm)

0.000000uW(INFdBm)
1310nm

Single-Mode

0.000000uW(INFdBm), Low
Waming, Low Alarm

High Waming P
Threshold 0.000000uW(INFdBm)

Rev 102 Value

Value
High Waming Threshold
Low Waming Threshold
High Alarm Threshold
Low Alarm Threshold
Supply Voitage
Value
High Waming Threshold
Low Waming Threshold
High Alarm Threshold
Low Alarm Threshold

44.750000C
0.000000C
0.000000C
0.000000C
0.000000C

3384300.000000uV
0.000000uV
0.000000uV
0.000000uV
0.000000uV

Low Warning
Threshold
High Alarm
Threshold
Low Alarm
Threshold

5.4 Link OAM
5.4.1 Statistics

0.000000uW(INFdBm)
0.000000uW(INFdBm)

0.000000uW(INFdBm)

This page provides detailed OAM traffic statistics for a specificswitch port. Use the port
select box to select which switch port details todisplay.

The displayed counters represent the total number of OAM frames received and
transmitted for the selected port. Discontinuities of these counter can occur atre-
initialization of the management system.
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Detailed Link OAM Statistics for Port 1

Auto—refresh B | Refresh ||

TL2-FG142

Detailed Link OAM Link Status for Port 1 P
I " o Hstor To EIEEED Auto-refresh M | Refresh |

Receive Total
Rx OAM Information PDU's
Rx Unique Error Event Notification
R Duplicate Error Event Notification
Rx Loopback Control
Rx Variable Request
Rx Variable Response
Rx Org Specific PDU's.
Rx Unsupported Codes
Rx Link Fault PDU’'s
Rx Dying Gasp
Rx Critical Event PDU's

oo ooooooo

5.4.2 Port status

Transmit Total
Tx OAM Information PDU's
Tx Unique Error Event Notification
Tx Duplicate Error Event Notific ation
Tx Loopback Control
Tx Vanable Request
Tx Variable Response
Tx Org Specific PDU's
Tx Unsupported Codes
Tx Link Fault PDU’s
Tx Dying Gasp
Tx Critical Event PDU's

This page provides Link OAM configuration operational status.

The displayed fields shows theactive configuration status for the selected port.

Detailed Link OAM Status for Port 1
PDU Permission Receive only

Discovery State Fault state
Peer MAC Address —

Local

IR Autorefresh B [ Refresh |

Peer

Mode Passive Mode

Unidirectional Operation Support
Remote Loopback Support

Link Monitoring Support

MIB Retrieval Support

Disabled Unidirectional Operation Support
Enabled Remote Loopback Support
Enabled Link Monitoring Support
Enabled MIB Retrieval Support

MTU Size 1500 MTU Size

Multiplexer State

Parser State

Organizational Unique Identification
PDU Revision

5.4.3 Event Status

This page allows the user to inspectthe current Link OAM Link Event configurations,and

change them as well.

The left pane displaysthe Event status for the Local OAM unitwhile the right pane

Forwarding Multiplexer State
Forwarding Parser State
00-01<1 Organizational Unique Identification

0 PDU Revision

displaysthestatus for the Peer for the respective port.

© Copyright 2022 TRENDnet. All Rights Reserved.
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Local Frame Error Status
Sequence Number

Frame Error Event Timestamp

Frame error event window

Frame error event threshold

Frame errors

Total frame errors

Total frame error events

Local Frame Period Status
Frame Peniod Error Event Timestamp
Frame Period Error Event Window
Frame Period Error Event Threshold
Frame Period Errors.

Total frame period emors

Total frame period ermor events

Local Symbol Period Status
Symbol Period Error Event Timestamp
Symbol Period Error Event Window
Symbol Period Error Event Threshold
Symbol Period Errors

Symbal frame pernied errors

Symbol frame penod error events
Local Event Seconds Summary Status
Event Seconds Summary Time Stamp
Event Seconds Summary Window
Event Seconds Summary Threshold
Event Seconds Summary Events
Event Seconds Summary Error Total
Event Seconds Summary Event Total

5.5 Security
5.5.1 Access Management Statistics

Lo s e e Lo s e s e N ) L s e s s ) ]

Lo s st e

Remote Frame Error Status

Frame Error Event Timestamp

Frame error event window

Frame error event threshold

Frame errors

Total frame errors

Total frame error events

Remote Frame Period Status
Frame Peniod Error Event Timestamp
Frame Period Error Event Window
Frame Period Error Event Threshold
Frame Period Errors

Total frame period errors

Total frame period error events
Remote Symbol Period Status
Symbol Period Error Event Timestamp
Symbol Period Error Event Window
Symbol Period Error Event Threshold
Symbol Period Errors

Symbol frame pericd errors

Symbol frame period error events
Remote Event Seconds Summary Status
Event Seconds Summary Time Stamp
Event Seconds Summary Window
Event Seconds Summary Threshold
Event Seconds Summary Events
Event Seconds Summary Error Total
Event Seconds Summary Event Total

This page provides statistics for access management.

Access Management Statistics

Auto-refresh M [ Refresh

Interface Received Packets Allowed Packets Discarded Packets

HTTP
HTTPS
SNMP
TELNET
S5H
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5.5.2 Port Security - Switch

This page shows the Port Security status.Port Security is a module with no direct
configuration. Configuration comes indirectly from other modules - the user modules.
When a user module has enabled port security on a port, the portis set-up for software-
based learning.Inthis mode, frames from unknown MAC addresses arepassed on to

the port security module, whichinturn asks all user modules whether to allow this new
MAC address to forward or blockit. For a MAC address to be setinthe forwardingstate,
all enabled user modules must unanimously agreeon allowingthe MAC address to
forward. If only one chooses to blockit, it will be blocked until that user module decides
otherwise.

The status pageis divided into two sections - one with a legend of user modules and one
with the actual portstatus.

Port Security Switch Status
User Module Legend

User Module Name Abbr
Limit Control

802 1X

DHCP Snooping

Voice VLAN

Port Status

Port Users State ———— !‘t .
Current Limit
----  Disabled
----  Disabled
----  Disabled
----  Disabled
----  Disabled
----  Disabled
----  Disabled
----  Disabled
----  Disabled
----  Disabled
----  Disabled
----  Disabled
----  Disabled
----  Disabled
----  Disabled

1
P
K]
4
5
6
i
il
9
10
1
12
K]
14
15

User Module Legend
The legend shows all user modules that may request Port Security services.

Items Description

User Module |The full name of a module that may request Port Security services.
Name

Abbr A one-letter abbreviation of the user module. This is usedinthe Users
columnin the port status table.

Port Status

The table has one row for each port on the selected switchinthe stackand a number of
columns, which are:

Items Description

Port The port number for which the status applies.Click the port number to
see the status for this particularport.

Users Each of the user modules has a column that shows whether that module
has enabled Port Security or not. A'-"' means that the correspondinguser
moduleis not enabled, whereas a letter indicates thatthe user module
abbreviated by that letter (see Abbr) has enabled port security.

State Shows the current state of the port. It can take one of four values:
Disabled:No user modules are currently usingthe Port Security service.

Ready: The Port Security serviceisinuseby atleastone user module,
andis awaiting frames from unknown MAC addresses toarrive.

Limit Reached: The Port Security serviceis enabled by at leastthe Limit
Control user module, and that module has indicated thatthe limitis
reached and no more MAC addresses should betaken in.

Shutdown: The Port Security serviceis enabled by at leastthe Limit
Control user module, and that module has indicated thatthe limitis
exceeded. No MAC addresses can be learned on the portuntil itis
administratively re-opened on the Limit Control configuration Web-

page.
MAC Count |The two columns indicatethe number of currently learned MAC
(Current, addresses (forwarding as well as blocked) and the maximum number of
Limit) MAC addresses that can be learned on the port, respectively.
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If no user modules areenabled on the port, the Current column will
show adash (-).

Ifthe LimitControl user module is not enabled on the port, the Limit
column will showa dash (-).

Indicates the number of currently learned MAC addresses (forwarding as
well as blocked) on the port. If no user modules are enabled on the port,
adash(-) will be shown.

5.5.3 Port Security - Port

This page shows the MAC addresses secured by the Port Security module. Port Security
is a module with no direct configuration. Configuration comes indirectly from other
modules - the user modules. When a user module has enabled port security on a port,
the portis set-up for software-based learning. In this mode, frames from unknown MAC
addresses arepassed onto the port security module, whichinturn asks all user modules
whether to allowthis new MAC address to forward or blockit. For a MAC address to be
setinthe forwardingstate, all enabled user modules must unanimously agreeon
allowingthe MAC address to forward. If only one chooses to blockit, itwill be blocked
until that user module decides otherwise.

Port Security Port Status Port1

Auto—refresh B [ Refresh |

MAC Address VLANID State
Mo MAC addresses attached

Time of Addition Age/Hold

Items Description

MAC Address The MAC address and VLAN IDthatis seen on this port. If no MAC
& VLAN ID addresses arelearned, a singlerowstating "No MAC addresses

attached" is displayed.

State Indicates whether the corresponding MAC address is blocked or
forwarding.Inthe blocked state, itwill notbe allowed to transmitor
receive traffic.

Time of Shows the date and time when this MAC address was firstseen on the

Addition port.

Age/Hold Ifatleastone user module has decided to block this MAC address, it will

stayinthe blocked state until the hold time (measured in seconds)

expires.If all user modules have decided to allow this MAC address to
forward, and agingis enabled, the Port Security module will periodically
check that this MAC address still forwards traffic. If the age period
(measured inseconds) expires and no frames have been seen, the MAC
address will beremoved from the MAC table. Otherwise a new age
period will begin.

5.5.4 NAS - Switch

This page provides an overview of the current NAS port states.

Network Access Server Switch Status

Port

1
2
K]
4
]
]
I
8
9
10
1
12
13
14
15

Port

Admin State

Port State

Last Source

LastID

Admin State
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized

ltems

Port State
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled

Description

Autorefresh M [ Refresh |

Last Source LastlD QoS Class PortVLANID

The switch port number. Clickto navigateto detailed NAS statisticsfor
this port.

The port's current administrative state. Refer to NAS Admin State for a

description of possiblevalues.

the individual states.

The current state of the port. Refer to NAS Port State for a description of

The source MAC address carried inthe most recently received EAPOL

frame for EAPOL-based authentication,and the most recently received
frame from a new clientfor MAC-based authentication.

The user name (supplicantidentity) carried in themost recently received

Response Identity EAPOL frame for EAPOL-based authentication,and the
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source MAC address from the most recently received frame from a new
clientfor MAC-based authentication.

QoS Class QoS Class assigned to the port by the RADIUS server if enabled.

Port VLAN ID The VLAN IDthat NAS has put the port in.The fieldis blank, if the Port
VLAN [Dis not overridden by NAS.

Ifthe VLAN ID is assigned by the RADIUS server, "(RADIUS-assigned)" is
appended to the VLAN ID. Read more about RADIUS-assigned VLANs
here.

Ifthe portis moved to the Guest VLAN, "(Guest)" is appended to the
VLAN [D.Read more about Guest VLANs here.

5.5.5 NAS - Port

This page provides detailed NAS statisticsfor a specificswitch port running EAPOL-
based IEEE 802.1X authentication. For MAC-based ports, itshows selected backend
server (RADIUS Authentication Server) statistics,only.

Use the portselectbox to selectwhich port details to be displayed.

NAS Statistics Port1
Port State

Al..lto{efresh B [ Refresh |

Admin State Force Authorized
Port State Globally Disabled

Items Description

Admin State | The port's current administrative state. Refer to NAS Admin State for a
description of possiblevalues.

Port State The current state of the port. Refer to NAS Port State for a description of
the individual states.

The QoS class assigned by the RADIUS server. The fieldis blankif no QoS
classisassigned.

QoS Class

Port VLAN ID The VLAN IDthat NAS has put the port in.The fieldis blank, if the Port
VLAN IDis not overridden by NAS.

Ifthe VLAN ID is assigned by the RADIUS server, "(RADIUS-assigned)" is
appended to the VLAN ID. Read more about RADIUS-assigned VLANs
here.

Ifthe portis moved to the Guest VLAN, "(Guest)" is appended to the
VLAN ID.Read more about Guest VLANs here.

5.5.6 ACL Status

This page shows the ACL status by different ACL users.Eachrow describes the ACE that

is defined. Itis a conflictifa specific ACEis not applied tothe hardwaredue to hardware
limitations. The maximum number of ACEs is 256 on each switch.

TR ~to-refresh M [ Refresh |

Ingress Frame . Rate Port - CPU
Port Type eI Limiter Redirect e e Once

ACL Status

User Counter Conflict

No entries
5.5.7 ARP inspection

Entries inthe Dynamic ARP Inspection Tableareshown on this page. The Dynamic ARP

Inspection Tablecontains upto 1024 entries, andis sorted first by port, then by VLAN
ID, then by MAC address, and then by IP address.

namic ARP Inspection Table .
L P Auto-refresh M | Refresh ||

AR G 0 0-00-00-00-00-00 and IP address

entries per page.

Start from [ZRIIRA . VLAN
0.0.0.0 with

Port VLANID MAC Address I[P Address
No more entries

5.5.8 IP Source Guard

Entries inthe Dynamic IP Source Guard Tableare shown on this page. The Dynamic IP
Source Guard Tableis sorted firstby port, then by VLAN ID, then by IP address, and then
by MAC address.

namic IP Source Guard Table P
Dy Auto-refresh M | Refresh | |

Start from [FGIEERA . VL AN ELGRISEGLIGEY 0.0.0.0 with enftries per page.

Port VLANID IP Address MAC Address
No more entries
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5.5.9 AAA Radius

This page provides an overview of the status of the RADIUS servers configurableon the
Authentication configuration page.

RADIUS Authentication Server Status Overview

IP Address Status
0.0.00:0 Disabled
0.0.0.0:0 Disabled
0.0.00:0 Disabled
0.0.0.0:0 Disabled
0.0.0.0:0 Disabled

1L L [ D ==

RADIUS Accounting Server Status Overview

IP Address Status
0.0.00:0 Disabled
0.0.0.0:0 Disabled
0.0.0.0:0 Disabled
0.0.00:0 Disabled
0.0.0.0:0 Disabled

L o fnd [ =

5.5.10 AAA Overview

This page provides detailed statistics for a particular RADIUS server.

RADIUS Authentication Statistics for Server #1

Receive Packets
Access Accepts
Access Rejects
Access Challenges
Malformed Access Responses
Bad Authenticators
Unknown Types
Packets Dropped
Other Info

IP Address

State

Round-Trip Time

| Server#1 v [EUGEECENE | [ Refresh || cear |

Transmit Packets
Access Requests
Access Retransmissions
Pending Requests
Timeouts

0.0.0.0:0
Disabled
0 ms

RADIUS Accounting Statistics for Server #1

Receive Packets
Responses
Malformed Responses
Bad Authenticators
Unknown Types
Packets Dropped
Other Info1111
IP Address
State
Round-Trip Time

Transmit Packets
Requests
Retransmissions
Pending Requests
Timeouts

0.0.0.0:0
Disabled
0 ms

5.5.11 ROM Statistics

This page provides an overview of RMON Statistics entries. Each page shows up to 99
entries from the Statistics table, defaultbeing 20, selected through the "entries per
page" inputfield. When firstvisited, the web page will showthe first20 entries from the
beginning of the Statistics table. The firstdisplayed will bethe one with the lowest ID
found inthe Statistics table.

The "Start from Control Index" allows theuser to select the starting pointin the
Statistics table. Clicking the Refresh button will updatethe displayed tablestarting from
that or the next closestStatistics table match.

The >> will usethe lastentry of the currently displayed entry as a basis for the next
lookup. When the end is reached the text "No more entries" is showninthe displayed
table. Use the |<< button to startover.

RMON Statistics Status Overview
Auto-refresh B [ Refresh | [ Je< ) [ 55

Start from Control Index _wnh entries per page.

Data Broad- Multi- 65 128 266 512 1024

ID Source Drop Octets Pkts s LEee G

(ifindex) cast cast Errors size size e dEER (L

64
Bytes 157 255 511 1023 1588

No more entries
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5.5.12 ROM History

This page provides an overview of RMON History entries. Each page shows up to 99
entries from the Historytable, default being 20, selected through the "entries per page"
input field. When firstvisited, the web page will showthe first20 entries from the
beginning of the Historytable.The firstdisplayed will bethe one with the lowest History
Index and Sample Index found inthe History table.

The "Start from History Index and Sample Index" allows the user to selectthe starting
pointinthe Historytable. Clicking the Refresh button will update the displayed table
starting from that or the next closestHistory table match.

The >> will usethe lastentry of the currently displayed entry as a basis for the next
lookup. When the end is reached the text "No more entries" is showninthe displayed
table. Use the |<< button to startove

RMON History Overview S —
Autorefresh B | Refresh || |x= || ==

Start from Control Index _ and Sample Index_ with entries per page.

History Sample Sample p . Gopers pies Broad- Muli- CRC - Under- Over- o, aph  Coll. Utilization

Index Index Start cast cast Errors  size size

No more entries
5.5.13 ROM Alarm
This page provides an overview of RMON Alarm entries. Each page shows up to 99
entries from the Alarm table, defaultbeing 20, selected through the "entries per page"
input field. When firstvisited, the web page will showthe first20 entries from the
beginning of the Alarmtable. The firstdisplayed will bethe one with the lowest ID
found inthe Alarm table.
The "Start from Control Index" allows the user to select the starting pointinthe Alarm
table. Clickingthe Refresh button will updatethe displayedtablestartingfromthat or
the next closest Alarmtable match.
The >> will usethe lastentry of the currently displayed entry as a basis for the next
lookup. When the end is reached the text "No more entries" is shown in the displayed
table. Use the |<< button to startover.

RMON Alarm Overview P
Auto-refresh M | Refresh ||

Start from Control Index _ with entries per page.

Sample
Type

Startup Rising Rising Falling Falling

Value Alarm  Threshold Index Threshold Index

ID Interval Variable

No more entries

5.5.14 ROM Event

This page provides an overview of RMON Event tableentries.Each page shows up to 99
entries from the Event table, defaultbeing 20, selected through the "entries per page"
input field. When firstvisited, the web page will showthe first20 entries from the
beginning of the Event table. The firstdisplayed will bethe one with the lowest Event
Index and Log Index found inthe Event table.

The "Start from Event Index and Log Index" allows the user to selectthe startingpointin

the Event table. Clickingthe Refresh button will updatethe displayedtablestartingfrom
that or the next closest Event table match.

The >> will usethe lastentry of the currently displayed entry as a basis for the next
lookup. When the end is reached the text "No more entries" is showninthe displayed
table. Use the |<< button to startover.

RMON Event Overview

Auto-refresh M [ Refresh || [ s ]

Start from Control Index _ and Sample Index _ 0] entries per page.

Event
Index
No more entries

Logindex LogTime LogDescription

5.6 LACP
5.6.1 System Status

This page provides a status overview for all LACP instances.

LACP System Status —
Auto-refresh M | Refresh |

Partner Partner Partner Last Local
System ID Key Prio Changed Ports

Aggr D

No ports enabled or no existing parfners

5.6.2 LACP Status

This page provides a status overview for LACP status for all ports.
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LACP Status P 5.8 Spanning Tree
Autorefresh M | Refresh | .
D 5.8.1 Bridge Status
Partner  Partner Partner

Port LACP Key AggrlD guemiD Port  Prio This page provides a status overview of all STP bridgeinstances.

No -

No STP Bridges I
No Autorefresh M | Refresh |

- Root Topology Topology
MSTI Bridge ID D Port Cost Flag Change Last

CIST 32768.00-01-C1-00-00-27 32768.00-01-C1-00-00-27 - ] Steady -

W00~ @MWk =

5.8.2 Port Status
This page displaystheSTP CIST port status for physical ports of the switch.

STP Port Status

5.6.3 LACP Statistics

Port CISTRole CIST State  Uptime
This page provides an overview for LACP statisticsforall ports.

Disabled Discarding
Disabled Discarding
Disabled Discarding
Disabled Discarding
Disabled Discarding
Disabled Discarding
Disabled Discarding
Disabled Discarding
Disabled Discarding
Disabled Discarding
Disabled Discarding
Disabled Discarding
Disabled Discarding
Disabled Discarding -
DesignatedPort Forwarding  0d 16:07:23

LACP Statistics ; N
Auto-refresh M | Refresh || Clear

LACP LACP Discarded
Received Transmitted Unknown lllegal

-
<]
A

(== R p I - LI S
A A -
Mo L) bl = 0w 00 = TN el bl =

5.8.3 Port Statistics

oo oDoDoooooo
oo ooDoDoDoooooo
oo ooDoDoDoooooo
oo ooDoDoDoooooo

This page displaysthe STP port statistics counters of bridge ports in the switch.

5.7 Loop Protection STP Statistics g ¥
Auto-refresh B | Refresh || Clear

This page displaystheloop protection port status the ports of the switch.
Transmitted Received Discarded

Loop Protection Status e r—r— Port \STP RSTP STP TCN MSTP RSTP STP TCN Unknown llegal
Auto-refresh M [ Refresh | 15 29042 0 0 0 0 0 0 0 0 0

Port Action Transmit Loops Status Loop Time of Last Loop
No ports enabled 5.9 MVR

5.9.1 Statistics
This page provides MVR Statistics information
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MVR Statistics

Auto-refresh M [ Refresh | [ Clea

IGMP/MLD IGMPv1
Queries Joins
Transmitted Received

IGMPv2/MLDv1
Reports
Received

IGMPv3/MLDv2
Reports
Received

VLAN IGMP/MLD IGMF

ID Queries
Received
Mo more entries

5.9.2 MVR Channel Groups

Entries inthe MVR Channels (Groups) Information Tableare shown on this page. The
MVR Channels (Groups) Information Table is sorted first by VLAN 1D, and then by group

MVR Channels (Groups) Information

Auto-refresh Wl | Refresh | | | | 2>

St rom viAN [N no Group Accress [N - 2

entries per page.

Port Members
VLANID Groups 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Nomoreenies [ HEHENEENEEEE

5.9.3 MVR SFM Information

Entries inthe MVR SFM Information Tableare shown on this page. The MVR SFM
(Source-Filtered Multicast) Information Tablealso contains the SSM (Source-Specific
Multicast) information. This tableis sorted first by VLAN ID, then by group, and then by
Port. Different sourceaddresses belong to the same group are treated as singleentry.

MVR SFM Information

Auto-refresh M [ Refresh || I =

strrom v1A [N an Group Acres EE - E

entries per page.

VLANID Group Port Mode Source Address Type Hardware Filter/Switch
No more entries

5.10 IPMC
5.10.1 IGMP Status

This page provides IGMP Snoopingstatus.
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IGMP Snooping Status - i )
2 Auto-refresh B | Refresh || Clear |

Statistics

v V2 V3 V2
Reports Reports Reports Leaves
Received Received Received Received

VLAN Querier Host Querier
ID Version Version Status

Queries Queries
Transmitted Received

Router Port
Port Status

5.10.2 IGMP Group Information

Entries inthe IGMP Group Table areshown on this page. The IGMP Group Tableis
sorted firstby VLAN ID, and then by group.

IGMP Snooping Group Information

Auto-refresh W | Refresh | | | |

Start from VLAN and group address with il entries per page.

Port Members
VLANID Groups 1234567891011 1213 14 15
No more entries
5.10.3 IGMP SFM Information
Entries inthe IGMP SFM Information Tableare shown on this page. The IGMP SFM

(Source-Filtered Multicast) Information Tablealso contains the SSM (Source-Specific
Multicast) information. This tableis sorted first by VLAN D, then by group, and then by
Port. Different sourceaddresses belong to the same group are treated as singleentry.

IGMP SFM Information

Auto-refresh M [ Refresh | |

with Y

Start from VLAN and Group B

entries per page.

VLANID Group Port Mode
Mo more enfries

Source Address Type Hardware Filter/Switch
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5.10.4 MLD Status
This page provides MLD Snooping status.

MLD Snooping Status —_—
o Auto-refresh B [ Refresh || clear |
Statistics

Al v2 Vi
Reports Reports Leaves
Received Received Received

VLAN Querier Host Querier Queries Queries
ID Version Version Status Transmitted Received

Router Port

Port Status

[T-R-CR S R P S R

5.10.5 MLD group Information

Entries inthe MLD Group Table areshown on this page. The MLD Group Tableis sorted
firstby VLAN ID, and then by group.

MLD Snooping Group Information

Auto-refresh Il | Refresh | | | | => |

entries per page.

Port Members
VLANID Groups 12345678910 1112 13 14 15
No more entries

5.10.6 MLD SFM Information

Entries inthe MLD SFM Information Tableare shown on this page. The MLD SFM
(Source-Filtered Multicast) Information Tablealso contains the SSM (Source-Specific
Multicast) information. This tableis sorted first by VLAN D, then by group, and then by
Port. Different sourceaddresses belong to the same group are treated as singleentry.

MLD SFM Information _— —
Auto-refresh M | Refresh || <= | | > |

per page.

VLANID Group Port Mode Source Address Type Hardware Filter/Switch
Mo more enfries

5.11 LLDP
5.11.1 Neighbours
This page provides a status overview for all LLDP neighbours. The displayed table

contains a row for each port on which an LLDP neighbour is detected. The columns hold
the followinginformation:

LLDP Neighbor Information -
Auto-refresh B | Refresh |

LLDP Remote Device Summary
Local Chassis Port Port System System Management
Port [0} ID Description Name Capabilities Address
Mo neighbor information found

5.11.2 LLDP-MED Neighbour Information

This page provides a status overview for all LLDP neighbours. The displayed table

contains a rowfor each port on which an LLDP neighbour is detected. The columns hold
the followinginformation:

LLDP-MED Neighbor Information

Local Port
No LLDP-MED neighbor information found

Auto-refresh Il | Refresh |

5.11.3 EEE

By using EEE power savings can beachieved at the expense of traffic latency. This
latency occurs due to that the circuits EEE turn off to save power, need time to boot up
before sendingtraffic over the link. This time is called "wakeup time". To achieve
minimal latency, devices can use LLDP to exchange information abouttheir respective tx
andrx "wakeup time ", as a way to agree upon the minimum wakeup time they need.

LLDP Neighbors EEE Information —
Autorefresh M | Refresh |

Local Tx Rx Fallback Echo Echo Resolved Resolved EEE in
Port Tw Tw Receive Tw Tx Tw Rx Tw Tx Tw Rx Tw Sync
No LLDP EEE information found
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5.11.4 Port Statistics 5.13 MAC Table

Two types of counters are shown. Global counters are counters that refer to the whole This function can show the dynamic Mac addresses learned by the G.SHDSL ROUTER.
switch, while local counters refer to per port counters for the currently selected switch. MAC Address Table

LLDP Global Counters

Auto-refresh Wl | Refresh | | Clear | | | | »>

Auto-refresh @ [ Refresh | [ Clear |

Start from VLAN EULVEXSERRIEES 00-00-00-00-00-00 with entries per page.
Global Counters

Neighbor entries were last changed 1970-01-01T00:00:00+00:00 (60119 secs. ago) Port Members

Total Neighbors. Entries Added 0 Type VLAN MACAddress CPU 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Total Ne!ghbors Entr!es Deleted 0 Dynamic 00-01-BA2-B3-C4-F§ %/
Total Neighbors Entries Dropped 0 )

0 Static 00-01-C1-00-00-27 %/

1

Total Neighbors Entries Aged Out 1
Static 1 33-33-00-00-00-01 o o o o o o o« o + o F o A
LLDP Statistics Local Counters Static 1 33-33-00-00-00-02 o o o o o o " A A A A A A A A
Local  Tx Rx  Rx  Frames  TLVs TLVs Org.  Age- e 1 33-33-FF-00-00-27 ' ' v VIV VY
1
1

Port Frames Frames Errors Discarded Discarded Unrecognized Discarded Outs Dynamic 60-R4-4C-07-1B-06

v
0 FEFFFF-FEFETE o o S A A

0 0

L Static

5.14 VLANs
5.14.1 VLAN Membership

This page provides an overview of membership status of VLAN Users.

VLAN Membership Status for Combined users —

| Combined v [CWGESUGETE [ Refresh |
Start from VLAN with il entries per page. | |<< | | > |

Port Members
VLANID 1 2 3 4 5 6 7 8 9 101112131415

1
5.12 Ethernet Services 10 FiFFFFFFIFIFIFIFIFIFIFRF]
5.12.1 EVC Statistics
This page provides NNI port traffic statistics for the selected EVC. It also shows counters
for UNI ports of ECEs mapping to the EVC.

EVC Statistics

0
0
0
0
0
0
0
0
0
0
0
0
0

oo oooooooooooo
(==l == = Rl = = il == = == = = [ == i == ]
(== == = = = = = = = = = = =}
ooooooooooooooB
(=== = = = = = = = = = = =
coocoooooooooooo
Dooooooooooooo

)
(=]
(=]
B

5.14.2 VLAN Port
This page provides VLAN Port Status.

Auh)—refresh B | Refresh || clear

Green Frames Yellow Frames Red Frames Discarded Frames
Rx Tx Rx Tx Rx Green Yellow

Class

=ML =D
ocooooooo
cooooooo
ocooooooo
L e e e e s S =)
L e e e e s S =)
L e e e e s S =)
L e e e e s S =)

© Copyright 2022 TRENDnet. All Rights Reserved.




TRENDnet User’s Guide TL2-FG142

VLAN Port Status for Combined users : - 5.16 sFlow
Auto—refresh B | Refresh | . . L
- This page shows receiver and per-port sFlow statistics.

-E?pr; ;ﬂger:,?g F-:-?:: Pon.;LAN Tx Tag l{;mgﬁ,d sFlow Statistics
C-Port Al gcﬂt%g Receiver Statistics
Al biag
Al boiag
Al Untag

Auto-refresh M [ Refresh | [Clear Receiver [ Clear Ports |

Owner

IP Address/Hostname
Timeout

Tx Successes

Tx Errors

Flow Samples

All Counter Samples

C-Port

a

C-Port

<]

C-Port

<]

C-Port

o

C-Port All Port Statistics

a

C-Port All Port RxFlow Samples Tx Flow Samples Counter Samples

o

C-Port

<]

Al

C-Port

o

All

C-Port

a

Al

C-Port

a

Al

C-Port

<]

Al

C-Port

4]

Al

C-Port All

0 i]
0 i]
0 i]
0 i]
0 i]
0 1]
0 1]
0 1]
0 1]
0 1]
0 1]
0 1]
0 1]
0 1]
0 1]

cooooDoDoDoooDooo

a

C-Port

a

All

6. Diagnostics
5.15 VCL 42‘3—
5.15.1 MAC-Based VLAN 6.1 Ping

This page shows MAC-based VLAN entries configured by various MAC-based VLAN users. This page allows you to issue|CMP PING packets to troubleshoot IP connectivityissues.

Currently we supportfollowing VLAN User types: ICMP Ping
CLI/Web/SNMP : These arereferred to as static. IP Address [
NAS : NAS provides port-based authentication, which involves communications Ping Length [
between a Supplicant, Authenticator, and an Authentication Server. Ping Count

MAC-based VLAN Membership Status for User Static o

Auto—refresh B | Refresh |

Port Members

MAC Address VLANID 1 2 3 4 5 6 7 8 9 10111213 14 15 Start )
No data exists for the user After you press , ICMP packets are transmitted, and the sequence number and

round trip time aredisplayed upon reception of a reply. The amount of data received
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insideofan IP packet of type ICMP ECHO_REPLY will always be 8 bytes more than the
requested data space(the ICMP header). The page refreshes automatically until
responses to all packets arereceived, or until a timeout occurs.

PING server 10.10.132.20, 56 bytes of data.

64 bytes from 10.10.132.20: icmp_seq=0, time=0ms
64 bytes from 10.10.132.20: icmp_seqg=1, time=0ms
64 bytes from 10.10.132.20: icmp_seq=2, time=0ms
64 bytes from 10.10.132.20: icmp_seq=3, time=0ms
64 bytes from 10.10.132.20: icmp_seq=4, time=0ms
Sent 5 packets, received 5 OK, 0 bad

* Reference 4.5.3

6.2 Link OAM

6.2.1 MIB Retrieval
This page allows you to retrieve the local or remote OAM MIB variabledataona

particularport.
Link OAM MIB Retrieval

Local ©
Peer @

Select the appropriateradio button and enter the port number of the switch to retrieve

the content of interest. Click on to retrieve the content. Clickon pleRenieyal
to retrieve another content of interest.

6.3 Pingb

This page allows you to issue ICMPv6 PING packets to troubleshoot IPv6 connectivity
issues.

ICMPv6 Ping

IP Address 0:0:0:0:0-0-0-0
Ping Length
Ping Count

Ping Interval

Egress Interface

Start .

After you press , ICMPV6 packets aretransmitted, and the sequence number and
round trip time aredisplayed upon reception of a reply. The page refreshes
automatically untilresponses to all packets arereceived, or until a timeout occurs.

PINGG6 server ff02::2, 56 bytes of data.

64 bytes from fe80::219:5bff:fe2f:b47: icmp_seq=0, time=10ms
64 bytes from fe80::215:58ff.feed:69dd: icmp_seq=0, time=10ms
64 bytes from fe80::219:5bff:fe2f:b47: icmp_seq=1, time=0ms
64 bytes from fe80::215:58ff:feed:69dd: icmp_seqg=1, time=0ms
64 bytes from fe80::219:5bff.fe2f:b47: icmp_seq=2, time=0ms
64 bytes from fe80::215:58ff:feed:69dd: icmp_seq=2, time=0ms
64 bytes from fe80::219:5bff:.fe2f:b47: icmp_seq=3, time=0ms
64 bytes from fe80::215:58ff:feed:69dd: icmp_seq=3, time=0ms
64 bytes from fe80::1219:5bff:.fe2f:b47: icmp_seq=4, time=0ms
64 bytes from fe80::215:58ff:.feed:69dd: icmp_seq=4, time=0ms
Sent 5 packets, received 10 OK, 0 bad

You can configurethe following properties of the issued ICMP packets:

ltems Description

IP Address The destination |P Address.

Pinglength  The payloadsizeofthe ICMP packet. Values range from 2 bytes to 1452
bytes.

PingCount The count of the ICMP packet. Values range from 1 time to 60 times.
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PinglInterval The interval of the ICMP packet. Values range from 0 second to 30
seconds.
e . . Items
Egress The VLAN D (VID) of the specific egress IPv6 interface which ICMP
Interface packet goes. Port
(Only for The given VID ranges from 1 to 4094 and will be effective only when the
IPV6) : . . . CableStatus
corresponding IPv6 interfaceis valid.
When the egress interfafce is not given, PING6 finds the best match
interface for destination.
Do not specify egress interface for loopback address.
Do specify egress interfacefor link-local or multicastaddress.
Start

Clickto start transmitting ICMP packets.

Clicktore-start diagnostics with PING.

6.4 VeriPHY

This pageis used for runningthe VeriPHY Cable Diagnostics for 10/100 and 1G copper
ports.

VeriPHY Cable Diagnostics

L Al Y

Cable Status
PairA LengthA PairB LengthB PairC LengthC PairD LengthD

Start
Press to run the diagnostics. This will takeapproximately 5 seconds. Ifall ports
are selected, this can take approximately 15 seconds. When completed, the page
refreshes automatically,and you canview the cablediagnosticsresults inthecable

status table. Note that VeriPHY is only accuratefor cables of length 7 - 140 meters.
10 and 100 Mbps ports will be linked down while running VeriPHY. Therefore, running

VeriPHY on a 10 or 100 Mbps management port will causetheswitch to stop responding
until VeriPHY is complete.

Description

The port where you are requesting VeriPHY Cable Diagnostics.

Port:

Port number.

Pair:

The status of the cablepair.

OK - Correctly terminated pair

Open - Open pair

Short - Shorted pair

Short A - Cross-pair shortto pair A

Short B - Cross-pair shortto pair B

Short C - Cross-pair shortto pair C

Short D - Cross-pair shortto pair D

Cross A - Abnormal cross-pair couplingwith pair A

Cross B - Abnormal cross-pair coupling with pair B

Cross C- Abnormal cross-pair coupling with pair C

Cross D - Abnormal cross-pair coupling with pair D
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Length:

The length (in meters) of the cablepair.The resolutionis 3 meters

7. Maintenance

The follow functions areused for system maintenance. They areReboot Device, Factory
Default, Save Configuration, Configuration File, Upgrade Firmware and ping functions.

7.1 Restart Device

Restart Device

Are you sure you want to perform a Restart?

You canrestartthe switch on this page. After restart, the switch will bootnormally.

7.2 Factory Default

From Factory Default Menu, you’ll get a dialogas following picture:

Factory Defaults

Are you sure you want to reset the configuration to

Factory Defaults?

Ifyou click “Yes” to re-load factory default, the device will reboot by itself.

7.3 Software
7.3.1 Upload

This page facilitates an update of the firmware controlling the switch.

Software Upload

| Choose File | | Upload | Check Firmware

“Browse” to the location of a software image and click “Upload”.

After the softwareimageis uploaded, a page announces that the firmwareupdate is
initiated. After about a minute, the firmwareis updated and the switchrestarts.

Warning: Whilethe firmwareis being updated, Web access appears to be defunct. The
front LED flashes Green/Off with a frequency of 10 Hz whilethe firmwareupdate isin
progress. Do not restartor power off the device at this time or the switch may fail to
function afterwards.

7.3.2 Image Select
This page provides information aboutthe active and alternate (backup) firmware images
inthe device, and allows you to revert to the alternateimage.

The web page displays two tables with information aboutthe activeand alternate
firmware images.
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Software Image Selection

Active Image
Image managed
Version 12018
Date 2018-08-04T05:1%:21+08:00

Alternate Image
Image  managed.bk
Version
Date

IActivate Atern | Cancel |

Note: 1.In casethe activefirmware imageis the alternate image, only the "Active

Image" tableis shown. Inthis case, the Activate Alternate Image button is also disabled.

2.If the alternateimage is active (due to a corruption of the primaryimage or by manual
intervention), uploadinga new firmware image to the device will automatically usethe
primaryimage slotand activatethis.

3.The firmware version and date information may be empty for older firmwarereleases.

This does not constitute an error.

Image Information

Items Description

Image The flashindex name of the firmware image. The name of primary
(preferred) image is image, the alternate image is named image.bk.

Version The version of the firmware image.

Date The date where the firmware was produced.

| Activate Alternate Image |

Clickto use the alternateimage. This button may be disabled
depending on

system state.

Reset
== Click to undo anychanges made locallyandrevert to previously saved values.

7.4 Configuration

The switch stores its configurationina number of text files in CLI format. The files are
either virtual (RAM-based) or stored inflash onthe switch.

There are three system files:

erunning-config: A virtual filethatrepresents the currently active configuration on the
switch. This fileis volatile.

estartup-config: The startup configuration for the switch, read atboot time.

edefault-config: A read-only file with vendor-specific configuration. This fileis read
when the system is restored to defaultsettings.

Itis alsopossibleto store up to two other files and apply them to running-config,
thereby switching configuration.

7.4.1 Save startup-config
Pleasenote: The generation of the configuration file may be time consuming, depending
on the amount of non-default configuration.

Save Running Configuration to startup-config

Please note: The generation of the configuration file may be time consuming, depending on the amount of non-
default configuration.

[ save config |

Click to save configuration.
7.4.2 Download

Itis possibleto download any of the files on the switch to the web browser. Select the
fileand click

| Download Cenfiguration |

Download of running-config may take a littlewhileto complete, as the filemust be
prepared for download.
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Download Configuration
Select configuration file to save.
Please note: unning-config may take a while to prepare for download.

File Name
® running-config
® default-config
® startup-config

| Download |

7.4.3 Upload

Itis possibletouploada filefrom the web browser to all the files on the switch, except
default-config, whichis read-only.

Select the fileto upload, select the destination file on the target, then click

| Upload Configuration |

Ifthe destinationis running-config, the filewill beapplied to the switch configuration.
This can be done intwo ways:

*Replace mode: The current configurationis fully replaced with the configurationin the
uploadedfile.

eMerge mode: The uploaded fileis merged into running-config.

Ifthe filesystem is full (i.e.contains the three system files mentioned above plus two
other files),itis not possibleto create new files, but an existing file must be overwritten
or another deleted first.

TL2-FG142

Upload Configuration
File To Upload
Destination File

File Name Parameters
® running-config Replace Merge
® startup-config

® Create new i [ NG
[ upload |
7.4.4 Activate

Itis possibletoactivateany of the configuration files presenton the switch, except for
running-config which represents the currently active configuration.

| Activate Configuration |

Select the fileto activateand click . This will initiate the process
of completely replacing the existing configuration with that of the selected file.

Activate Configuration

Select configuration file to activate. The previous configuration will be completely replaced, potentially leading to
loss of management connectivity.

Please note: The activated configuration file will not be saved to startup-config automatically.

File Name
® default-config
® startup-config

[ adivate |

7.4.5 Delete

Itis possibleto delete any of the writablefiles storedin flash, including startup-config. If
this is done and the switchis rebooted without a prior Save operation, this effectively
resets the switch to default configuration.
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Delete Configuration File

Select configuration file to delete.

File Name
® startup-config

| Delete |

| Delete Configuration File |

Clickto delete configurationfile.
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Technical Specifications
Standards

e |TU-T G.8013/Y.1731

e |EEE 802.1ag

e |EEE 802.3ah

e |EEE 802.1d

e |EEE 802.1p

e |EEE 802.1Q

e |EEE 802.1s

e |EEE 802.1w

e |EEE 802.1X

e |EEE 802.1ab

e |EEE 802.1ad

e |EEE 802.3
e |EEE 802.3u
e |EEE 802.3x

e |EEE 802.3az(RJ-45 ports only)
e |EEE 802.3ab

e |EEE 802.1ax

e |EEE 802.3z

Device Interface
e 12 xSFPslots (100/1000Mbps)
e 2 xShared Gigabitports (RJ-45 or SFP slots)
e 1xRIJ-45 management port (in-band)
e 1xRIJ-45 consoleport (out-of-band)
e  Ground point
e LED indicators

e  Reset button

Data Transfer Rate
e  Ethernet: 10Mbps (halfduplex), 20Mbps (full duplex)

FastEthernet: 100Mbps (halfduplex), 200Mbps (full duplex)
GigabitEthernet: 2000Mbps (full duplex)

Performance

Switching capacity: 28Gbps

RAM buffer: 128MB

MAC address table: 8K entries

Jumbo frames: 9.6KB (configurable per port)
Forwarding mode: store and forward

Forwardingrate: 20.8Mpps (64-byte packet size)

Management

CLl (Console/ Telnet / SSHv2)
HTTP / HTTPS web based GUI
SNMP v1, v2c, v3

SNMP trap

RMON groups 1/2/3/9
LLDP/LLDP-MED with optional TLVs
ICMPv4/ICMPv6

IPv4/IPv6

IPv6 neighbor discovery

DNS proxy

Network time protocol (NTP)
Green Ethernet/EEE or 802.3azper port
Dual image

Monitoring

CPU load
IPinterfaces/routingtable
Internal system logging
External syslog

Port traffic statistics

QoS queue counters
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QCL control list

Port mirror (One to one, many to one)

EVC (Ethernet Virtual Connection)statistics

MAC address table

Digital diagnostics monitoring (DDM) for SFP modules
RFC2544 support

sFlowstatistics

MIB Il RFC 1213

Bridge MIB |IEEE8021-Q

RMON (Group 1,2,3,9) RFC 2819

Interface group MIB using SMIv2 RFC 2863
Multicastgroup membership discovery MIB RFC 5519
SNMP management frameworks RFC 3411
User-based security model for SNMPv3 RFC 3414
View-based access control model for SNMP RFC 3415
Ethernet-like MIB RFC 3635

802.3 MAU MIB RFC 3636

Entity MIB v3 RFC 4133

Bridge MIB RFC 4188

IPMIB RFC 4293

RADIUS authentication client MIB RFC 4668

RADIUS accounting MIB RFC 4670

LLDP-MIB IEEE802.1AB

PAE MIB IEEE802.1X

Spanning Tree

Spanningtree protocol (STP)
Rapid spanningtree protocol (RSTP)
Multiplespanningtree protocol (MSTP)

Link Aggregation

TL2-FG142

Staticlink aggregation and 802.3ad dynamic LACP (Up to 15 groups)

Quality of Service (QoS)

Class of service (CoS)

Set default drop precedence (DPL), priority code point(PCP), drop eligible
indicator (DEI)

Differentiated Services Code Point (DSCP) classification and translation
Set egress port scheduler, port shaping, port tag marking

Bandwidth control per port/rate limiting

Queue scheduling:strictpriority (SP), deficit weighted round robin (DWRR)

Storm Control

Broadcast (Min.limit: 1pps)
Multicast(Min.limit: 1pps)
Unicast(Min.limit: 1pps)

802.1Qtagged VLAN

802.1ad VLAN Q-in-Q

MAC-based VLAN

Protocol-based VLAN

VLAN IDrange 1-4095

Private VLAN/port isolation

Voice VLAN (16 user defined OUIs)
VLAN portto group and VID translation

Carrier Ethernet / OAM

IEEE 802.1ag Connectivity FaultManagement (CFM)

IEEE 802.3ah Link OAM

Per port per queue dual leaky bucket service policers with PCP or DSCP marking
per service point

Statistics and tagging options per service point

Y.1731 FaultManagement (AlS, RDI, LCK)
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e Y.1731 Performance Management (LM, DM)
e RFC2544 support

e Link OAM statistics, portstatus, event status
e Llink statetracking

e Link OAM MIB Retrieval

e Maintenance entity point (MEP)

Link Protection
e ITU-T G.8032/Y.1344 Ethernet ring protection switching (ERPS)
e |TU-T G.8031/Y.1342 Ethernet linear protection switching

L3 Features
e |Pv4/IPv6 staticrouting
e |Pv4dinterfaces:Up to 8
e |Pv6interfaces:Up to 8
e Routing table entries: Up to 32 (IPv4/ IPv6)
e ARP table(up to 1024 entries)
e  DHCP IPv4 server, relay, option 82
e Inter-VLAN routing

Multicast
e |GMP snoopingvl, v2,v3
e IGMP fastleave
e  Static multicastentries
e MLD Snoopingvl, v2
e  MulticastVLAN Registration (MVR)
e Up to 1K multicastgroups

Access Control
e User accountcontrol with privilegelevel management
e Access management control
e PortSecurity/MAC address learningrestriction (Up to 64 entries per port)
e 802.1X port-based/single/multiple or MAC-based authentication

e RADIUS (Up to 5 servers)

e TACACS+ (Up to 5 servers)

e RADIUS assigned QoS/VLAN/Guest VLAN

e local dialinuserauthentication

e DHCP IPv4 snooping

e Loopback detection/prevention

e [PSource Guard

e Static/dynamic ARP inspection

e Create ACLs basedon rate limit/EVC profile

e Input: 100 —240V AC, 50/60 Hz
e  Max. Consumption: 36 W

Fan/Acoustics
e Fanless design

MTBF
e 118,034 hours

Operating Temperature
e 0°-50°C(32°-122°F)

Operating Humidity

e Max.95% non-condensing

Dimensions

e 280x185x44.45mm (11.02x7.28 x 1.75in.)
e Rackmountable 1U height
e Wall mountable

Weight
e 1.6kg(3.521bs.)

Certifications
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e CE
e FCC
e UL
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Troubleshooting

Q: I typed http://192.168.10.200 in my Internet Browser Address Bar, but an error
message says “The page cannot be displayed.” How can | access the switch
management page?

Answer:

1. Check your hardware settings again. See “Switch Installation” on page 8.

2. Make surethe Power and port Link/Activity and WLAN lights arelit.

3. Make sureyour network adapter TCP/IP settings are set to Use the following IP
address or Static IP(see the steps below).

4. Make sureyour computer is connected to one of the Ethernet switch ports.
5.Since the switch defaultIP addressis 192.168.10.200, makesurethere areno other
network devices assignedan IP address 0f192.168.10.200

Windows 7/8.1/10

a. Go into the Control Panel, click Network and Sharing Center.

b. Click Change Adapter Settings, right-click the Local Area Connection icon.

c. Then click Properties and click Internet Protocol Version 4 (TCP/IPv4).

d. Then click Use the following IP address, and make sure to assign your

network adapter anIP address inthe subnet of 192.168.10.x. Click OK
Windows Vista

a. Go into the Control Panel, click Networkand Internet.

b. Click Manage Network Connections, right-click the Local Area Connection

iconandclick Properties.

c. Click Internet Protocol Version (TCP/IPv4) andthen click Properties.

d. Then click Use the following IP address, and make sure to assign your

network adapter anIP address inthe subnet of 192.168.10.x. Click OK
Windows XP/2000

a. Go into the Control Panel, double-click the Network Connections icon

b. Right-click the Local Area Connection icon and the click Properties.

c. Click Internet Protocol (TCP/IP) and click Properties.

d. Then click Use the following IP address, and make sure to assign your

network adapter an IP address inthe subnet of 192.168.10.x.Click OK
Note: If you are experiencing difficulties, please contact your computer or operating
system manufacturer for assistance.

Q: If my switch IP address is different than my network’s subnet, what should | do?
Answer:

You shouldstill configuretheswitch first. After all thesettings areapplied, go to the
switch configuration page, click on System, click IPv4 Setup and change the IP address of
the switch to be within your network’s IP subnet. Click Apply, then click OK. Then click
Save Settings to Flash (menu) and click Save Settings to Flash to save the IP settings to
the NV-RAM.

Q: I changed the IP address of the switch, but | forgot it. How do | reset my switch?
Answer:

Usinga paper clip, push and hold the reset button on the front of the switchandrelease
after 15 seconds.

The default IP address of the switchis 192.168.10.200. The defaultuser name and
passwordis “admin”.
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Appendix
How to find your IP address?

Note: Please note that although the following procedures provided to follow for your
operating system on configuring your network settings can be used as general
guidelines, however, it is strongly recommended that you consult your computer or
operating system manufacturer directly for assistance on the proper procedure for
configuring network settings.

Command Prompt Method
Windows 2000/XP/Vista/7/8.1/10

1. On your keyboard, press Windows Logo+R keys simultaneously to bring up the Run
dialogbox.

2. In the dialogbox, type cmd to bringup the command prompt.

3. In the command prompt, type ipconfig /all to displayyour IP address settings.
MAC 0S X

1. Navigate to your Applications folder and open Utilities.

2. Double-click on Terminal to launch the command prompt.

3. In the command prompt, type ipconfig getifaddr <en0 or en1> to displaythe wired
or wireless IP address settings.

Note: en0 is typically the wired Ethernet and enl is typically the wireless Airport
interface.

Graphical Method

MAC 0S 10.6/10.5

1. From the Apple menu, select System Preferences.

2. In System Preferences, from the View menu, select Network.

3. In the Network preference window, clicka network port (e.g., Ethernet, AirPort,
modem). If you are connected, you'll see your IP address settings under "Status:"

MAC 0S5 10.4
1. From the Apple menu, select Location, and then Network Preferences.

2. In the Network Preference window, next to "Show:", select Network Status. You'll see

your network status and your IP address settings displayed.

Note: If you are experiencing difficulties, please contact your computer or operating
system manufacturer for assistance.

How to configure your network settings to use a static IP address?

Note: Please note that although the following procedures provided to follow for your
operating system on configuring your network settings can be used as general
guidelines, however, itis strongly recommended that you consult your computer or
operating system manufacturer directly for assistance on the proper procedure for
configuring network settings.

Windows 7/8.1/10
a. Go into the Control Panel, click Network and Sharing Center.
b. Click Change Adapter Settings, right-click the Local Area Connection icon.
c. Then click Properties and click Internet Protocol Version 4 (TCP/IPv4).

d. Then click Use the following IP address, and assign your network adapter a
static IP address. Click OK

Windows Vista

a. Go into the Control Panel, click Network and Internet.

b. Click Manage Network Connections, right-click the Local Area Connection
iconandclick Properties.

c. Click Internet Protocol Version (TCP/IPv4) andthen click Properties.

d. Then click Use the following IP address, and assign your network adapter a
staticIP address.Click OK

Windows XP/2000
a. Go into the Control Panel, double-click the Network Connections icon
b. Right-click the Local Area Connection icon and the click Properties.
c. Click Internet Protocol (TCP/IP) and click Properties.

d. Then click Use the following IP address, and assign your network adapter a
static IP address. Click OK

MAC 0S5 10.4/10.5/10.6
a. From the Apple, drop-down list, select System Preferences.
b. Clickthe Network icon.
c. From the Location drop-down list, select Automatic.
d. Select and view your Ethernet connection.
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In MAC OS 10.4, from the Show drop-down list, select Built-in
Ethernet and selectthe TCP/IP tab.
In MAC 0OS 10.5/10.6, inthe left column, select Ethernet.

e. Configure TCP/IP to use a staticIP.
In MAC 10.4, from the Configure IPv4, drop-down list, select Manually
and assign your network adapter a static IPaddress.Then click the
Apply Now button.
In MAC 10.5/10.6, from the Configure drop-down list, select Manually
andassignyour network adapter a staticIP address . Then click the
Apply button.

f. Restart your computer.

Note: If you are experiencing difficulties, please contact your computer or operating
system manufacturer for assistance.

How to find your MAC address?
In Windows 2000/XP/Vista/7/8.1/10,

Your computer MAC addresses arealsodisplayedinthis window, however, you cantype
getmac -vto displaythe MAC addresses only.

In MAC 0OS 10.4,

1. Apple Menu > System Preferences > Network

2. From the Show menu, select Built-in Ethernet.

3. On the Ethernet tab, the EthernetID is your MAC Address.

In MAC 0S10.5/10.6,

1. Apple Menu > System Preferences > Network

2. Select Ethernet from the liston the left.

3. Click the Advanced button.

3. On the Ethernet tab, the EthernetID is your MAC Address.
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits fora Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interferencein aresidential installation. This equipment generates,
uses and can radiateradiofrequency energy and, if notinstalledand used in accordance with
the instructions, may cause harmful interference to radio communications. However, there is
no guaranteethatinterference will not occur in a particularinstallation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the interference by
one of the following measures:

Reorientor relocatethereceivingantenna.
Increasethe separationbetween the equipmentand receiver.
e Connecttheequipmentinto anoutleton a circuitdifferent fromthatto which
the receiver is connected.
e Consultthedealeroran experienced radio/TV technician for help.
FCC Caution: Any changes or modifications not expressly approved by the party responsible
for compliance could void the user's authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the foll owing two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept
anyinterferencereceived, including interference that may cause undesired operation.

IMPORTANT NOTE: C

Radiation Exposure Statement:

This equipment complies with FCC radiationexposure limits set forth for an uncontrolled
environment. This equipment shouldbeinstalled and operated with minimum distance
20cm between the radiator & your body.

This transmitter mustnotbe co-located or operatinginconjunctionwith anyother antenna
or transmitter.

Country Codeselection feature to be disabled for products marketed to the US/CANADA

RoHS

This productis RoHS compliant.

Europe — EU Declaration of Conformity

This device complies with the essential requirements of the R&TTE Directive 2004/108/EC
and 2006/95/EC.

e [EN62368-1:2014
e ENS55032:2015:(ClassA)

e EN61000-3-2:2014

e EN61000-3-3:2013
e EN55035:2017

Directives:
Low Voltage Directive 2014/35/EU
EMC Directive EN2014/30/EU
WEEE Directive 2012/19/EU
Ecodesign Directive 2009/125/EC
RoHS Directive 2011/65/EU
REACH Regulation (EC) No.1907/2006

CE Mark Warning

This isa Class Aproduct. In a domestic environment, this product may causeradio
interference, in which casethe user may berequired to take adequate measures.
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Limited Warranty

TRENDnet warrants onlyto the original purchaser of this productfrom a TRENDnet
authorized reseller or distributor thatthis productwill be free from defects in material
and workmanship under normal use and service. This limited warranty is non-
transferableand does not apply to any purchaser who bought the product from a
reseller or distributor notauthorized by TRENDnet, includingbutnot limited to

purchases fromInternet auctionsites.

Limited Warranty

TRENDnet warrants its products againstdefects in material and workmanship, under
normal use and service. Specific warranty periods arelisted on each of the respective

product pages on the TRENDnet website.

e AC/DC Power Adapter, Cooling Fan, and Power Supplycarrya one-year

warranty.

Limited Lifetime Warranty

TRENDnet offers a limited lifetime warranty for all of its metal-enclosed network
switches that have been purchasedinthe United States/Canada on or after 1/1/2015.

e Coolingfanand internal power supply carry a one-year warranty

To obtainan RMA, the ORIGINAL PURCHASER must show Proof of Purchaseand return
the unit to the address provided. The customer is responsiblefor any shipping-related
costs that may occur. Replacement goods will be shipped backto the customer at
TRENDnet's expense.

Upon receivingthe RMA unit, TRENDnet may repair the unitusingrefurbished parts.In
the event that the RMA unitneeds to be replaced, TRENDnet may replaceitwith a
refurbished product of the same or comparable model.

Inthe event that, after evaluation, TRENDnet cannotreplacethe defective product or
there is no comparable model available, we will refund the depreciated value of the
product.

Ifa product does not operate as warranted duringthe applicablewarranty period,
TRENDnet shall reservethe right, atits expense, to repair or replacethe defective
product or partand deliver an equivalent product or partto the customer. The
repair/replacementunit's warranty continues from the original date of purchase. All
products that are replaced become the property of TRENDnet. Replacement products
may be new or reconditioned. TRENDnet does not issuerefunds or credit. Please

contact the point-of-purchasefor their return policies.

TRENDnet shall notbe responsiblefor any software, firmware, information, or memory
data of customer containedin, stored on, or integrated with any products returned to

TRENDnet pursuantto anywarranty.

There are no user serviceableparts insidethe product. Do not remove or attempt to
servicethe product by any unauthorized service center. This warrantyis voidedif (i) the
product has been modified or repaired by any unauthorized servicecenter, (ii) the
product was subjectto accident,abuse, orimproper use, or (iii) the product was subject

to conditions moresevere than those specifiedinthe manual.

Warranty servicemay be obtained by contacting TRENDnet withinthe applicable
warranty period and providing a copy of the dated proof of the purchase. Upon proper
submission of required documentation, a Return Material Authorization (RMA) number
will beissued. An RMA number is requiredinorder to initiatewarranty servicesupport
for all TRENDnet products. Products thatare sent to TRENDnet for RMA service must
have the RMA number marked on the outside of return packages and sent to TRENDnet

prepaid,insured and packaged appropriately for safe shipment. International customers
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shipping fromoutside of the USA and Canada areresponsibleforanyreturn shipping

and/or customs charges, including butnot limited to, duty, tax, and other fees.

Refurbished product: Refurbished products carrya 90-day warranty after date of
purchase.Pleaseretainthe dated sales receiptwith purchasepriceclearlyvisibleas
evidence of the original purchaser's date of purchase.Replacement products may be
refurbished or contain refurbished materials. |[f TRENDnet, by its soledetermination, is
unableto replacethe defective product, we will offer a refund for the depreciated value

of the product.

WARRANTIES EXCLUSIVE: |F THE TRENDNET PRODUCT DOES NOT OPERATE AS
WARRANTED ABOVE, THE CUSTOMER'S SOLE REMEDY SHALL BE, AT TRENDNET'S
OPTION, REPAIR OR REPLACE. THE FOREGOING WARRANTIES AND REMEDIES ARE
EXCLUSIVE AND ARE IN LIEU OF ALL OTHER WARRANTIES, EXPRESSED OR IMPLIED,
EITHER IN FACT OR BY OPERATION OF LAW, STATUTORY OR OTHERWISE, INCLUDING
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
TRENDNET NEITHER ASSUMES NOR AUTHORIZES ANY OTHER PERSON TO ASSUME FOR
IT ANY OTHER LIABILITY IN CONNECTION WITH THE SALE, INSTALLATION,
MAINTENANCE, OR USE OF TRENDNET'S PRODUCTS.

TRENDNET SHALL NOT BE LIABLE UNDER THIS WARRANTY IFITS TESTING AND
EXAMINATION DISCLOSE THAT THE ALLEGED DEFECT IN THE PRODUCT DOES NOT EXIST
OR WAS CAUSED BY CUSTOMER'S OR ANY THIRD PERSON'S MISUSE, NEGLECT,
IMPROPER INSTALLATION OR TESTING, UNAUTHORIZED ATTEMPTS TO REPAIR OR
MODIFY, OR ANY OTHER CAUSE BEYOND THE RANGE OF THE INTENDED USE, OR BY
ACCIDENT, FIRE, LIGHTNING, OR OTHER HAZARD.

LIMITATION OF LIABILITY: TO THE FULL EXTENT ALLOWED BY LAW, TRENDNET ALSO
EXCLUDES FOR ITSELF AND ITS SUPPLIERS ANY LIABILITY, WHETHER BASED IN

CONTRACT OR TORT (INCLUDING NEGLIGENCE), FOR INCIDENTAL, CONSEQUENTIAL,
INDIRECT, SPECIAL, OR PUNITIVE DAMAGES OF ANY KIND, OR FOR LOSS OF REVENUE OR
PROFITS, LOSS OF BUSINESS, LOSS OF INFORMATION OR DATE, OR OTHER FINANCIAL
LOSS ARISING OUT OF OR IN CONNECTION WITH THE SALE, INSTALLATION,
MAINTENANCE, USE, PERFORMANCE, FAILURE, OR INTERRUPTION OF THE POSSIBILITY
OF SUCH DAMAGES, AND LIMITS ITS LIABILITY TO REPAIR, REPLACEMENT, OR REFUND
OF THE PURCHASE PRICE PAID, AT TRENDNET'S OPTION. THIS DISCLAIMER OF LIABILITY
FOR DAMAGES WILL NOT BE AFFECTED IF ANY REMEDY PROVIDED HEREIN SHALL FAIL
OF ITS ESSENTIAL PURPOSE.

Governing Law: This Limited Warranty shall begoverned by the laws of the state of

California.

Some TRENDnet products includesoftwarecode written by third party developers.
These codes aresubjectto the GNU General Public License ("GPL") or GNU Lesser
General Public License ("LGPL").

Visithttp://www.trendnet.com/gpl or the support section on
http://www.trendnet.com and search forthe desired TRENDnet product to access to
the GPL Code or LGPL Code. These codes are distributed WITHOUT WARRANTY andare
subjectto the copyrights of the developers. TRENDnet does not provide technical
supportfor these codes. Pleasevisit http://www.gnu.org/licenses/gpl.txt or

http://www.gnu.org/licenses/Igpl.txt for specific terms of each license.

PWP07172015v3 2022/11/10
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